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Introduction 


This book discusses the history, missions, and organization of the Russian 
Federal Security Service (FSB). Although a relatively new organization— 
the name FSB was instituted only in 1995—the organization inherited a 
long history of Russian and Soviet powers and institutions, along with 
many officers who began their careers in the Soviet era. This heritage 
endows the FSB with the aura and operational mind-set of the Soviet 
Committee of State Security (KGB), which still-active former KGB officers 
embrace by honoring the sobriquet “chekist.” Yet, the return of a pre-Soviet 
heritage in today’s Russia and more recent memories of the chaotic 1990s 
modify this aura to give the FSB its twenty-firstcentury character. Chapter 1 
discusses the FSB’s historical foundations that connect it with the Russian 
imperial, Soviet, and 1990s past. 

Despite being one of the most powerful organizations in Russia, the 
FSB is covered in the West only superficially, often only in relation to its 
activities against Western countries, such as computer-based intelligence 
operations. However, the FSB is, in fact, primarily a domestic security and 
law enforcement service that permeates much of Russian society. It 
accomplishes its domestic missions through its enforcement of a wide range 
of laws and its authorization to conduct electronic and physical surveillance 
throughout Russia with little restraint. Those authorities allow the FSB to 
monitor and neutralize any embryonic manifestations of internal opposition 
or dissent within the country or their presence elsewhere in the world. The 
FSB has even resurrected a version of the KGB’s Fifth Directorate, which 
was tasked with what the Soviet Communist Party called “ideological 


counterintelligence.” Chapters 2, 3, and 4 discuss the organization of the 
FSB; its intelligence, counterintelligence, counterterrorism, and law 
enforcement missions; and the backgrounds of the leaders who direct those 
missions. 

Although primarily a domestic security service, the FSB also has 
external missions. Those missions include being Russia’s primary 
clandestine service within the former Soviet space, where the FSB conducts 
a variety of intelligence collection and covert action operations. The FSB 
serves as the Russian government’s declared liaison with the security 
services of Russia’s allies, through which the FSB influences those 
countries by sharing selected, ideologically driven intelligence. The Russian 
government also uses the FSB’s role as a counterterrorism service to extend 
Russia’s intelligence, especially its signals intelligence. Chapter 5 discusses 
the FSB’s international missions. 

The FSB’s reputation inside Russia is founded on respect and 
patriotism, mixed with a growing perception of corruption. The FSB 
conducts a concerted campaign to encourage the former, with awards 
ceremonies, glossy publications, films, and public marketing that portray 
the FSB as the protector of Russia against spies and terrorists sponsored by 
nefarious foreign powers. Conversely, Russian media and opposition 
groups, such as followers of the jailed Russian political activist Aleksey 
Navalny, often highlight the latter. A series of corruption incidents in the 
past decade has supplied plentiful material for the opposition’s perspective. 
Chapter 6 discusses cultural representations of the FSB. 

One of the FSB’s most potent levers of influence inside Russia is the 
patronage of Russian Federation president Vladimir Putin. Putin led the 
FSB for a year in 1998-99, and he has since overseen the gradual 
reaccumulation into the FSB of many powers previously housed in the 
Soviet-era KGB. This patronage gives the FSB the power to ensure that 
Putin faces no credible threats to his ruling position in the country. 
Nevertheless, as time passes, younger officers are replacing the retiring 
older generation, many of whom are in senior positions, including Putin 
himself. Chapter 7 discusses the FSB’s future, which will depend on how 
the Russian government promotes or sidelines future FSB leaders. 

The data in this book come from a variety of Russian- and English- 
language sources. However, part of the reason for the lack of depth that 


often characterizes Western treatments of the FSB is a lack of source 
material in Western languages. Consequently, most sources cited in this 
book were originally published in Russian. Relying on Russian-language 
sources has both advantages and potential disadvantages. 

Two Russian sources are particularly foundational. Andrey Soldatov 
and Irina Borogan’s website, Agentura.ru, contains a comprehensive 
compilation of material about the FSB and its suborganizations. Their 
information is especially useful for its insights into the FSB’s foreign 
operations within the former Soviet space, including in Ukraine, based on 
Russian media reports. Another valuable Russian source is a web-published 
work by the Dossier Center, a Russian dissident organization financed by an 
exiled former oligarch, Mikhail Khodorkovsky. The Dossier Center makes 
no secret of its goal to reveal the FSB’s criminal activities, and it tends to 
emphasize negative stories about the FSB, demonstrating its ideological 
leaning against the organization. Nevertheless, despite the dissident nature 
of the Dossier Center’s material, it provides original content, including 
interviews with FSB officers, that casts significant light onto the missions 
and functions of the agency. 

Sources also include Russian laws describing the FSB’s missions and 
organization. These form the foundation for and set the limits of FSB 
operations and provide a public veneer of authority and restraint. Other 
Russian sources include numerous national and local news articles that, 
based on the restricted media environment in Russia, often communicate a 
government-inspired narrative of the FSB’s heroics and patriotism. They 
also report changes in FSB leadership, along with FSB activities and 
perceived threats that the FSB chooses to publicize to maintain its intrepid 
reputation. However, the Russian media also frequently focus on 
conspiracies and scandals that communicate unconfirmed rumors or paint 
the FSB as corrupt. Much of the reporting about prosecutions of FSB 
officers caught embezzling or extorting money comes from Russian media. 

The advantage of Russian sources is the volume of material they offer 
that is unavailable in Western languages. They fill many information gaps. 
The disadvantage is their often questionable objectivity, either in their 
slavish support for the Putin regime or their inexorable opposition to it, 
along with their tendency toward salacious stories. This lack of objectivity 
and conspiracy-mindedness requires careful use of Russian sources. 


Nevertheless, no study of the FSB could be complete without them. This 
book attempts to compile this information, supplemented by English- 
language data, to describe the FSB’s history, missions, and organization as 
completely and credibly as possible. 


1 


Foundation 


The Russian Federal Security Service (Wedepanbuaa Cnyoba bezona- 
cHocmu; FSB) is Russia’s primary internal security service. Its foremost 
mission is to protect the ruling Russian regime. Its authorities in 
counterintelligence, law enforcement, intelligence, and border security give 
it a pervasive presence throughout Russia and in the rest of the former 
Soviet space. The FSB is built on the foundation of the Soviet Committee 
of State Security (KGB) and retains much of the KGB’s philosophy and 
operational mind-set and even some of the same people. In fact, some 
Western commentators have claimed that the FSB is simply a return of the 
KGB.! Even most Russian intelligence and security service personnel 
themselves date the organization’s founding to 1917, the year the Bolshevik 
regime established its first state security service, the All-Russian 
Extraordinary Commission for Combating Counterrevolution and Sabotage 
under the Council of People’s Commissars of the RSFSR (VChk), 
colloquially called by its acronym, Cheka. The chekist label, which Russian 
intelligence and security personnel proudly embrace, is a remnant of that 
first service.2 The KGB of the past is unquestionably an essential basis for 
the FSB today. 

However, reference to the KGB alone is insufficient to describe the 
FSB. It is inaccurate to say that nothing changed in the state security 
apparatus of the independent Russian Federation. Yet these changes, rather 
than being in personnel or major missions, have been in the FSB’s place in 


Russian history and Russia’s government structure. The FSB is more 
accurately an amalgamation of pre-Soviet, post-Soviet, and Soviet-era 
forces. Some Western observers and Russian politicians concur about the 
indispensable role that a strong state security service plays in Russia. 
Robert Berls of the Nuclear Threat Initiative wrote, “History has shown, 
whether during Tsarist Russia, the Soviet Union, or Putin’s Russia, that a 
strong central government that maintains a powerful internal political and 
security apparatus has been the only successful way to restrain the 
numerous centrifugal forces that seek to drive power away from the center 
and weaken central authority.”’ Nikolay Kovalev, the FSB’s director in 
1997 and 1998, affirmed that “a strong state needs a strong special 
service.”* Conversely, a weak special service engenders internal conflicts, 
disunity, civil war, and other states’ attempts to degrade the country, which 
bring about ruin and casualties among the people and a loss of national 
identity. Kovalev’s statement originated not with him but with Boris 
Yeltsin, who stated more explicitly as early as 1994 that a “strong Russia 
needs strong special services.” Yeltsin’s opponent in the 1996 presidential 
election, the ultrarightist politician Vladimir Zhirinovskiy, wrote similarly, 
“Strong state—strong special services.”® 

The theme that Russia must have a strong security service threads 
through the entire existence of the FSB. Rather than being Soviet, however, 
the FSB is a Russian entity based on a Russian sociocultural foundation, 
which in Jolanta Darczewska’s analysis includes “the Russian spirit, the 
Russian Orthodox community, conservative values, the mission of uniting a 
multinational and miulti-confessional society, the community of 
experiences, the experiences of wartime, the spirit of service to the state, the 
dictatorship of law, etc.”’ 


Pre-Soviet Foundations 


Soviet-era state security services publicly made a clean ideological break 
from their tsarist-era predecessors, claiming to have eliminated all 
bourgeois characteristics of the services that had repressed the Russian 
people. However, with the return of many Russian imperial symbols and 
cultural vestiges under Putin’s leadership, the Soviet-era ideological 


antipathy toward the tsarist-era security services has been abandoned. The 
Russian historian Mikhail Burenkov wrote about the tsarist foundations of 
the FSB in the agency’s own journal, FCB: 3a u IIpomue (FSB: For and 
Against): “As is known, VChK elements actively used many normative 
documents and operational materials of the [tsarist-era] Police Department 
in the first years of Soviet power not only for the purpose of legal 
regulation of official activities but also when organizing and conducting 
operational-investigative, counterintelligence, and intelligence measures.”® 
Such a public statement would have been blasphemous during the 
Soviet era. However, despite the Soviet Union’s superficial ideological 
purity, the Soviet security services quietly assimilated many operational 
techniques from the tsarist security services—including the use of agents 
provocateurs, double agents, and disinformation methods—which then were 
passed down to post-Soviet services.? Former KGB officers Oleg 
Gordievsky and Oleg Kalugin both noted that the KGB used 
prerevolutionary Okhrana materials to train its officers in the 1950s and 
1960s.!° Burenkov writes that it is important to learn lessons from the pre- 
Bolshevik period to avoid repeating problems that Russia solved in the 
nineteenth and early twentieth centuries.!! Although the tsarist-era security 
services clearly did not solve every problem—they did not prevent the fall 
of the tsar—they are now portrayed as examples worthy of emulation. 
Focused on internal threats, both the prerevolutionary Okhrana and the 
KGB conducted similar domestic intelligence activities and recruited 
domestic sources for population control and counterintelligence purposes. !? 
Burenkov highlighted several tsarist-era police investigators—such as 
Nikolay Batyushin, a senior Russian military counterintelligence officer 
during World War I; Stepan Beletskiy, director of the tsarist Police 
Department from 1912 to 1914; and Petr Zavarzin, who served in the tsarist 
police for eighteen years—who all argued for the necessity of domestic 
agent networks to protect the regime from internal threats. The penetration 
of domestic opposition groups was aimed at reducing the threat to the 
regime, often presupposing a link between domestic groups and foreign 
powers. The Okhrana’s emphasis on internal security was founded on an 
unwavering assumption that foreign powers were meddling in Russian 
affairs, and this assumption continued into the Soviet era. A 1977 KGB 


manual used in training new KGB employees made the same point 
regarding external forces destabilizing the Soviet Union, using Soviet 
ideological rhetoric without tying it to the pre-Soviet era: 


By organizing sabotage of state workers, the exploiting class wanted to 
force the Soviet government to abandon the decisive path toward 
breaking the old bourgeois-landowner state apparatus: by encouraging 
speculation, they tried to exacerbate economic ruin to drown the 
revolution in famine; with conspiracies and armed revolts, inspired by 
the participation of the imperialist West, the domestic counterrevolution 
tried to crush the power of the workers and peasants.!° 


Domestic surveillance networks, in which Russian imperial security 
services excelled, became a hallmark of the KGB and continued to be used 
heavily in both the physical and electronic domains in post-Soviet Russia. 

Since Putin’s ascent to the presidency, Russian publishers have released 
multiple books that recount the history of tsarist-era security services. Petr 
Zavarzin’s book The Work of the Secret Police, originally published in Paris 
in 1924 after Zavarzin was exiled from Russia, has been republished at least 
three times in Russia, in 2004, 2018, and 2020.!* Nikolay Batyushin’s 
writings on counterintelligence were also published in 2007.!° Aleksandr 
Shirokorad, in his 2016 book Secret Operations of Tsarist Special Services, 
1877-1917, explores the question: why did the great Russian Empire 
experience such a complete downfall in 1917 when it possessed the best 
security service in the world?!® Other books—like Aleksandr Kolpakidi’s 
Special Services of the Russian Empire: A Unique Encyclopedia; Boris 
Starkov’s Spy Hunters: Counterintelligence in the Russian Empire 1903- 
1914; Ivan Tarasov’s Police of Russia: History, Laws, and Reforms; and 
Borisov, Malygin, and Mulukayev’s Three Centuries of Russian Police— 
trace the beginning of Russian security services from the tsarist empire 
through the Soviet era to today.!’ Similarly, Vitaliy Karavashkin’s 2008 
book Who Betrayed Russia? lists individuals accused of being traitors to 
Russia beginning from ancient Kievan Rus through the Soviet era and into 
post-Soviet Russia.!® 


Tsarist-era anniversaries have also crept into the FSB’s historical 
memory. In 2012, the Russian government issued a postage stamp honoring 
the 500th anniversary of the Russian Border Guard Service. That stamp 
commemorated the “Order to the Ugrian Voevods,” a document signed by 
Grand Duke Vasiliy III of Moscow, father of Ivan IV “The Terrible,” on 
May 16, 1512, to establish a force of Ugrian warlords on the eastern border 
of the Moscow state to protect it from Siberian hordes. Although dating the 
establishment of the Russian border guards to that document is historically 
questionable, Russian border guards openly celebrated their tsarist roots in 
2012.!° Nevertheless, the FSB Border Guard Service, along with the border 
guard services of other former Soviet states, officially celebrates Border 
Guards Day on May 28, the day the first Soviet-era border guards were 
established in 1918.72 

Vladimir Putin has publicly recognized the prerevolutionary heritage of 
the Russian intelligence services. In his 2020 speech commemorating the 
100th anniversary of Russian foreign intelligence, he noted that Russian 
intelligence and state security employees today are continuing the traditions 
not only of their Bolshevik predecessors but also of those that served 
prerevolutionary Russia.2! Such statements and publications would not 
have been possible in the ideologically restricted atmosphere of the Soviet 
Union. However, respect for Russian imperial security services is now 
encouraged. 


Post-Soviet Drivers 


During the Soviet era, the KGB was subordinated to the Communist Party 
of the Soviet Union, and the security of the party was the KGB’s primary 
responsibility. The most conspicuous change in post-Soviet state security is 
the removal of the party and the communist ideology’s pursuit of world 
socialism as the ideological force behind state security activities. That 
allowed for discussion of prerevolutionary state security precursors but also 
led to a period of chaos, corruption, and politicization during the 1990s. 
Putin is sometimes accused of remaking the FSB in the image of the KGB, 
and to an extent, that is true. However, while Putin’s experience in the KGB 
was formative, he also experienced other formative moments, particularly 


related to Russia’s military, political, and economic weakness of the 1990s. 
The 1990s were a time when Russia tried to build a new governing structure 
based on Western democracy and capitalism rather than on Soviet 
communism and centralized economic principles. That attempt was largely 
unsuccessful and revealed numerous cracks in Russian society. Those 
cracks often involved the security services, which now bear the scars of 
Russia’s 1990s weakness. 

In the first five years after the dissolution of the Soviet Union, several 
notable works appeared in the West that analyzed the structures, missions, 
and strategies of the intelligence and security services of the newly 
independent Russian Federation. J. Michael Waller completed a dissertation 
for Boston University in 1993 in which he assessed that the intelligence and 
security services were the only institutions of Russia that did not undergo 
real reforms due to Gorbachev’s perestroika. Instead, the Yeltsin 
administration harnessed them for its own political purposes rather than 
reforming or curbing the power they had possessed during the Soviet era.?? 
Waller published a book in 1994, Secret Empire, based on his dissertation.?° 

Amy Knight gave a similar assessment in her 1996 book Spies Without 
Cloaks. Knight also asserted that Gorbachev himself was complicit in the 
August 1991 coup attempt in the USSR, and that he had collaborated with 
the coup plotters to prevent the signing of anew Union Treaty, which would 
have transferred some power from Moscow to Soviet republic capitals.2* In 
her analysis, the KGB never reformed at all, and Gorbachev agreed to retain 
it unchanged. Yevgenia Albats went further, saying that former intelligence 
and state security employees’ violations of human rights had continued 
unabated in the post-Soviet era.2° Martin Ebon took a more sympathetic 
stance toward the Yeltsin administration, claiming that Yeltsin had been the 
target of a KGB assassination attempt and that he had tried to work with the 
new services to maintain Russia’s security.”° 

The reality is that, while some aspects of the KGB translated well into 
the post-Soviet era, others did not. The KGB’s human resources remained 
to a great extent, although there were significant personnel cuts just before 
the dissolution of the Soviet Union. One element that did not survive was 
the public reputation of the Russian state security services as the 
incorruptible protectors of Russia’s security. Many in Russia viewed the 


KGB as an honest, noncorrupt organization. Yuriy Andropov, KGB chief 
from 1967 to 1982, cultivated an image of the KGB officer as a selfless, 
upright servant of the state. Andropov himself contrasted with other Soviet 
Communist Party leaders by living a publicly irreproachable life with no 
rumor of personal enriching surfacing during his time as KGB chief.?” The 
post-Soviet services did not inherit this reputation, because they became 
enmeshed in political infighting among the corrupt oligarchs who wielded 
political power in the country during the 1990s. 

Another concept that did not survive the dissolution of the Soviet Union 
was the ideological basis for state security activities. That included the main 
ideological pillars of the Soviet state, such as glorification of revolution and 
the communist ideological insistence that revolution was inevitable. That 
has been replaced by a rejection of revolution as a threat to a legitimate 
State, characterized by “color revolutions,” which, in the Russian state 
security interpretation, are perpetrated by nefarious foreign states to destroy 
Russia. The celebration of the 100th anniversary of the VChK’s founding in 
2017 focused mainly on the agency’s role in protecting the state from 
foreign invasion rather than as its place as “sword of the revolution.” The 
Bolshevik ideological foundation also led the VChK to pursue any 
manifestation of capitalism or religion in the country as antistate activities. 
That is the opposite of today’s state security services, which are heavily 
involved with Russian megacorporations, both to support their profit-taking 
and to embezzle money from them, and emphasize their connection to the 
Russian Orthodox Church. 

The FSB’s relationship with the Orthodox Church is a particularly 
significant break from the Soviet era. Putin reportedly became active in the 
Church in the 1990s and befriended Metropolitan Tikhon, an Orthodox 
priest who ran the Sretensky Monastery near the FSB’s Lubyanka 
headquarters. Tikhon states that Putin “makes confession, takes 
communion, and understands his responsibility before God for the high 
service entrusted to him and for his immortal soul.”2® Patriarch Kirill of the 
Russian Orthodox Church laid the foundation for a church on the grounds 
of the FSB Academy in 2012.79 The connection to the Church represents a 
strong trend toward more conservativism in social issues within Russian 
society in general, and in the FSB in particular. During the formal blessing 


of the new church’s cornerstone in 2013, the director of the FSB Academy, 
Colonel General Viktor Ostroukhov, stated that the academy’s staff was 
concerned about what he called “the increasing number of attacks on the 
Christian way of life. ... Together we can oppose these dangerous threats 
to modernity and preserve a great and indivisible Russia.”°° The return of 
the Russian Orthodox philosophical foundation to the Russian security 
services differs noticeably from the official atheism of the Soviet era. 

Another post-Soviet driver in the FSB is the demand for political loyalty 
to the president rather than to the party. As the Soviet Union was collapsing, 
the Soviet, and then Russian, security services went through five years of 
instability and reorganization. The instability began in earnest on June 12, 
1990, when the Congress of People’s Deputies of the Russian Soviet 
Federated Socialist Republic (RSFSR) adopted a declaration of sovereignty, 
initiating a struggle for power over the organs of government control. It 
accelerated after the KGB director, Vladimir Kryuchkov, participated 
directly in the attempted coup against Mikhail Gorbachev in August 1991, 
damaging the KGB’s reputation. 

That led the newly emboldened president of the Russian Federation, 
Boris Yeltsin, to make demands on the KGB, including creating for the first 
time a Russian republic-level KGB in May 1991. The RSFSR, the Russian 
portion of the Soviet Union, did not have a republic-level state security 
service, unlike the other fourteen republics. The center—periphery 
relationship between Moscow and the Soviet republics meant that republic- 
level KGBs existed more to keep the republics in line with Moscow than to 
give them an independent security capability. As the Soviet Union’s largest, 
most powerful, and central republic, with Moscow Center at its disposal, 
the RSFSR did not require a separate security service. However, after the 
August coup attempt, Yeltsin started to establish his own. 

The Soviet central authorities did not immediately acquiesce to Yeltsin’s 
demands. Vladimir Kryuchkov was arrested after the failed coup attempt 
and replaced with Vadim Bakatin, the former Soviet minister of internal 
affairs, whom Gorbachev tasked with dismantling the KGB and purging 
Kryuchkov loyalists. Assigning a former minister of internal affairs as KGB 
director was culturally repulsive to KGB personnel, as they viewed the 
MVD with condescension. Consequently, Bakatin met deep-seated 


resistance to change in the KGB. He later stated in an interview, in answer 
to a question about his opinion of KGB officers viewing themselves as 
“chekists”: “Ideological dogmatists will have to be sent to rest.... The 
traditions of chekism must be eradicated and chekism as an ideology must 
terminate its existence. We must comply with the law, but not ideology.”*! 

His efforts met with little success, and most KGB functions continued; 
nevertheless, the USSR’s KGB was dissolved by an order signed by 
Gorbachev dated December 3, 1991, titled “On the Reorganization of 
Organs of State Security.” The order divided the Union KGB into three 
agencies: the Central Intelligence Service of the USSR, which inherited the 
KGB’s First Chief Directorate (Foreign Intelligence); the Committee for 
Defending the USSR State Border and Unified Command of Border Forces, 
which housed the KGB’s Chief Directorate for Border Guards; and the 
Interrepublic Security Service (MSB) of the USSR, which housed the rest 
of the KGB. The one primary element that did not survive was the Fifth 
Directorate (Ideological Counterintelligence), which was _ dissolved 
altogether (see chapter 2). Bakatin then served briefly as the director of the 
MSB, until it was disbanded in mid-January 1992 and its resources were 
shifted to the Russian Federation. 

Just before Gorbachev’s law “On the Reorganization of Organs of State 
Security,” the Russian Federation created a separate, short-lived Federal 
Security Agency (AFB). Yeltsin chose his longtime friend from the RSFSR 
Ministry of Internal Affairs (MVD), Victor Barannikov, to lead it. Yeltsin 
then named Barannikov the Russian Federation’s minister of internal affairs 
immediately after the August coup attempt.2* Founded on November 26, 
1991, the AFB existed in parallel with the MSB and vied with it for power 
until the Soviet Union was dissolved on December 25, 1991. 

Even before the end of the Soviet Union, Yeltsin issued another order on 
December 19, creating the Ministry of Security and Internal Affairs, 
combining most of the former KGB (minus foreign intelligence and border 
guards) with the MVD to create a superministry responsible for all security 
and law enforcement in the country, with Barannikov as the new minister. A 
similar entity had existed several times previously in the Soviet Union, such 
as from 1934 to 1941, when it was called the People’s Commissariat of 
State Security (NK VD) and was responsible for enforcing Stalin’s purges. 


State security and internal affairs separated again during World War II, but 
Lavrentiy Beriya recombined them briefly in 1953 after Stalin’s death into 
what was then called the MVD. Those occasions carried ominous 
memories, which, compounded by the reputational damage to the KGB 
from the August 1991 coup attempt and an increased urgency among 
democratic Russian politicians to disband the KGB altogether, led to a 
Russian Constitutional Court decision in mid-January 1992 ruling that the 
new superministry violated the constitution.°? 

Still, with the USSR gone, the Russian Federation was faced with the 
challenge of providing security for itself while also confronting challenges 
that existed in the fourteen other former Soviet states, such as crime, safe 
control of nuclear materials, internal corruption, and civil war. To address 
these challenges, the Russian Federation created the Ministry of Security 
(MB) on January 24, 1992, recombining most of the components of the 
former KGB, except for the First Chief Directorate, which the Foreign 
Intelligence Service (SVR) inherited, and the Ninth Directorate, which 
transferred to the Main Directorate for Protection (later the Federal 
Protection Service, FSO). In July 1992, the Yeltsin team pushed through a 
law that governed the MB’s activities, giving it many of the same missions 
and responsibilities the KGB had, sometimes verbatim.** According to 
Gennadiy Burbulis, a political ally of Yeltsin, the president believed that 
“the CPSU had been the country’s brain and the KGB was its spinal 
cord.... Yeltsin clearly did not want to rupture the spinal cord now that the 
head had been lopped off.”’2° Most personnel remained, including 
Barannikov, who was named the first minister of security. 

Barannikov’s tenure was short. As political instability grew within 
Russia and the economic reforms enacted by Yeltsin’s team began to yield 
high unemployment accompanied by a rise in superrich oligarchs, 
Barannikov got caught between opposing political camps. In 1993, Yeltsin 
clashed with members of the Russian parliament who opposed shock 
therapy economic reforms. Barannikov declined to become involved in 
March 1993, when Yeltsin threatened to use the “power ministries” 
(Ministries of Security, Defense, and Internal Affairs) to back up a decree 
by which Yeltsin imposed “special rule,” giving him veto powers over the 
Supreme Soviet. 


Barannikov responded by saying in a speech that he would remain 
neutral in political confrontations. Yeltsin described his opponents in the 
Supreme Soviet as political extremists, labeling them communists and 
fascists, but Barannikov disclaimed any responsibility for combating 
political extremism.2° The MB did not crack down on anti-Yeltsin 
demonstrators in May 1993. Further, Barannikov, by no means free of all 
corruption allegations himself, reportedly began collecting information 
about corruption among Yeltsin’s entourage rather than targeting Yeltsin’s 
political opponents. By July 1993, Yeltsin had had enough of Barannikov’s 
disloyalty and fired him. The proximate reason for his dismissal was a 
border clash on the Afghanistan-Tajikistan border, where Russian border 
guards took heavy losses when a group of Afghan soldiers and Tajik rebels 
attacked a border post. Yeltsin also accused Barannikov of financially 
benefiting from criminal activities. The deeper reason was Barannikov’s 
unwillingness to take Yeltsin’s side in political battles.2” Yeltsin was 
establishing the new norm the Russian state security—that it be politically 
loyal to the president. 

Barannikov’s dismissal did not end Yeltsin’s conflict with the legislative 
bodies. Nikolay Golushko, a longtime KGB officer who had gained a 
reputation for fighting nationalism and dissent in the Soviet Union, replaced 
Barannikov. Golushko had led the Ukrainian republic’s KGB during the late 
1980s up to the dissolution of the Soviet Union, and his appointment 
showed that Yeltsin planned to use the MB powers to pursue his political 
enemies. In September, Yeltsin dissolved the two legislative branches, the 
Congress of People’s Deputies and the Supreme Soviet, although those 
bodies refused to disband, citing the president’s lack of constitutional 
authority. Parliament responded by impeaching Yeltsin and naming 
Yeltsin’s opponent, Aleksandr Rutskoy, as acting president. Rutskoy then 
dismissed Golushko, along with other power ministers. 

In October 1993, Yeltsin’s clash with the Supreme Soviet reached the 
point of violence, with mass demonstrations surrounding the Ostankino 
television station and army troops ordered to forcibly disband the Supreme 
Soviet, resulting in tanks firing on the White House, where the Supreme 
Soviet met. Nearly 150 people died in the violence. Although the army 
responded to Yeltsin’s order, the MB provided little aid.°° 


In response to the lack of political support from the MB, Yeltsin issued 
a decree on December 21, 1993, reorganizing Russia’s security structure. 
The decree began with this statement: 


The system of organs of the VChK-OGPU-NK VD-NKGB-MGB-KGB- 
MB has proved to be unreformable. Attempts at reorganization made in 
the past years have been, in general, superficial and cosmetic. Up to 
now, the Russian Federation Ministry of Security has lacked a strategic 
concept for ensuring the state security of the Russian Federation. 
Counter-intelligence work is weakened. The system of political 
investigations has been mothballed but could easily be reconstituted. 

Against the background of the democratic and constitutional 
transformation taking place in Russia, the existing system of providing 
security for the Russian Federation has outlived itself, is ineffective, is a 
burden on the state budget, and is a restraining factor in the 
implementation of political and economic reforms.*9 


This decree dissolved the MB and replaced it with a new organization, 
the Federal Counterintelligence Service (FSK), bureaucratically 
downgrading it from a ministry to a service and placing it more firmly 
under presidential control. Golushko remained as the FSK director until 
February 1994, when Sergey Stepashin, who was initially viewed as a 
potential reformer, was appointed. Like Barannikov, Stepashin had an MVD 
background, but had led the State Commission to Investigate the Activities 
of the Committee for State Security and the State Committee for the State 
of Emergency, which investigated the KGB’s role in the August coup 
attempt. From 1991 to 1993, Stepashin led the Supreme Soviet’s defense 
and security committee.*? Once appointed to lead the FSK, however, he did 
not reduce its power but instead emphasized the threats that Russia faced 
and the urgency needed to address them. Soon after his appointment, 
Stepashin said that Russia’s path to reforming the state security apparatus 
had not “repeated the Eastern European option and has not completely 
destroyed Russian special services.”*! (See figure 1.1.) 


KGB 
L—» AFB (Russian Federation), November 26, 1991, and MSB (USSR), December 3, 1991 
L— MB, January 24, 1992 
L—» FSK, December 21, 1993 
L—» FSB, April 12, 1995 


Figure 1.1 Early 1990s genealogy of Russian state security 


The FSK was renamed the FSB in a law dated April 12, 1995; that law 
has subsequently been amended numerous times to broaden the FSB’s 
mandate and strengthen its powers. Thus, what eventually became the FSB 
underwent multiple reorganizations and name changes through the early 
1990s. Those changes were influenced heavily by political conflict within 
Russia and by the perceived need to retain Russia’s strength amid political 
chaos. Some of the reforms of Russia’s governing structure in the post- 
Soviet era necessitated, in the eyes of Russian political leaders, the 
continuation of the powerful state security service to prevent the country 
from disintegrating. In the late 1990s, three prime ministers in quick 
succession—Yevgeniy Primakov, Sergey Stepashin, and Vladimir Putin— 
had all led chekist organizations. The fervor to maintain Russia’s viability 
amid post-Soviet political instability while remaining fiercely loyal to the 
president became a pillar of the FSB’s existence. 

The 1990s’ politicization of the state security service replaced the 
communist ideology of the Soviet era. However, the requirement for 
political loyalty to a president whose reputation was badly tarnished and for 
whom many state security officers had little respect left an impression on 
the FSB. Both Stepashin and Putin protected Yeltsin’s corrupt family 
members as FSB directors in the late 1990s, deepening the FSB’s 
relationship with corruption and weakening the morale and motivation of 
FSB employees to perform their work. 

Although the KGB was never completely free of all corruption, it had 
been a relatively clean institution within the Soviet structure. The Soviet 
Union’s dissolution tore away the ideological driver of communism, leaving 
little impetus for the post-Soviet state security services to operate 
effectively and for the greater good. Without this external ideological 
driver, state security employees resorted to working for their personal 
interests, leading to corruption and business deals on the side. 


Putin stepped into this morass of ideological ambiguity when he became 
the FSB director in 1998. He came from the KGB culture and had 
witnessed firsthand the confusion that had arisen in the service due to the 
absence of a coalescing purpose. He also retained no love for the 
communist past, so there was no likelihood that he would reinstate the 
communist ideology. In his millennium speech the day before Yeltsin’s 
resignation, Putin said, 


For almost three-fourths of the outgoing century Russia lived under the 
sign of the implementation of the communist doctrine. It would be a 
mistake not to see and, even more so, to deny the unquestionable 
achievements of those times. But it would be an even bigger mistake 
not to realize the outrageous price our country and its people had to pay 
for that Bolshevist experiment. What is more, [it would be a mistake] 
not to understand that Soviet power did not make Russia a prosperous 
country or a dynamically developing society and free people.*2 


In its place, he installed patriotic pride in Russian history, culture, and 
power. This patriotism has become the ideological driver for state security 
activities during the Putin era, although it does not constitute an ideology 
per se. The complication has been that state security employees have not 
separated themselves from either the Soviet-era chekist mind-set regarding 
threats or the 1990s mind-set of working for their own interests. Rather than 
replacing those drivers, Putin-era state security services have built onto 
them and encouraged patriotism, which is closely related to the Soviet-era 
chekist mind-set, while tolerating 1990s self-interest. 


Soviet-Era Remnants 


Even with the renewed influence of pre-Soviet ideas and the politicization 
and malaise of the 1990s, the FSB’s foundation in the Soviet-era KGB is 
the agency’s most potent driving force. The historian J. Michael Waller 
points out that the Russian Federation had a more difficult task to reform its 
State security apparatus than even post-World War II Germany, Italy, or 
Japan. Their political systems were rebuilt after the war, not by themselves, 


but by occupying powers. Even postcommunist East Germany is not a 
perfect analogy because the Bonn government imposed many of the 
reforms there. The Russian Federation was left to reform itself without 
outside force, and that left the many personnel who continued in state 
security service past the end of the Soviet Union to fall back on what they 
knew—the KGB.*? 

With Putin’s support, the FSB is intent on reproducing the Soviet-era 
popular perception of state security. According to a survey of Soviet 
citizens between November 1991 and January 1992, the Soviet population 
had a generally positive view of KGB employees. Most ascribed to them 
characteristics such as “professional,” “intelligent,” and “strong. Fewer 
used terms such as “devious” and “careerist.” Only about one in ten thought 
the KGB should be abolished altogether.*4 These positive perceptions 
changed across the Yeltsin years. In December 1999, then—prime minister 
Vladimir Putin said, “Bodies of state security have always defended the 
national interests of Russia. They must not be separated from the state and 
turned into some kind of monster.... We nearly overdid it when we 
exposed the crimes committed by the security services, for there were not 
only dark periods, but also glorious episodes in their history, of which one 
may really be proud.”*° Those glorious periods of the Soviet era are what 
the FSB wants people to remember. 

Despite the reorganizations and name changes that characterized the 
four years after the dissolution of the Soviet Union, most primary structures 
that made up Soviet security services remained. Most initially resided in the 
MB; however, the break-up of the MB in 1993 left the KGB’s heirs in five 
different organizations. Subsequently, most KGB subelements have been 
restored to the FSB (see figure 1.2). 


92 | 93 | 94] 95 | 96 | 97 | 98 | 99 | OO | O01 | O2 | 03 | 04 | OS | 06 
1st Chief Directorate Foreign Intelligence 
2nd Chief Directorate Counterintelligence FSK FSB 
3rd Chief Directorate Military Counterintelligence FSK FSB 
4th Directorate Cl Support to Transport and Comms |) FSK FSB 
5th Directorate Ideological Cl FSB 
6th Directorate Economic CI FSK FSB 
7th Directorate Surveillance FSK FSB 
10th Department Archive FSK FSB 
12th Departmenr Electronic Surveillance FSK FSB 
Directorate "OP" Counter-Organized Crime FSK FSB 
Directorate "SCh" KGB Special Forces FSK FSB 
Main Dir for Border Troops FSK FPS FSB 
8th Chief Directorate Cryptography/InfoSec FSK |FAPSI FSB* 
16th Directorate SIGINT FSB* 
9th Directorate Senior Leader Protection FSO 
15th Directorate Sec of Gov Facilities FSO 


Figure 1.2 Correlation of KGB subelements to post-Soviet state security services 


*Most FAPSI capabilities were transferred to the FSB, but some went to the FSO and SVR. 


The KGB structure consisted of main directorates, directorates, and 
departments responsible for a specific operational or headquarters mission. 
The four primary operational elements were 


e First Chief Directorate (foreign intelligence), founded December 19, 
1920; 

e Second Chief Directorate (counterintelligence), founded May 6, 
1922; 

e Third Chief Directorate (military counterintelligence), founded 
December 20, 1918; and 

e Chief Directorate of Border Guards, founded May 28, 1918. 


Each was founded in the first five years of the Bolshevik regime, 
although initially under different names. With the exception of foreign 
intelligence, which was spun off into an independent agency as the SVR in 
1991, the other three KGB main directorates now reside in the FSB. 
Between 2017 and 2022, each marked its 100th anniversary, providing 
opportunities for the Russian government to rhapsodize about state security 
personnel being the finest representatives of Russian society. On the tenth 
anniversary of the founding of the Soviet Union’s first Counterintelligence 
Section (KRO), the FSB provided a public affairs statement: “The 
abbreviation KRO has survived a century and, among the employees and 


veterans of Russia’s FSB, a_ recognizable symbol of reliability, 
professionalism, deep understanding of the operational situation, quick 
reaction to its changes, optimized thinking, selfless devotion to one’s duty, 
decency, and honesty.”*° The same TASS article also referred to 
prerevolutionary counterintelligence predecessors, noting that the founding 
of the KRO did not mean that was the first time Russia had an organization 
that protected the country from spies. But it focused most attention on the 
various configurations of counterintelligence during the Soviet era, 
continuing into the post-Soviet era as if it was just another series of 
reorganizations. 

In addition to these main directorates, the KGB had the Eighth Chief 
Directorate, which was originally responsible for signals intelligence 
(SIGINT) and information security within the Soviet Union. In 1973, the 
directorate split into two, leaving information security in the Eighth Chief 
Directorate and creating the new Sixteenth Directorate for SIGINT. These 
two directorates remained for the rest of the Soviet era. In 1993, they 
reunited into the newly created Federal Agency for Government 
Communications and Information (FAPSI). FAPSI existed for ten years as 
Russia’s only separate SIGINT agency in history until the reorganization of 
Russian state security in 2003, at which time the FSB took control of most 
of FAPSI as well as the Border Guard Service. The FSB celebrated the 
100th anniversary of Russian SIGINT in 2018. 

No other country celebrates its “special services” as vigorously as 
Russia does, and anniversaries are important moments in these celebrations. 
In the post-Soviet era, most of these anniversaries point to the early 
Bolshevik period, when the elements that now make up the FSB and the 
other Russian security services were established. Lenin ordered the creation 
of the Soviet Union’s first state security service, the VChK, on December 
20, 1917. Yeltsin signed a decree in 1995 establishing a holiday on 
December 20 to commemorate “State Security Workers’ Day,” colloquially 
known as “Chekists’ Day.”4” Although Yeltsin’s decree was to a great 
extent intended to co-opt state security workers politically, it has stood 
since then. On State Security Workers’ Day in 2014, Vladimir Putin said, 
“The history of special services is rich with brilliant deeds and legendary 
names. In Russia, we respect all generations of people who have protected 


our country from external and internal threats, and we bow before the 
heroism and steadfastness of our veterans.”“® Historical celebrations offer 
opportunities to bolster morale and highlight the criticality of state security 
in Russia’s existence (see chapter 6) (see figures 1.3 and 1.4). 
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Figure 1.3 Postage stamps commemorating the 100th anniversary of Russian state security in 2017 
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Figure 1.4 Postage stamps commemorating the 100th anniversary of Russian counterintelligence in 
2022 


Retired KGB colonel Vladimir Sychev wrote an article commemorating 
the hundredth anniversary of Russian state security, stating, “of course there 
were structures in Russia that were responsible for intelligence, 
counterintelligence, and border security before 1917. But they were not 
unified into a single system.”49 They were not unified on the first day of the 
VChK’s founding either. But over the following several years, all the 
elements that eventually made up Soviet state security came into existence. 


Russia’s Chekist Mind-Set 


Putin’s 2014 State Security Workers’ Day statement noted that state security 
protects Russia “from external and internal threats.” This statement 
manifests an approach to security that has permeated Russia for generations 
and deepened during the Soviet era. It reflects the KGB’s “chekist mind- 


set,” which views threats to Russia as emanating from both internal and 
external sources, compounded by the perception that internal threats 
invariably have external connections and sponsorship. After the humiliation 
Russia experienced in the 1990s, the FSB as an organization perceives 
Russian security as being under constant threat from the inside and siege 
from the outside, especially from the United States. 

Russian security leaders and writers, like Putin and retired KGB officer 
memoirists, constantly articulate this mind-set, directing their views toward 
the Russian population to maintain constant vigilance against foreign spies. 
This mind-set is epitomized by a fictitious plot that circulates around 
Russian security circles, known as the “Dulles Plan.” The Dulles Plan was 
purportedly proposed by Allen Dulles, director of the US Central 
Intelligence Agency (CIA) during the Eisenhower administration, in a 
speech in 1945.°° The plot envisions destroying the Soviet Union from the 
inside, using a covert US hand to feed information and support to 
“likeminded people” inside the Soviet Union, planting chaos, replacing 
Russian values with falsehoods, and then convincing the Russian 
population to believe them. 

Although proponents of this “plan” assert that it originated with Dulles, 
who is a particularly nefarious actor in Russians’ minds, it actually 
originated in a work of fiction, the 1972 novel Eternal Call by the Soviet 
author Anatoliy Ivanov, who attributed the plan to a German SS officer near 
the end of World War II. The German officer character, Lakhunovskiy, 
claimed that the real war was about to begin, the war for the minds of the 
Russian people.°! Ivanov’s novel was turned into a television series that ran 
in the USSR from 1976 to 1983. The Russian journalist Vitaliy Ryumshin 
notes that the concept of the “Dulles Plan” appeared in public in Russia first 
in 1993 in the newspaper Sovetskaya Pravda; and later the same year, it 
reappeared in the newspaper Molodaya Gvardiya, where coincidentally, 
Anatoliy Ivanov, the author whose novel the Dulles Plan echoes, was 
working at the time.°2 

Some Russians, especially those with state security backgrounds, 
continue to cite the Dulles Plan as an authentic American plot. Among them 
is Oleg Khlobustov, who served in the KGB-FSB from 1971 to 2006, 
ending his career at the FSB Academy. Representing the “chekist” 


perspective, Khlobustov argued that America’s actions align with the Dulles 
Plan (in Russia’s view); ergo, the plan must be real.°° Other former KGB 
personnel also accept the Dulles Plan as genuine, such as Vyacheslav 
Shironin, a retired KGB officer who has published several books claiming 
that Gorbachev’s perestroika was a CIA-inspired plot to destroy the Soviet 
Union. The Dulles Plan factors into that supposed plot.°* More recently, a 
former Russian illegal intelligence officer, Yelena Vavilova, who was 
arrested in the United States along with nine other Russian illegals and 
exchanged for arrested Russians in 2010, published a book in 2020 that 
portrays a similar plot. The book follows a husband-and-wife couple of 
intelligence illegals who uncover an American scheme to destroy the 
Russian economy and society with the help of a Russian traitor. The story 
generally follows the careers of Vavilova and her husband Andrey 
Bezrukov as intelligence illegals but embellishes it with fictitious elements, 
most prominently a nefarious American plan.°° 

The British academic Julie Fedor asserts that the plots imagined by 
chekists serve several functions: to provide an external explanation for why 
Russian society has deteriorated, to absolve the KGB of responsibility for 
the dissolution of the Soviet Union, and to present a case for a powerful 
security service to combat America’s purported covert information war 
against Russia.°© 

That mind-set manifests itself across the FSB’s operations, such as in its 
pursuit of oppositionists and counterterrorism operations. For example, 
Putin and other government leaders espouse a narrative that any terrorist 
action inside Russia is sponsored from abroad, including by foreign powers, 
especially the United States. In an interview with the film producer Oliver 
Stone in 2015, Vladimir Putin claimed: “You don’t have to be a great 
analyst to see the United States supported financially, provided information, 
supported them [Chechen terrorists] politically. They supported the 
separatists and terrorists in the North Caucasus.”°’ Putin gained prominence 
initially and was first elected president thanks to the reputation he built for 
being tough on terrorism and crime. His reputation for toughness is a 
foundation for his current popularity and translates today into rhetoric that 
ties foreign powers, especially the United States, to Russia’s domestic 
terrorism problem. 


FSB leaders who began their careers in the KGB also preserve Soviet- 
era thinking as represented in the “chekist mind-set.” Although the Soviet 
Union dissolved over thirty years ago, most senior FSB leaders entered the 
KGB in the 1970s and 1980s. This is discussed in greater detail in chapter 
4, but the continued leadership of personnel who worked during the Soviet 
era reinforces the “chekist” influence in the FSB today. 

The presence of former KGB officers in FSB leadership positions also 
perpetuates another Soviet-era factor—rivalry between state security and 
the MVD. The appointment of MVD officers like Bakatin, Barannikov, and 
Stepashin to lead state security organizations in the early 1990s was 
particularly repugnant for many former KGB officers. As real “chekists” 
returned to the FSB’s leadership in the mid-1990s, the FSB began to retake 
its place of precedence over the MVD. The FSB created Department M in 
1999 with the responsibility of providing counterintelligence support to law 
enforcement agencies, including the MVD. 

The most significant remnant of the Soviet era, as well as being a 
continuation from pre-Soviet times, is state security agencies’ loyalty to 
State unity. In tsarist Russia, the state was the tsar, and state security 
agencies’ reason for existence was to protect the tsar. In 1917, that security 
system failed, and a Bolshevik coup swept away the tsarist regime. The new 
Bolshevik regime quickly implemented a state security system, which used 
violent methods to help the fledgling government establish control over the 
former imperial territory. By the 1930s, the state security apparatus was 
firmly in the hands of the Communist Party leader, Stalin, who used it for 
his own purposes. Stalin kept the state security apparatus under tight 
supervision for two reasons: to neutralize any flicker of opposition to his 
regime, similar to the tsar; and to prevent it from becoming an independent 
power center itself. Beriya attempted to use his control over state security 
and law enforcement organizations to take control of the country after 
Stalin’s death. However, by the time Nikita Khrushchev read his “secret 
speech” in 1956 denouncing Stalin’s “cult of personality,” state security was 
firmly subordinated to the party rather than to any single leader. 

As Gorbachev’s reforms laid bare the cracks in Soviet power, leading to 
the party losing control, state security allegiance transferred from the party 
to the unified state. KGB chairman Vladimir Kryuchkov reportedly said in 
1991, “If each of us does not do everything in his power to avert the 


disintegration of the Union, history will not forgive us.”°® However, the 
Soviet state did disintegrate, partly due to Kryuchkov’s own actions as a 
member of the State Committee on the State of Emergency that attempted 
to remove Gorbachev. When the Soviet Union dissolved, state security 
officers mourned the loss of power and control over state functions, not the 
collapse of the party. 

When Putin famously called “the collapse of the Soviet Union ... the 
greatest geopolitical disaster of the century” (kpynHelllwaa 2eononumu- 
ueckaa Kamacmpoqda é6exa) in 2005, he was not lamenting the collapse of 
party leadership but the disunity that replaced the once-strong Soviet Union. 
He was referring to the resulting “genuine drama” that left “tens of millions 
of our co-citizens and compatriots ... outside Russian territory.” In his 
words, that was followed by “the epidemic of disintegration infect[ing] 
Russia itself.” He continued: “Many thought or seemed to think at the time 
that our young democracy was not a continuation of Russian statehood, but 
its ultimate collapse, the prolonged agony of the Soviet system. But they 
were mistaken.”°? He reiterated this in 2012 as he was transitioning back 
from being prime minister to the presidency: “We should not tempt anyone 
by allowing ourselves to be weak.”©° Although Putin’s 2012 statement 
referred to military power, for him, unanimity is strength and division is 
weakness. The state security services enforce unity, and thus not only 
support the Russian system but also legitimize it. The FSB’s primary 
mission is to maintain the state’s strength through unity, and anything that 
threatens Putin’s plan for state unity falls within the FSB’s purview, 
whether it be dissent, terrorism, unsanctioned corruption, disobedient 
former Soviet states, or the foreign intelligence services. 


Conclusion 


The FSB today is founded on a mix of forces from the tsarist era, the post- 
Soviet era, and the Soviet era, all combined to make it a major force in 
Russian society. It is distinctly a Russian entity, building on Russia’s long 
history of state security structures that serve the ruling elite and protect the 
unity of the state. Because of the return of pre-Soviet drivers to the 
foundation of the FSB, constituting a break from the Soviet era, the only 


way that amalgamation can have meaning is by describing Russia’s 
existence aS a constant struggle against internal and external enemies, 
which only the security services can repel. This constant struggle is at the 
foundation of Russia’s security thinking. Despite the greater ideological 
freedom that Russian state security gained in the post-Soviet era, FSB 
officers look to the 1990s as a period of weakness and chaos. The president 
of the Russian Federation directly oversees the FSB’s activity. Under a 
chekist president, the Russian government holds up the FSB as a patriotic 
organization empowered to prevent Russia from disintegrating again, as it 
did in 1917 and 1991. 
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Organization and Culture 


The FSB emerged during the post-Soviet era of chaos, weakness, and 
fragmentation for the Russian security services. Over its nearly thirty years 
of existence, it has gradually reaccumulated the powers that were splintered 
into multiple organizations in the immediate aftermath of the Soviet 
Union’s dissolution, including organizational elements that trace back 
directly to their Soviet predecessors. 

Many aspects of the FSB are established in Russian law. The Russian 
legislature adopted a law establishing an entity with the title Federal 
Security Service on April 3, 1995, and it has amended it over twenty times 
since then. The FSB’s activities are designed to counter threats to Russia’s 
State security, including in the military, political, economic, and even 
environmental sectors. At the heart of this mission is protecting Vladimir 
Putin’s government and policies. To accomplish this, the FSB’s founding 
law identifies these primary FSB activities: 


e counterintelligence 

¢ combating terrorism 

¢ combating crime 

e intelligence 

e border activity 

e safeguarding information security 


This foundational law states that the FSB’s activities are based primarily 
on the Russian constitution, Russian federal laws, and international treaties. 
According to the law, the FSB’s operating principles are 


e lawfulness; 

e respect for and observance of human and civil rights and freedoms 

e humanism; 

e aunified system of federal security service organs and centralization 
of administration; and 

e secrecy, using a combination of overt and clandestine methods and 
means of activity. 


The law supposedly holds the FSB accountable for violations of these 
rights and freedoms. It even contains paragraphs addressing appeals by 
Russian Federation citizens who feel their rights have been violated. 
Several sections—especially those governing counterintelligence and 
counterterrorism—stipulate the rules governing actions that “restrict the 
rights of citizens.” Nevertheless, as noted below, the number of FSB 
officials authorized to order operations that restrict Russian citizens’ rights 
has grown, and violations of Russian citizens’ human rights occur routinely. 
The FSB’s commitment to lawfulness is also questionable, although its 
dedication to legalism—meaning using laws to its advantage—is deep- 
seated. 

This chapter provides descriptions of the FSB’s organizational elements 
that reflect its primary missions, as well as others that are variations on 
these missions. Since a reorganization of the FSB’s structure in 2004, the 
FSB’s primary elements have been called “services,” composed of 
subordinate centers, directorates, and departments. Most have direct 
predecessors in the KGB. The descriptions given here provide an English 
translation of elements’ names, along with Russian-language acronyms, 
because FSB elements are seldom referred to by a translated acronym. The 
next chapter describes in greater detail these activities divided along the 
FSB’s major operational directions. 

There are occasionally duplicate unit designators under different 
services, such as both the Fourth Service and the Special Purpose Center 


having directorates K and T, although they are not related in function or 
organization. Similarly, the Organizational and Personnel Service, known as 
the Sixth Service, has no special connection to the Sixth Service within the 
Internal Security (Ninth) Directorate, which, despite their confusingly 
identical names, perform different functions. 


The Counterintelligence Service 


The Counterintelligence Service (SKR), or First Service, is one of the core 
elements of the FSB. It is the service charged with countering foreign spies 
in Russia, which the Russian government trumpets as a significant threat. 
The SKR is the direct heir to the KGB’s Second Chief Directorate (SCD), 
which was the KGB’s organization for monitoring foreign embassies, 
foreign visitors, and Soviet citizens who had contact with foreigners, using 
both human and technical means. The SCD’s predecessor organization, the 
Counterintelligence Section (KRO), was founded in 1922, and the SKR 
dates its beginning to that year. Thus, the FSB celebrated the 100th 
anniversary of counterintelligence in 2022. 

The SKR has had an unbroken history since the dissolution of the 
Soviet Union, with the Russian state security service carrying the name 
Federal Counterintelligence Service from 1993 to 1995. Since the founding 
of the FSB, foreign counterintelligence was initially within the Department 
for Counterintelligence, with the name changing to SKR in 2004. SKR 
contains the following subelements: 


e Department for Counterintelligence Operations (DKRO) 

e Directorate for Coordination of Analysis and Counterintelligence 
Activities (UKAKD) 

e Directorate of Information Support for Operational-Investigative 
Activities (UIOORD) 

e Center for Information Security (TsIB) 

e Directorate for Facility Security 

e Directorate of Special Measures (USM) 


The Department for Counterintelligence Operations 


The Department for Counterintelligence Operations (DKRO) runs the 
SKR’s primary mission: combating foreign intelligence services. Its highest 
priorities are the American and British services, although the services of 
other NATO countries and China are also important targets. It monitors 
foreign diplomats and provides the primary counterintelligence support for 
the Russian Ministry of Foreign Affairs, which interacts routinely with 
foreign representatives. DKRO also monitors foreign journalists, especially 
those who write about controversial subjects that cast a negative light on the 
Russian government, and it provides support to large-scale events where 
foreigners are present, such as international sporting events. 

As of 2022, the chief of DKRO was Aleksey Komkov, who had 
previously led the FSB Internal Security Directorate (USB) from August 
2016. Komkov was assigned to the DKRO in June 2019, replacing Sergey 
Korolev, who was promoted to first deputy FSB director. Komkov had been 
a USB directorate chief under Korolev and is reportedly Korolev’s protégé.! 
Komkov made a name for himself with high-profile investigations of 
corruption within the Economic Counterintelligence Service (SEK), 
including during the May 2019 arrest of FSB colonel Kirill Cherkalin, who 
worked for SEK’s Directorate K, and during the arrests of two officers from 
the FSB Investigative Directorate who had demanded bribes from the target 
of their investigation (see chapter 6). 

The assignment of Komkov as DKRO chief was a departure from 
historical norms. The DKRO chief had typically been promoted from within 
the directorate, often coming from the DKRO section that runs anti-US 
operations.2 Up to 2019, the DKRO was led by Aleksandr Zhomov, a 
Soviet-era counterintelligence officer who earned a_ reputation for 
aggressively operating against the US Central Intelligence Agency (CIA) 
since the late 1980s. In 1987, he was a rare example of the KGB dangling a 
genuine staff officer as a double agent against the CIA. The operation was 
designed to distract the CIA from a more valuable asset: Aldrich Ames. In 
1990, when Zhomov, who was known to the CIA as GT/PROLOGUE, was 
about to defect, he cut off the double agent operation after he had received 
an exfiltration plan and false documents.° He reappeared again in the early 
1990s as a liaison officer to the CIA and again in 2010, when the United 
States and Russia exchanged prisoners after SVR illegals were arrested in 


the United States.* A few years later, he was promoted to be the chief of 
DKRO in charge of FSB counterintelligence operations. 


The Directorate for Coordination of Analysis and Counterintelligence 
Activities 


The Directorate for Coordination of Analysis and Counterintelligence 
Activities (UKAKD) often appears alongside DKRO. It conducts the 
missions identified in its name: analysis and coordination. It is unclear in 
what year UKAKD was established, although a ten-year commemorative 
badge was issued in about 2008-10, placing the founding of UKAKD likely 
in the late 1990s. Its director is Aleksandr Roshchupkin, who also serves as 
a deputy chief of the SKR. The UKAKD’s role includes coordinating 
counterintelligence and covert operations among FSB services. In that role, 
it appears to be a clearing house for operations. In 2009, the director of 
UKAKD was included in a list of FSB officials who had the authority to 
request counterintelligence measures that restrict the constitutional rights of 
citizens, meaning that the UKAKD director could order communications 
intercepts and physical surveillance, or even kidnappings or assassinations. 
That list identified the DKRO and UKAKD chiefs and the chief of the 
Center for Information Security (TsIB) Operational Directorate within the 
SKR alongside leaders from other FSB services.” 


The Directorate of Information Support for Operational-Investigative 
Activities 


The Directorate of Information Support for Operational-Investigative 
Activities (UIOORD) maintains databases of suspect foreigners and 
foreigners barred from entering Russia, including those who have served in 
foreign prisons. When a border guard officer observes a suspicious person 
trying to enter the country, the officer removes the person from the 
passenger flow and forwards copies of the suspicious person’s travel 
documents to UIOORD.® A team of UIOORD personnel reportedly 
deployed to Ukraine in 2022. Ukrainian press claimed that Ukrainian 
military forces struck an FSB unit responsible for analytics and database 
maintenance in occupied Melitopol in December 2022.’ This team’s 


mission would likely be to support the deportation of Ukrainian citizens to 
Russia. 

The chief of UIOORD, Viktor Krivoshlyapov, may have held that 
position for as many as twenty years. He was appointed in 2002 as the 
FSB’s representative to the interdepartmental commission on regulating the 
entry and stay of foreign citizens and stateless persons on the territory of the 
Russian Federation.® In 2005, he was listed as the FSB’s representative in 
an interagency committee for creating and implementing the “central data 
bank for the registration of foreign citizens.”? This central data bank was 
created in 2006 and is administered jointly by the FSB, Federal 
Immigration Service, and ministries of Internal Affairs, Foreign Affairs, 
Economic Development and Trade, and Information Technology and 
Communication. It is populated by various law enforcement organizations, 
with the FSB’s input likely focused on counterintelligence- and 
counterterrorism-related data related to barred foreigners. 


The Center for Information Security 


The Center for Information Security (TsIB), also known as Center 18 
(Military Unit 64829), has become one of the more prominent subelements 
of the SKR. TsIB’s publicly acknowledged mission is to protect Russia’s 
Internet. It also conducts internal Internet monitoring directed at Russian 
citizens and foreign intelligence collection. TsIB is the direct heir to the 
KGB’s mission to monitor the Soviet population, and it is headquartered in 
a building that formerly housed a KGB computer center. The FSB inherited 
TsIB from the former FAPSI. It was first discussed in public as an FSB 
element in relation to requests to Internet service providers for information 
about Internet users. For example, the owner of the website Roem.ru 
received a request from a TsIB officer in 2011, originating from the email 
address “cybercrime@fsb.ru,” asking for information about a subscriber.!° 
Sergey Skorokhodov became the TsIB chief in June 2017, having 
previously served as the deputy TsIB chief. Before that, he was involved in 
immigration policy. In 2012, he participated in an international roundtable 
on human trafficking,!! and in 2013, he was the FSB’s representative on an 
Interdepartmental Commission for implementing the state program to assist 
Russian compatriots living abroad to voluntarily resettlement to Russia.!2 


How those previous assignments prepared him to lead the FSB’s computer 
security, Communications, and computer-based intelligence collection is 
unclear. 


The Other Two SKR Subelements 


Less information is available about two other SKR subelements. The first, 
the Directorate for Facility Security, may provide counterintelligence 
support for sensitive facilities, such as nuclear plants. Such a directorate 
existed during the Soviet era beginning as early as 1945, eventually falling 
under the KGB SCD.!° That mission has likely continued in the post-Soviet 
era, now subordinate to the SCD’s successor, the SKR. The second 
subelement, the Directorate of Special Measures (USM), may interact with 
DKRO in handling security measures for major events, especially those 
attended by foreigners. 


The Service for Defense of the Constitutional Order and 
Combating Terrorism 


The Service for Defense of the Constitutional Order and Combating 
Terrorism (SZKSiBT), or Second Service, houses an amalgam of functions 
that have existed since the Soviet era. It is responsible for combating 
terrorism, extremism, and _ separatist ethnic groups. It conducts 
counterintelligence activities in the ministries of Health, Culture, and 
Education, in the religious sphere, and in nongovernmental organizations, 
analogous to the Department of Military Counterintelligence Service 
(DVKR) mission in the military (see below). It is also responsible for 
investigating and neutralizing dissident and oppositionist individuals and 
groups. Thus, the same people who investigate terrorism also investigate 
internal instability created by dissent or protests. Consequently, 
oppositionists are often charged with violating extremism laws linked to 
terrorism laws. According to the journalist Andrei Soldatov, “When the 
concept emerged that terrorists were dangerous not primarily because they, 
for example, kill a lot of people, but because they strike against political 
stability in the country, then it was decided to create a subelement to defend 
the constitutional order—or in its Russian translation, to protect the political 


regime—and include those subelements in the antiterrorist structure of the 
FSB.”!4 

Some of those missions reflect the Soviet-era concept of “ideological 
counterintelligence,” or countering “ideological sabotage,” which was the 
responsibility of the KGB Fifth Directorate. The Fifth Directorate was 
created in 1967, soon after Andropov was appointed KGB director, when 
several units that monitored internal political dissent split from the SCD. 
According to the KGB specialist John Barron, the KGB’s Fifth Directorate 
initially consisted of subelements responsible for investigating the 
intelligentsia, ethnic groups, religious groups, and Jewish activist groups 
that were demanding the right to emigrate.!° The Fifth Directorate came to 
be the most feared KGB element for Soviet citizens. It was the KGB 
organization that pursued anyone who spoke or wrote against the Soviet 
Communist Party or who participated in religious activities. By the late 
Soviet era, according to Yevgenia Albats, the Fifth Directorate consisted of 
eleven departments: 


e First: anti-Soviet organizations abroad 

e Second: ethnic groups and nationalism 

e Third: informal associations and organizations 
e Fourth: religious organizations 

e Fifth: organized crime and mass disorders 
e Sixth: terrorism 

e Seventh: anonymous letters 

e Eighth: Israel and Zionism 

e Ninth: youth groups and universities 

e Tenth: analysis 

¢ Eleventh: sports groups!® 


In 1989, during Mikhail Gorbachev’s glasnost effort, the Fifth 
Directorate was renamed Directorate Z, or the Directorate for the Defense 
of the Constitutional Order. According to Albats, the KGB chose the letter 
“Z”” to represent the Russian word “3aujumump,” which means to protect.!” 
In 1989, when Directorate Z was created, KGB director Vladimir 


Kryuchkov used chekist language to explain the KGB’s reasons for turning 
the Fifth Directorate into a directorate to protect the constitution: 


In the conditions of revolutionary renewal of Soviet society and the 
expansion of democracy and openness, the special services of capitalist 
countries, anti-Soviet centers associated with them, and _ other 
organizations are conducting their underground activities against the 
USSR on a new strategic and tactical platform. Based on their goals and 
forms, they assume the character of a struggle against the constitutional 
bases of the USSR. By invigorating nationalism, chauvinism, and 
clericalism, Western special services and anti-Soviet organizations are 
actively trying to inspire hotbeds of societal tension, antisocialist 
manifestations, and mass unrest and to instigate adversarial elements 
and actions directed at a violent overturn of Soviet power.!® 


The name change did not significantly alter the directorate’s operations, 
although the KGB was less open about pursuing dissent in the last several 
years of the Soviet Union. The number of personnel assigned to Directorate 
Z did not change, and the director of the Fifth Directorate remained.!% 
Directorate Z was eliminated in 1991, when the Soviet government 
disestablished the KGB, becoming the only KGB element that did not make 
the transition to the post-Soviet environment. Over the following decade, 
however, many missions and methods identified with the Fifth Directorate / 
Directorate Z have returned under the Second Service, whose name is even 
eerily reminiscent of the Soviet-era Directorate “Z.” 

Soon after Directorate Z disappeared, the new Directorate for 
Combating Terrorism emerged as Russia found itself in a war against 
extremists in the Caucasus. After the 1995 Budennovsk hostage crisis, the 
directorate expanded into the Antiterrorist Center, which was further 
reorganized into the Department for Combating Terrorism in 1997. 
Separately, in 1998, during Vladimir Putin’s tenure as FSB director, a new 
element responsible for political investigations called the Directorate for 
Constitutional Security emerged within the FSB. The two organizations— 
combating terrorism and constitutional security—merged in 1999 to 


become the Department for Defense of the Constitutional Order and 
Combating Terrorism. In 2004, the department became a service. 
Within the Second Service are these subelements: 


e Directorate for Protecting the Constitutional Order (UZKS) 

e Directorate for Combating Terrorism and Political Extremism 
(UBTPE) 

e Directorate for Combating International Terrorism (UBMT) 

e Organizational-Operational Directorate (OOU) 

e Special Purpose Center (TsSN) 

e Operational Investigative Directorate (ORU) 


The Directorate for Protecting the Constitutional Order 


The Directorate for Protecting the Constitutional Order (UZKS) is engaged 
in domestic political investigations and resembles the KGB’s Fifth 
Directorate more than any other FSB subelement. It monitors groups across 
the political spectrum, including left-wing and right-wing groups and other 
groups that the FSB interprets as potentially threatening to the Russian 
regime. UZKS’s activities are often directed against civil society 
organizations, which the FSB counters with a mix of human and technical 
operations. It monitors public opinion leaders and influential party activists 
and actively works to influence and neutralize protest movements, isolating 
them from financial and media resources that might allow them to spread. 
The primary predicate for UZKS involvement is that a group opposes the 
Putin regime, regardless of the group’s political orientation. 

The chief of UKZS, General Lieutenant Aleksey Zhalo, was born in 
1957, making it likely that he joined state security during the Soviet era. He 
is probably originally from Rostov-na-Donu and worked in that city’s FSB 
office. In February 2005, he was appointed chief of the FSB office in the 
Republic of Ingushetia while a colonel.2° Before 2010, he was promoted to 
chief of UZKS. Rumors surrounding Zhalo provide an indication of the 
type of cases that UZKS pursues. Zhalo was reportedly involved in 
investigations of neo-Nazi groups, including the Militant Organization of 
Russian Nationalists (BORN), which was behind several murders of judges 
and lawyers who fought against fascism, and the Movement Against Illegal 


Immigration (DPNI), which was labeled an extremist group and banned in 
2011 


The Directorate for Combating Terrorism and Political Extremism 


The Directorate for Combating Terrorism and Political Extremism 
(UBTPE) goes further than UKZS by physically surveilling and confronting 
groups that the FSB sees as dangerous. UBTPE was created in 1999 within 
the Department for Combating Terrorism. 

In addition to elements that operate against dissidents, several 
subelements within the Second Service operate against what most other 
countries would traditionally define as terrorism—violence, especially 
against civilian targets, in pursuit of political goals. 


The Operational Investigative Directorate 


The Operational Investigative Directorate (ORU) conducts counterterrorism 
operations predominantly in the North Caucasus region. According to the 
Dossier Center, those operations often result in the extrajudicial deaths of 
suspected terrorists. The ORU actively recruits Islamists, even at times 
cooperating with Wahhabists to penetrate terrorist groups. A Dossier Center 
source claims, however, that ORU is more concemed about flashy statistics 
than about actually preventing terrorist attacks.?2 


The Special Purpose Center 


The Special Purpose Center (TSSN) (Military Unit 35690) is officially 
subordinate to the Second Service but often operates independently. It is the 
FSB’s Spetsnaz, or special purpose forces, organization responsible for 
direct action focused primarily on counterterrorism. It consists of at least 
five operational directorates and one administrative directorate: 


e Directorate A, Alfa 

e Directorate V, Vympel 
e Directorate S, Smerch 
e Directorate K, Kavkaz 


e Directorate T, Taurida 
¢ Organizational-Operational Directorate 


Directorates K and T both share designations with directorates under the 
Economic Counterintelligence Service but are separate and unrelated. 

Alfa, formally known as Directorate A, has been in existence longer 
than any other FSB Spetsnaz unit. KGB director Yuriy Andropov created 
Alfa in 1974 to counter terrorist and other violent actions, such as hostage 
situations or hijackings, both inside the USSR and abroad. It continues 
those missions today. Alfa, sometimes called “Andropov’s Group,” was 
organized within the KGB Seventh Directorate, which conducted 
surveillance of KGB targets within the USSR.*? When the USSR dissolved, 
Alfa shifted to the newly created Main Directorate for Protection (GUO), 
which was responsible for presidential security. Yeltsin ordered Alfa to 
storm the White House, where the Russian parliament convened, during the 
Russian political crisis of October 1993; however, Alfa members reportedly 
refused and negotiated the safe exit of Yeltsin’s political rivals from the 
building instead.74 

Vympel, formally known as Directorate V, was established in 1981 
within the Eighth Department of KGB Directorate S, which was responsible 
for covert sabotage and assassination operations abroad. According to 
former Directorate S officer Alexander Kouzminov, the Eighth Department 
planned sabotage and diversionary operations in the event of fullscale 
war.? Vympel was involved in covert operations in Afghanistan, as well as 
in an operation to free four Soviet diplomats taken hostage in Beirut in 
1985.79 Ironically, one of the four diplomats released in that operation, Oleg 
Spirin, defected to the United States five years later.?’ 

Vympel was subordinate to the MB in the early post-Soviet years. Like 
Alfa, Vympel members were also ordered to storm the White House in 1993 
but refused. Yeltsin retaliated against Vympel by transferring it from the 
MB to the MVD, which according to the author Mark Galeotti, was more 
than just a transfer: Vympel personnel were assigned to police work and 
their salaries were cut. Most Vympel personnel simply refused to make the 
transfer.?® Under the MVD, the unit was renamed “Vega,” and from 1994 to 
1995, former Vympel personnel trained MVD special operations personnel. 


Both Alfa and Vympel returned to the FSB in 1995 under newly 
appointed FSB director Mikhail Barsukov, and in 1998 the name Vympel 
returned under FSB director Putin. They received the formal designations 
“A” and “V” within the FSB Antiterrorist Center and then came under the 
TsSN.29 

The Directorate of Special Operations (USO), also known as 
Directorate S, is another TsSN special operations element separate from 
both Alfa and Vympel, about which less is known publicly. The “S” 
designation is associated with the Russian word cmepu (smerch; English 
translation, tornado).°° USO traces its history to December 1991, when a 
new group was created within the short-lived Interrepublic Security 
Service, which transitioned into the MB. It was initially a section within the 
Main Directorate for Combating Organized Crime but was subordinated to 
the Moscow FSB office’s Service for Combating Illegal Armed Formations 
and Banditry in 1999. Its first director was Valentin Grigoryevich 
Andreyev, who subsequently commanded Alfa. It later fell under the TsSN. 

The specific missions assigned to Directorate S are not publicly known 
beyond a generic description of providing “operational-combat support to 
FSB organs’ operational-investigative activities” to counter terrorism and 
dangerous criminal organizations. In an address commemorating the 
twentieth anniversary of Directorate S in 2011, Sergey Goncharov, a retired 
Alfa colonel who was later elected to the Russian State Duma, said, “You 
[Directorate S], along with Directorates A and V, are the backbone of the 
Center for Special Operations of the FSB of Russia.”?! 

Two additional specialized TsSN units operate in the Caucasus region 
and on the Crimean Peninsula.°* Directorate K (Kavkaz) is specifically 
responsible for special operations in the Caucasus, the FSB’s most active 
Spetsnaz region. TSSN created another unit in Crimea in 2015, reportedly 
called Directorate T, which stands for Taurida.*° Taurida is a historical 
name originating from the time of a Greek settlement in Crimea, which the 
Russian Empire gave to a province in the eighteenth century that included 
Crimea and southern Ukraine. Russian nationalists picked up the name after 
Russia’s annexation of Crimea in 2014 and have proposed renaming Crimea 
since then.** Thus, the directorate’s name is an indicator of the FSB’s 
intentions in Crimea. 


One remaining subelement of the Second Service is the Organizational- 
Operational Directorate (OOU). This unit is seldom discussed publicly, but 
from its name, it can be assumed that it is involved in administrative tasks. 
Its director was also listed among the FSB officials who were authorized to 
request counterintelligence measures that restrict the constitutional rights of 
citizens.°° Its mission may be similar to the Directorate for Coordination of 
Analysis and Counterintelligence Activities within the SKR, providing 
support to other Second Service elements. 


The Department of Military Counterintelligence 


The Department of Military Counterintelligence (DVKR) is sometimes 
called the Third Service, Third Department, or Third Directorate. During 
the KGB era, the military counterintelligence organization was called the 
Third Chief Directorate, and the number “3” continues to be used with it 
today. The FSB’s public materials list DVKR as subordinate to SKR rather 
than a separate service. However, its mission is historically distinct from the 
SKR and it operates independently, even if it does have an organizational 
relationship. 

DVKR is heir to one of the oldest state security missions in the Soviet 
Union / Russia. The mission of DVKR is to conduct counterintelligence 
operations within military units both to prevent the loss of critical military 
information and to ward off disloyalty within the military ranks. Military 
counterintelligence units appeared in 1918 because Bolshevik military 
forces initially consisted primarily of non—Communist Party members who 
fought either for mercenary motives or by coercion. Most officers in the 
Bolshevik Workers and Peasants Red Army were trained during the tsarist 
era and agreed to serve the new Russian regime, although the Bolsheviks 
did not trust them fully. In December 1918, the VChK formed the Special 
Section (OO), unifying military counterintelligence units that had sprung up 
in individual military units into a single, centrally managed entity. Over the 
years, OO officers gained a reputation for interfering in military affairs, 
especially during the Yezhovshchina, when respected military officers like 
Marshal Mikhail Tukhachevskiy were arrested, accused of espionage, and 
executed. 


In 1943, OOs transferred to military control under a department that 
was renamed the Counterintelligence Directorate (UKR) Smersh, a 
portmanteau of the Russian words cmepmb winuonHam (death to spies). 
Smersh was subordinate to the People’s Commissariat for Defense, which 
Stalin himself supervised. The MGB subsumed Smersh in 1946, retaining 
only the acronym UKR. The Smersh name was retired at that time, but its 
menace lived on in popular literature as Ian Fleming gave the name to a 
fictitious Soviet organization where several of James Bonds’s antagonists 
worked.2° DVKR is the descendant of OOs, UKR Smersh, the MGB’s 
UKR, and KGB’s Third Chief Directorate. In 2004, the Directorate of 
Military Counterintelligence, as the element was called after the dissolution 
of the Soviet Union, was reorganized as a department. 

According to Agentura.ru, DVKR answers directly to first deputy FSB 
director Sergey Korolev, who, before returning to the FSB in 2011, served 
four years as a special assistant to then—minister of defense Anatoliy 
Serdyukov. DVKR consists of subelements responsible for different 
military organizations, including MoD headquarters; the headquarters of the 
airborne forces, military space forces, transportation aviation forces, 
military academies, and scientific research institutes; each military district 
and fleet headquarters; and some specific units. DVKR also posts officers to 
units of the Russian National Guard (Rosgvardiya) and is responsible for 
external monitoring of the SVR and GRU. This distribution of FSB 
personnel and the recruited agents that they acquire gives the FSB broad 
visibility over the sentiments, morale, and loyalty of military personnel. 


The Economic Counterintelligence Service 


The Economic Counterintelligence Service (SEB), or Fourth Service, is the 
FSB unit tasked with preventing economic damage to the ruling regime. 
The objectives and methods to accomplish that have remained similar 
across the hundred-plus years since the Bolshevik Revolution. Economic 
counterintelligence uses various clandestine means to fulfill its missions, 
which operate in several primary directions: to prevent the leakage of 
Russian technology or economic information abroad, even information that 
most countries publish openly; using economic levers to punish antiregime 


activists at home; and investigating financial corruption, such as fraud, 
embezzlement, and extortion. 

What is today the Fourth Service was created in 1998 as the Department 
of Economic Security (DEB). It was the successor to the Economic Security 
Directorate that was created within the MB and continued into the FSK, the 
heir to the KGB’s Sixth Directorate. Also within the FSK was the 
Directorate for Counterintelligence Support to Strategic Facilities, which 
monitored the defense industry and critical infrastructure. The DEB 
combined these previous organizations and expanded them in 1998 at a 
crisis time in the Soviet economic system when the ruble collapsed and the 
Russian government defaulted on foreign loans. The first director of the 
DEB was Nikolay Patrushev, who replaced Putin as FSB director in 1999. 
In 2004, the DEB became the SEB (Fourth Service), and its director 
became Aleksandr Bortnikov, who was promoted to the rank of army 
general in 2006 and replaced Patrushev as FSB director in 2008. 

Fourth Service headquarters consists of leadership staff, a secretariat, a 
personnel section, and a finance section. The service’s operational 
directorates are organized to provide counterintelligence support for 
different sectors of the Russian economy: industry (Directorate P), 
transportation (Directorate T), and credit and banking (Directorate K). The 
Fourth Service also has an Organizational-Analytical Directorate, about 
which little is known publicly, although it is possibly similar to the analytic 
organizations of other FSB services. 

Directorate P reportedly has nine sections that conduct 
counterintelligence and criminal investigations in Russian state-owned 
corporations, such as Rostec, Rosnano, Roskosmos, gas and oil companies, 
large defense factories, atomic electricity generation stations, and gold 
mining companies, among others. The exact subdivision of these 
organizations into sections is not clear. Directorate P investigates crimes at 
these facilities, both economic crimes and espionage. 

Directorate T is responsible for investigations in the transportation and 
communications infrastructures. The responsibilities of Directorate T have a 
long history in Soviet state security. Transportation security was one of the 
earliest areas where Soviet state security focused its efforts; the VChK 
created a railroad section soon after its founding. Felix Dzerzhinskiy was 


the first people’s commissar for the means of communication while also 
serving as VChK chief. 

The number of sections within Department T is unclear, but they are 
likely divided by transportation modalities, such as air, rail, and roads. In 
2020, Directorate T received a new chief, Viktor Gavrilov, who came from 
the board of directors of Aeroflot. Gavrilov is reportedly close to the Fourth 
Service chief Alpatov and previously worked in the FSB’s Center for 
Protecting Information and Special Communications.?’ He is an example of 
a state security officer who moved from state security to industry and back 
to state security. Dmitriy Vorontsov, a career Directorate T officer, who 
previously led the aviation section, became Gavrilov’s deputy and is 
rumored to be the real chief behind the scenes. 

Directorate K is the most visible Fourth Service directorate. It is 
responsible for providing counterintelligence support to the banking and 
credit industry. That places the FSB in a controlling position over billions of 
rubles of the country’s finances. Directorate K’s sections align with various 
financial sectors: 


e First: countering money counterfeiting 

e Second: responsible for banks and insurance companies 

e Third: not publicly available 

e Fourth: not publicly available 

e Fifth: responsible for gold and precious metals 

e Sixth: countering counterfeiting of money and immigration 
documents 

e Seventh: responsible for customs agencies and _ countering 
contraband 

e Eighth: countering organized crime and the illegal trade in 
explosives and chemical and toxic substances 

e Ninth: Countering narcobusiness 


It is unclear why two different sections (First and Sixth) have 
responsibility for countering money counterfeiting. The Ninth Section, 
which is responsible for investigating illegal narcotics trafficking, was 


formerly a directorate of its own within the Fourth Service, Directorate N, 
but in about 2015, it was subsumed as a section under Directorate K.°° 


The Service for Operational Information and International 
Relations 


The Service for Operational Information and International Relations 
(SOIiMS), or the Fifth Service, is the FSB’s strategic analysis organization. 
Although other FSB operational services have their own operational 
analytic organization that directly serves the individual service, the FSB 
also has an analytical element that provides the president with strategic 
analytic assessments on which to make national security decisions. This 
function came to light in relation to Russia’s invasion of Ukraine in 2022, 
with the Fifth Service reportedly providing optimistic forecasts about the 
prospects for Russia’s success. However, analysis is not the only mission 
that falls under the Fifth Service. The service is also one of the FSB’s 
primary foreign intelligence organizations, operating predominantly in the 
former Soviet space. 

The Fifth Service consists of at least four directorates that are 
responsible for these two missions: 


e Information-Analysis Directorate (IAU) 

e Operational Information Department (DOI) 

e International Cooperation Directorate (UMS) 

e Open Information Section (OOI) (no further information 
available)? 


The Information-Analysis Directorate 


The KGB did not have an analytic culture, and analysis was not a respected 
career path. The KGB and its predecessor organizations had an Information 
and Statistics Section, which provided some analytic support but also 
monitored internal KGB performance. The KGB’s First Chief Directorate 
(now SVR) had an analytical unit that packaged foreign intelligence reports 
and forwarded them to the KGB leadership. The first structure that could be 


called analytic was a small group created in the early 1960s to synthesize 
data about the adversary. In 1966, it was renamed the Group of Referents 
under the chairman of the KGB. When Andropov became the KGB chief, 
he repurposed that analytic group to become an inspectorate that monitored 
internal KGB functions, and it lost its foreign intelligence analytic 
functions. However, Andropov also ordered the creation of a team of ten 
analytic consultants that provided strategic analysis, and another small 
analytical unit was created within the new KGB Fifth Directorate in 1967 
that was responsible for “synthesis and analysis of data on the adversary’s 
activities in conducting ideological sabotage.”“? 

No central KGB analysis organization existed until the Analysis 
Directorate in 1989. According to Agentura.ru, what is now the Fifth 
Service dates its official beginnings to 1991, when the Information-Analysis 
Directorate was formed from an expansion of the KGB’s Analysis 
Directorate. That Information-Analysis Directorate’s mission was “analysis 
and synthesis of information related to the identification of threats to the 
country’s security and the preparation of proposals for public authorities.” 
That entity later became the FSB’s Department of Analysis, Forecasting, 
and Strategic Planning. In 2004, that department was reorganized into the 
Fifth Service. Since then, it has been the FSB’s analytic voice to the 
Russian leadership. 

Unlike during the Soviet era, leading the Information-Analysis 
Directorate in the 1990s was career-enhancing. The directorate’s chief from 
1996 to 1998 was Aleksandr Mikhailov, who left the position to become 
chief of analysis for the MVD. He reportedly returned to operational work 
at the beginning of the second Chechen war, and in 2003 he became the 
deputy chief of the State Drug Control Service. He retired as a general 
lieutenant and went on to write books on the theme of state security.*! 
Mikhailov was replaced by Sergey Ivanov, who led the directorate during 
Putin’s tenure as FSB director in 1998 and 1999. Ivanov was the directorate 
chief when Putin ordered its expansion to include an FSB foreign 
intelligence capability. Ivanov’s previous KGB foreign intelligence and 
post-Soviet SVR experience was suitable for that task, and his close 
personal relationship with Putin gave him Putin’s trust.** Ivanov became a 
member of the Security Council when Putin became the prime minister in 


1999, and then went on to become Russia’s minister of defense from 2001 
to 2007.4? The current Fifth Service chief, Sergey Beseda, rose through the 
analysis organization to eventually lead it. 


The Operational Information Department 


The Operational Information Department (DOI) is the organization 
responsible for conducting intelligence operations in former Soviet states. 
During the Soviet era, the KGB maintained regional offices in all Soviet 
republics. Those offices were essentially smaller versions of KGB 
headquarters, with most functions present in them, including foreign 
intelligence. Correspondingly, each regional office had a “first section” that 
monitored and tried to recruit foreigners. The FSB inherited “first sections,” 
even those that were outside the Russian Federation, giving the FSB a 
foreign intelligence infrastructure. 

In April 1992, soon after the dissolution of the Soviet Union, the newly 
created SVR signed an agreement among the twelve non-Baltic former 
Soviet states by which those states agreed not to conduct intelligence 
activities against each other. However, the SVR represented only a portion 
of the former KGB, the bulk of which was then in the MB and eventually in 
the FSB. That portion of the Russian intelligence and security establishment 
did not sign the same agreement.** As the FSB is primarily an internal 
security service, its presence in former Soviet states ignores their 
sovereignty and is an indicator of Moscow’s perception that they are still 
part of Russia’s internal threat environment. 


The International Cooperation Directorate 


The International Cooperation Directorate (UMS) has a foreign liaison role, 
managing FSB officers assigned to international organizations and Russian 
embassies abroad and serving as the FSB’s interlocutor with other 
countries’ security services (see chapter 5 for details of the FSB’s foreign 
liaison functions). 


The Science and Technology Service 


Much of what is today the FSB’s Science and Technology Service (NTS) 
was founded in the 1970s as a resource for supplying the KGB with 
advanced technology to use in intelligence and state security operations. It 
is sometimes called the Third Service, which has no relation to the DPRK, 
which also sometimes carries that title. 

When the KGB replaced the MVD in 1954, it had multiple special 
sections that developed intelligence technology, such as producing secret 
writing systems, counterfeiting documents and signatures, developing 
signal intercept equipment and hidden microphone technologies, and 
producing poisons used in assassination operations. In 1959, those separate 
sections merged into a new KGB directorate, the Operational Technology 
Directorate, referred to as Directorate OT. The structure of this directorate 
evolved over the rest of the Soviet era; by the late 1960s, it began to include 
automated information systems. The separate Scientific Research Institute 
of Intelligence Problems also emerged within the KGB First Chief 
Directorate; it employed over 1,200 people, and in 1977 the Central 
Scientific Research Institute for Special Research was formed.*° The latter 
included a section that studied explosives and supported the prevention and 
investigation of terrorism.*° 

The KGB’s scientific and technology capabilities were divided after the 
dissolution of the Soviet Union, with some espionage-related capabilities 
going to the SVR, computer and communications capabilities going to 
FAPSI, and security and investigative resources going to the MB/FSK/ 
FSB. The resubordination of much of FAPSI to the FSB in 2003 brought 
these capabilities back into state security. 

The Science and Technology Service consists of centers and a 
directorate: 


e Eighth Center, Center for Information Defense and Special 
Communications 

e Tenth Center, Central Scientific Research Institute of Special 
Technology 

e Eleventh Center, Special Technology Center 

e Organizational Analysis Directorate 


The Eighth Center, or Center for Information Defense and Special 
Communications, carries the number “eight” because it is the heir to the 
KGB’s Eighth Chief Directorate, which was responsible for communication 
security and encryption during the Soviet era. It was the Main Directorate 
for Communications Security under FAPSI until 2004, and the Center for 
Communications Security (TsBS) from 2004 until about 2017. Its main 
responsibility is to secure Russian communication systems. 

In 2018, FSB director Bortnikov announced the creation of the National 
Coordination Center for Computer Incidents (NKTsKI) within the Eighth 
Center. NKTsKI was created to coordinate the detection and prevention of 
computer attacks and the response and neutralization of their consequences. 
The center is authorized to send requests to critical information 
infrastructure sites and coordinates the work of combating computer 
attacks. NK TsKI shares information about computer attacks within Russia 
and abroad.*” Its website is htpps://gov-cert.ru, indicating its connection to 
computer emergency response teams elsewhere. It is similar to the US 
Critical Infrastructure and Security Agency under the Department of 
Homeland Security, although a larger portion of Russia’s critical 
infrastructure is government-owned, giving NKTsKI greater authority to 
control responses. In early 2021, after the US government threatened to 
respond in kind to cyberattacks on US infrastructure targets originating 
from Russia, NKTsKI issued a warning to Russian information 
infrastructure sites and recommended that they raise their defense level.*° 

The Tenth Center (Military Unit 35533) was called the Central 
Scientific Research Institute of Special Technology under the KGB’s 
Directorate OT. The center specializes in hardware and software research 
and development for state security agencies. 

The Eleventh Center develops’ investigative and _ intelligence 
technologies, such as those that the FSB uses for screening individuals, 
baggage, cargo, and vehicles. The center also certifies items such as a 
portable radio jammer designed to protect against radio-controlled 
explosive devices. The center has also developed unmanned 
photoreconnaissance drones, special encrypted telephones, nonlethal 
firearms, and explosives robots. 


The Eleventh Center also contains two science and research institutes 
(NII) specializing in various scientific fields that directly support FSB 
missions. NII-1, Special Technology (Military Unit 68240), nicknamed 
“Progress,” is involved in researching and developing a wide variety of 
investigative and security technologies. During the 1990s, it was called the 
Scientific-Technical Support Directorate. Aleksey Reznev, the previous 
director of NII-1, was reportedly known for developing devices to defeat 
foreign intelligence services.*? Reznev was listed as the chief of NII-1 as 
early as 1995, when he was among FSB representatives on an interagency 
committee for weapons and special equipment.°° In 2013, he was an FSB 
representative to an interagency working group on developing the 
supercomputer industry in Russia. He died in 2021. 

NII-2, the Criminal Forensics Institute (Military Unit 34435), was 
created in 1977 as the KGB Central Scientific Research Institute, reportedly 
after three bombs exploded in Moscow. It subsequently developed bomb 
detection systems and other antiterrorism technologies and became one of 
the leading research institutes in Russia on that topic. NII-2’s personnel are 
scientifically trained experts and publish scientific papers in various fields 
applicable to forensic research, such as narcotics and explosives detection 
and automated voice recognition.°! It merged in 1994 with the former 
KGB’s polygraph laboratory, which had existed since 1975 and offers 
courses for polygraphers. NII-2 scientists even studied the Shroud of Turin 
and determined it was not a modern fake.°2 


Other NTS Subelements 


Like other FSB services, NTC has a dedicated analytical directorate, the 
Organizational Analysis Directorate. Little specific information is available 
about the workings of this directorate. Some sources list two other elements 
within NTS: the Directorate for Operational-Technical Measures (UOTM) 
and the Directorate for Orders and Deliveries of Weapons, Military, and 
Special Equipment. It is unclear where or whether they fit within the 
service. UOTM is described in more detail under FSB Headquarters below. 
The other is also listed under NTS; however, its mission and actual 
organizational subordination are unclear. 


The Border Guard Service 


The Border Guard Service (PS) is responsible for protecting Russia’s 
borders on land and sea and at airports. It protects internal seas, territorial 
seas, and Russia’s exclusive economic zone and continental shelf and their 
natural resources. It is the largest organization of the FSB based on number 
of personnel. The service’s exact manpower numbers are unknown, but in 
1998, retired chief of the Federal Border Guard Service, Andrey Nikolayev, 
numbered the border guard staff at 212,500. He stated that was down from 
250,000 at the end of the Soviet era.°° 

What is today the Border Guard Service is one of the oldest security 
structures in Russia. Russia has had some form of border protection service 
since the sixteenth century. A formalized border guard service emerged in 
the late nineteenth century under the tsarist Ministry of Finance, responsible 
for collecting import duties. It transitioned almost intact into the Soviet 
regime after the Bolshevik Revolution, initially in the People’s 
Commissariat of Finance, following the tsarist pattern. In 1920, border 
guards moved into the state security service and remained there throughout 
the various reorganizations of state security. Border guards became a KGB 
chief directorate in 1978. 

Just before the dissolution of the Soviet Union, the Committee for the 
Defense of USSR State Borders was one of the three separate entities into 
which the former KGB was divided. Less than a year later, in October 1992, 
the briefly independent border guard service was subsumed into the MB, 
but that lasted just over a year. In December 1993, when the FSK replaced 
the MB, border guards were removed and again became an independent 
agency answerable directly to the president, called the Federal Border 
Service—Main Command of Border Guard Forces of the Russian 
Federation. A year later, the name was simplified to the Federal Border 
Service (FPS) of the Russian Federation. It was further simplified to the 
Border Service of the Russian Federation in 2000. The service existed 
independently until June 2003, when Putin ordered that it be subsumed 
under the FSB. 

The Border Guard Service consists of departments and directorates. The 
two main operational units are the Border Protection Department and the 
Coast Guard Department, which command border troops positioned around 


Russia’s land borders of over 22,000 kilometers and patrol over 36,000 
kilometers of coastline. Border guard troops on both land and sea are 
responsible for protecting Russia from illegal border crossings of people 
and goods; protecting Russia’s natural resources, including preventing 
poaching and illegal fishing; and preventing foreign military or terrorist 
infiltration. Both departments have their own headquarters element with the 
Operational-Organizational Department and the Analysis and Coordination 
Department. The Border Protection Department also has the Operational- 
Investigative Directorate to investigate suspicious activity around Russia’s 
borders. The Coast Guard Department has the State Maritime Inspectorate 
with affiliates located along the country’s maritime boundary responsibility 
for certifying seagoing vessels. 

Because the PS was a KGB main directorate and then a post-Soviet 
independent agency for ten years with a mission quite different from the 
rest of the FSB, it established a headquarters and infrastructure of its own. 
The PS’s headquarters has directorates that mirror many functions handed 
at the FSB headquarters level: 


¢ Operational coordination 
e Strategic planning 

e Technology development 
e Personnel 

¢ Training 

e Finance and economics 

* Supply 

e Inspection 

e Financial services 


The PS also runs its own training institutions across the country separate 
from other FSB educational institutions, including the cadet corps, four 
border officer academies, the Golitsyn Border Institute, and five training 
centers. It also runs its own scientific research center, archives, museum, 
and publishing house—“Granitsa”—all located in Moscow. 

The PS even has a dog training center in Smolensk. The Border Guard 
Service has used dogs for much of its history. Grigoriy Burlutskiy, a Border 


Guard lieutenant colonel who defected across the Turkmenistan border into 
Afghanistan in 1954, provided a detailed description of the types of dogs 
that the KGB used at the time and the training they received. The KGB used 
dogs for tracking, border duty, and as watchdogs.°* John Barron described a 
border guard exercise in 1972 in which dogs demonstrated their ability to 
prevent an unauthorized person from crossing the border in either 
direction.°° The PS today adds explosive and drug detection to that list of 
Canine missions. 

The Border Control Department (DPK) runs passport control services at 
Russian border crossings. One of its largest detachments is at Moscow 
Sheremetyevo International Airport. 


FSB Headquarters Elements 


FSB Headquarters also has a range of elements that directly answer to it, 
including the National Antiterrorist Center, internal affairs elements, 
administrative services, educational institutions, and several special 
operational entities. 

The National Antiterrorist Committee (NAK) is an interagency body 
that coordinates counterterrorism operations, policy, and training. It 
proposes antiterrorism measures to protect Russian society and assist the 
victims of terrorism. The NAK also represents Russia in international 
counterterrorism forums. The FSB director leads the NAK, and NAK 
members include the FSB director; ministers of internal affairs, emergency 
situations, foreign affairs, defense, justice, health, industry and trade, 
computer development and communications, transportation, and energy; 
first assistant director of the Presidential Administration; directors of the 
SVR, National Guard, Federal Protective Service, and Financial Monitoring 
Service; chief of the Russian General Staff; chairman of the Investigative 
Committee; deputy secretary of the Security Council; and the first deputy 
chairs of the Federation Council and the State Duma. An FSB deputy 
director leads the NAK secretariat. Unlike most FSB elements, the NAK 
has its own website, http://nac.gov.ru/, where it publicizes terrorism arrests 
and operations, the public contents of NAK meetings and _ press 
conferences, and counterterrorism exercises. 


Internal Affairs Elements 


The FSB has two internal affairs elements that conduct inspections of FSB 
operations and investigations of crimes by FSB personnel, and a third 
element that conducts investigations within the MVD and other Russian law 
enforcement organizations. 

The Control Service is responsible for internal inspections and financial 
audits that can have a significant impact on promotions and appointments of 
employees. The Control Service was created in 1999 as the Inspection 
Directorate, and in the reorganization of 2004 was expanded to the Control 
Service, consisting of the Directorate of Inspections, the Controller-Audit 
Directorate, and the Personnel Inspectorate. 

The Internal Security Directorate (Ninth Directorate; USB) is 
responsible for conducting criminal investigations of FSB employees, 
especially counterespionage. It is reportedly divided into six subelements, 
called “services”: 


e First: investigations within central FSB headquarters 

e Second: investigations within the subelements subordinate to FSB 
headquarters 

e Third: investigations within regional FSB offices 

e Fourth: investigations among FSB officers assigned outside the FSB 

e Fifth: unknown 

e Sixth: security for witnesses and operational support to the FSB’s 
criminal activities 


The Sixth Service was created in 2004—5 and carries the nickname 
“Sechin’s Spetsnaz.” The name comes from Putin’s close associate from 
Saint Petersburg, Igor Ivanovich Sechin, the CEO of the Russian megaoil 
company Rosneft who, according to Stratfor, represents the FSB in the 
Russian oil industry.°° Sechin uses his FSB connections to protect his and 
Putin’s personal fortunes, resulting in several high-profile FSB arrests (see 
chapter 3 for further information). 

Directorate M is the equivalent of DVKR but operates inside other 
Russian law enforcement organizations rather than the military. Directorate 


M is the FSB’s eyes and ears within the subject agencies and is effectively 
those agencies’ internal affairs arm. It has three subelements called 
services: the first covers the MVD, the second covers the Ministry of 
Emergency Situations, and the third covers the Federal Penitentiary Service 
and the Ministry of Justice. Directorate M is the operational element where 
the FSB’s rivalry with the MVD plays out. 

Directorate M is the resurrection of an element created in 1983 that had 
the same function; it was created after a series of missteps by MVD internal 
troops in the early 1980s. After the dissolution of the Soviet Union, law 
enforcement agencies removed state security influence from within their 
ranks and created their own internal security elements instead. However, 
KGB-era influence returned in 1999, soon after Putin moved from FSB 
director to prime minister. At that time, the new Department M was created 
under the then—Directorate for Economic Security, responsible for 
counterintelligence investigations within the MVD and other law 
enforcement agencies.°’ In 2002, Putin assigned a group of FSB 
counterintelligence officers to senior positions in the MVD, including 
Rashid Nurgaliyev, a close associate of FSB director Nikolay Patrushev, as 
minister, further solidifying the chekist control over Russian law 
enforcement agencies. The FSB officers were sent to the MVD under active 
reserve status, meaning they retained their FSB affiliation while working 
inside the MVD (see the Seconded Personnel Section below). By 2002, 
Roustam Kaliyev of EurasiaNet described the relationship between the FSB 
and MVD as “constant competition and interagency ‘war.’”°® 

The MVD also views itself as the agency to monitor the FSB in that 
“war.” In the early 2000s, the MVD, in collaboration with the General 
Procurator’s Office, initiated a series of corruption investigations against 
corrupt FSB officers, particularly related to illegally importing consumer 
goods and customs fraud (see chapter 6). However, the FSB took control of 
those investigations and forced the MVD out, protecting its people from 
prosecution. In the FSB reorganization of 2004, Department M was 
elevated to directorate level within the Economic Counterintelligence 
Service, whose chief was Aleksandr Bortnikov. When Bortnikov was 
appointed FSB director in 2008, he brought Directorate M with him into the 
FSB front office.°? 


Directorate M is a particularly influential unit, and several senior 
ranking officers passed through as director, made their name for cracking 
down on corruption within the MVD and Federal Drug Control Service, and 
then continued to more senior positions. Vladimir Kryuchkov was the first 
Directorate M chief from 2004 to 2010. He was replaced by Aleksey 
Dorofeyev, who led it from 2010 to 2012, and was later named the chief of 
the FSB Directorate for Moscow and the Moscow Oblast. Anatoliy Tyukov 
was directorate chief from 2012 until about 2014, when he moved to the 
Presidential Administration, where he leads the Transportation Directorate. 
Sergey Alpatov led Directorate M from about 2014 until 2018, when he was 
moved to be the deputy chief of the Fourth Service and subsequently as 
chief. And Aleksey Vertyazhkin led the directorate from 2018 until he was 
named the chief of the FSB Internal Security Directorate in 2019. 


Administrative Services 


The FSB has administrative services that provide personnel, educational, 
acquisition, construction, and morale and welfare support for the 
organization. Most have a Moscow headquarters as well as regional offices 
around Russia that manage the vast FSB network of facilities and 
personnel. 

The Organizational and Personnel Service (SOKR) (Sixth Service) deals 
with hiring, firing, promotions, and awards. It connects with the Russian 
military benefits system since most FSB personnel have military ranks and 
FSB service counts as military service. Because many FSB employees are 
undercover, the SOKR’s operates in a secure environment. The SOKR is 
also reportedly responsible for hiring, equipping, and managing 
mercenaries who were fighting in the Donbas region of Ukraine beginning 
in 2014. According to Ukrainian reporting, FSB offices across Russia were 
assigned in 2014 to recruit volunteers, yielding over 3,300 mercenaries 
from twenty-five Russian regions between August and December 2014.°! 

Connected to the SOKR is the Seconded Personnel Section (APS), 
which manages “former” FSB officers hired by large Russian firms or 
seconded to other agencies. These temporarily reassigned officers, 
colloquially known as an33cHuku (APSniks), leave the FSB on paper, while 


in reality remaining on the FSB salary posted in the status of active reserve, 
to represent FSB interests inside their new employers and report their 
observations to FSB handlers.®* According to a Dossier Center source, there 
are two categories of FSB officers managed by the APS. Infiltrated officers 
publicly leave the FSB and gain employment elsewhere, and their affiliation 
with the FSB is classified. Seconded officers are openly sent on temporary 
assignment to another government or corporate organization, often in the 
role of chief of security. Both categories are different from recruited sources 
within the organizations, which number many more than APSniks.® 

The Activity Support Service (SOD)—the Seventh Service—handles 
various administrative functions for the FSB. Its directorates include: 


e Material-Technical Supply Directorate (UMTO; Military Unit 
54729) 

e Capital Construction Directorate (UKS) 

e Military Construction Directorate (VSU) 

e Finance-Economic Directorate (FEU) 

e FSB’s fire monitoring section 


The Seventh Service is the primary purchasing organization for day-to- 
day goods used by the FSB, such as office supplies. It has eighteen regional 
offices responsible for construction and acquisition requirements across the 
country.°* The FEU works with the SOKR to pay employees, administer 
housing subsidies, and manage pensions for retirees. It works with the UKS 
to provide funding for building acquisition and construction. It develops the 
FSB’s budget and monitors other FSB elements’ budget expenditures.®° 

According to Dossier Center, the Social Welfare Service (SSBO) is also 
subordinate to the Seventh Service. The SSBO provides the food services in 
FSB cafeterias and administers the FSB’s nearly twenty morale and welfare 
sites, sanitoriums, and resorts. The SSBO also has at least forty-seven 
affiliated offices across the country that manage the food supply and 
morale, recreation, and welfare requirements. 

Related to the SSBO is the Military Medical Directorate (VMU), which 
has provided medical care exclusively for state security personnel since the 
early KGB years and sends personnel to SSBO-managed sanatoriums for 


rest and treatment. However, even with a dedicated medical staff, some 
have questioned whether FSB personnel, especially those who have served 
in special operations units and suffer from posttraumatic stress, receive 
sufficient psychological support.©° 

Other administrative offices are the Contract and Legal Directorate 
(DPU), responsible for providing legal counsel to FSB leadership; the 
Correspondence Directorate; the Registry and Archives Directorate; and the 
Commandant Directorate, which commands FSB headquarters security 
forces. Only forces subordinate to the Commandant Directorate are 
authorized to carry firearms inside FSB facilities. 


Educational Institutions 


The FSB has a range of educational institutions, including the FSB 
Academy, which is both a tradecraft training and a degree-granting 
institution. Many FSB officers receive their entry training and initial degree 
at the FSB academy. The FSB also has training centers in Saint Petersburg, 
Novosibirsk, Yekaterinburg, and Nizhniy Novgorod, as well as two 
specialized centers for information systems education, both in Moscow: the 
Institute of Cryptography, Communications, and Informatics (IKSil); and 
the Moscow Institute of New Information Technologies (MINIT). The FSB 
runs the Institute of Coastal Defense in Anapa on the Black Sea coast, as 
well as a range of educational institutions dedicated to training border 
guards (see above). The FSB also has a dedicated Central Physical Fitness 
Center (TsSFP) (Fourteenth Center) to train FSB employees. 


Headquarters Operational Elements 


The Public Relations Center (TsOS) publicly communicates the FSB 
message through the FSB’s website, the FSB’s journal FSB: For and 
Against, and press releases that give the FSB’s side of public stories. The 
TsOS is the element that interacts with journalists to publicize operations 
and successes and arranges journalist interviews with FSB _ personnel. 
Although a public relations office is not typically considered an operational 
element, since in the late 1990s, another element that spun off from the 


TsOS has had an operational mission. According to Agentura.ru, the 
Directorate for Support Programs (UPS) works with and against journalists 
to conduct disinformation operations, known in the post-Soviet era as 
“measures of support” or “programs of support,” and to counter anti- 
Russian media reporting. In 2009, the UPS chief was added to the list of 
FSB officers authorized to “restrict the civil rights” of Russian citizens if 
they pose a threat to Russia’s interests.°” This reportedly gives UPS officers 
authorization to order the interception of journalists’ communications for 
purposes of suppressing or controlling their activities. Few specific such 
operations are publicly known, although many examples of the FSB 
pursuing Russian journalists have been reported, including the Agentura.ru 
authors Andrei Soldatov and Irina Borogan.®® 

The Investigative Directorate (SU) is the FSB’s element that prepares 
criminal indictments. It is separate from the Investigative Committee of the 
Russian Federation and works specifically for the FSB. The SU has small 
investigative teams that reflect the FSB’s missions: counterintelligence 
(espionage), counterterrorism, military counterintelligence, computer 
crimes, and so on. The SU develops prosecutorial evidence when an 
investigation in another FSB area reaches the point of being referred to the 
judiciary for trial. Consequently, it is often the public face of the FSB in 
major terrorism and espionage cases. 

Soviet state security organizations had an investigative directorate for 
especially important cases as early as the 1940s, and it continued through 
the rest of the Soviet era.°? The SU continued into the post-Soviet MB. 
However, Yeltsin ordered that the SU be disbanded in 1993, when the FSK 
replaced the MB—the FSK did not have criminal investigative authorities. 
Some SU investigators transferred to the Main Military Procurator, while 
others left altogether. The SU was reestablished in 1995 when the FSB 
replaced the FSK and regained a law enforcement mission. Its first chief 
after the directorate, who was transferred back to the FSB, was Nikolay 
Oleshko, who, before the dissolution of the Soviet Union, had led the Anti- 
Soviet Section of the SU, which reflected the KGB Fifth Directorate’s 
mission.’”? 

Connected to the SU is the Lefortovo Investigative Detention Center 
(CIZO). Lefortovo is where suspects are held while awaiting the SU’s 


preparation for their prosecution. Suspects can wait in Lefortovo for months 
before their case goes to trial. Lefortovo was built as a prison during tsarist 
times and was transferred to the new Soviet state security structure after the 
Bolshevik Revolution. It gained an ominous reputation as an interrogation 
and execution facility during Stalin’s reign and remained subordinate to 
state security throughout the rest of the Soviet era. The Lefortovo facility 
transferred to the MVD in 1993, when the SU was disbanded, but returned 
to state security in 1995. It again changed subordination in 2005 when it 
moved to the Ministry of Justice, and it officially remains there as of 2023. 
However, the SU’s offices continue to be located inside the Lefortovo 
CIZO, and FSB officers are temporarily reassigned to Lefortovo in 
Management positions, making it practically an FSB element.”! 

The FSB maintains its own Aviation Directorate (UA), which supports 
its investigative, border security, and special operations missions, and 
transportation needs. The UA operates a variety of aircraft, including fixed- 
wing aircraft and helicopters specially designed for low noise, along with 
unmanned vehicles and dirigibles equipped with video and communications 
geolocational capabilities. Today’s UA is the continuation of Soviet state 
security aviation that began in 1923. After the dissolution of the Soviet 
Union, much of that aviation capability was assigned to the Federal Border 
Guard Service (FPS). However, the FSB’s Spetsnaz elements required their 
Own aviation assets, especially in Chechnya. The FPS supported the FSB 
Spetsnaz during the late 1990s; but in 2000, the FSB reacquired a separate 
aviation capability separate from the FPS, not anticipating the future merger 
back into the FSB. When that occurred in 2003, the FSB and FPS aviation 
units merged into the single Aviation Directorate. 


Special Headquarters Operational Elements 


Several FSB Headquarters operational elements are involved in offensive 
and defensive operations in the Russian information environment. Their 
targeting is primarily internal, although they also offer access to 
international communications. 

The Center for Operational Technical Measures (IsOTM), known as 
Center 12, runs the System of Operational-Investigative Measures (SORM). 


SORM is Russia’s system that facilitates law enforcement agencies’ 
monitoring of Russia’s communications network. TsOTM is the heir to a 
long history of Soviet organizations that intercepted telephone and postal 
communications, dating back to the 1930s. In the 1950s and 1960s, 
telephone intercept operations inside the Soviet Union fell under the 
Operational-Technical Directorate (OTU), but the element responsible for 
those operations became an independent section soon after Andropov 
became the KGB chief in 1967. That entity was called the 12th Section, and 
the number “12” continues to be associated with domestic communications 
interception today. 

The Electronic Intelligence and Communications Center (TsRRSS; 
Center 16) (Military Unit 71330) is the FSB’s signals intelligence 
organization. It is the heir of the KGB’s Sixteenth Directorate, Radio- 
Electronic Intelligence, which had a foreign SIGINT mission that separated 
from the Eighth Chief Directorate in 1973. According to a 1989 assessment, 
the Sixteenth Directorate had about 2,000 personnel and was growing in 
importance within the KGB when the Soviet Union dissolved.’* The 
designator “16” continues today. During the Soviet era, the KGB’s 
collection of foreign embassy communications was handled jointly by the 
Sixteenth Directorate for intelligence purposes and the Second Chief 
Directorate for counterintelligence purposes. That cooperation continues 
today, with Center 18, subordinate to the FSB’s Counterintelligence 
Service, cooperating with Center 16 to penetrate communication systems 
for different missions. In May 2023, the US Department of Justice 
announced the dismantling of a Center 16 computer intrusion capability that 
had been operating globally for over twenty years, using sophisticated 
malware labeled “Snake,” which was run from an FSB facility in Ryazan, 
Russia.”° 

Several other FSB headquarters elements are also engaged in 
communications systems operations, although less information is available 
about them. 

The Special Service (Cryptography) may be involved in the security and 
encryption of the FSB’s communications. 

The Radio Counterintelligence Directorate (Directorate R) (Military 
Unit 48852) is a collection and analysis unit. It probably operates a series of 


radio direction-finding stations spread around the Moscow area that 
pinpoint signals emitted by foreign intelligence services. Agentura.ru lists 
these sites as being affiliated with Center 12, although they may be operated 
by Directorate R.”4 

The Center for Licensing, Certification, and Defending State Secrets 
(TsLSZ) is responsible for registering companies that import and export 
cryptographic hardware and software, certifying information assurance 
systems, and accrediting laboratories that produce them. It is a part of 
Russia’s system to protect state secrets, which encompass a wide swath of 
Russian information.”° 


Regional FSB Offices 


The FSB has ninety-nine regional offices called directorates spread across 
the country. These offices are miniaturized versions of FSB Headquarters, 
with subelements similar to the services at the federal level. They are the 
local execution arms of many of the FSB’s law enforcement, 
counterintelligence, and counterterrorism functions. In addition to these 
directorates, some FSB services have their own subordinate offices across 
the country, such as the Border Guard Service and DVKR, where their 
functions are most needed. Other FSB services, such as the Activity 
Support Service and Aviation Directorate, have separate subordinate offices 
that handle construction management and aircraft basing. There are also 
over twenty FSB resorts and sanitariums across the country. 

Some regional offices are particularly large, corresponding to the 
amount of work they manage. The Moscow and Saint Petersburg 
directorates are the most powerful, as they are the locations where most 
foreign diplomats reside, multiple terrorist attacks have occurred, and the 
bulk of Russian government corruption occurs. Regional offices in and near 
the North Caucasus—such as in the Stavropol and Krasnodar Krays, 
Chechnya, and Dagestan—carry heavy counterterrorist responsibilities. 
FSB directorates in the Far East—such as in the Amur Oblast, Jewish 
Autonomous Oblast, and Zabaikalskiy and Primorskiy Krays—have the 
legacy of countering Chinese threats. Directorates in the west of Russia, 


such as the Pskov and Smolensk Oblasts, border NATO countries and 
particularly focus on counterintelligence. 

Service in a regional directorate can be a stepping stone for further 
advancement, and many senior leaders have served a tour as the chief of a 
regional directorate. However, many rank-and-file employees remain in 
regional directorates for much of their careers. 


FSB Personnel 


Not surprisingly, the names and personal information of FSB personnel are 
not easy to obtain—the FSB is, after all, a security service. However, in 
March 2022, the Ukrainian government released a list of 620 FSB 
personnel whose passports were registered using FSB Headquarters as their 
address, birth dates, telephone numbers, SIM card numbers, and other 
personal data.”° Some of the names have been previously noted publicly, 
but many are otherwise unknown. Some have also moved on from the FSB 
but are still active in Russian government service. 


Table 2.1 

FSB Personnel from the List Released by the Ukrainian Government 

Age (years) Women Men 
24-34 18 15.1% 49 9.8% 
35-44 50 42.0% 230 45.9% 
45—54 45 37.8% 161 321% 
55—64 6 5.0% 55 11.0% 
65+ 0 5 1.0% 
No birth date l 


119 501 


An analysis of the list allows a preliminary characterization of FSB 
employees, although it is unclear how representative the list is of the 
entirety of the FSB’s staff. The average age of people on the list is forty- 
four years. The list shows 482 employees bom in 1972 or later, making 
them twenty years old or younger when the Soviet Union dissolved. Thus, 


over three-fourths of people on the list would have known the Soviet Union 
either as students or children and likely joined a Russian state security 
service in the post-Soviet era. Sixteen were born after January 1, 1992, 
meaning they never lived during the Soviet era at all. That relative youth 
contrasts with most senior FSB officers, who joined the KGB in the 1980s 
and earlier (see chapter 4). 

Of the 620 entries, 501 are men and 119 are women (80.8 percent vs. 
19.2 percent). Although the average age of both men and women is 44, the 
age distribution among men and women is quite different. More men are at 
the older end of the spectrum, and more women are at the younger end. Of 
the 119 women, 18 are younger than 35 years as of May 2022 (15.1 
percent), compared with 49 men who are younger than 35 years (9.8 
percent). Many more men than women are over 55; 60 men (12 percent) 
and only 6 women (5 percent). The lower number of older women is partly 
a function of different retirement ages for men and women in Russia: 56.5 
years for women and 61.5 years for men. However, it may also represent 
fewer female employees hired during the Soviet era. 

The fewer older women and greater number of younger women also 
indicates lower average service seniority based on assigned tasks, with 
women generally holding lower ranks than men. That seniority difference is 
likely the result of women typically performing secretarial, medical, linguist 
duties, and occasionally border guard assignments, while men are more 
often assigned to operational duties that lead to higher ranks. One woman 
on the published list is Lyudmila Nazarenko, a soloist in the FSB 
Orchestra.’”” A Russian website that provides information about FSB 
salaries confirms that women predominantly work in lower-ranking 
nonoperational duties.’? Only one woman in FSB history has held the rank 
of general: Natalya Klimova, former first deputy chief of the FSB’s Military 
Medical Directorate, who retired in 2009.72 

The FSB’s website provides instructions for individuals wishing to 
apply for employment. All candidates for employment in the FSB are 
expected to meet high standards. They must be a Russian Federation 
citizen. They must be physically fit, in good health, and free from 
dependence on alcohol or narcotics, and they must undergo a 
preemployment psychological evaluation. They must be trustworthy in 


keeping state secrets, and their trustworthiness is investigated thoroughly 
before employment. Background investigations do not differ for men or 
women, and the FSB site even includes both husbands and wives among the 
people who are scrutinized during a prospective employee’s background 
investigation.®9 However, the education requirement for women is lower 
than for men: men must hold a university degree, and women must have 
graduated from an institute. That likely indicates the lower level of 
responsibilities assigned to women. 

Women occasionally work in operational assignments, although it is the 
exception. In 2008, Colonel Olga Spiridonova retired as the commander of 
an all-female FSB Alfa special operations subunit. She had joined the KGB 
in the 1980s as one of few females working in senior leader and facility 
security. Her FSB Alfa unit, which was created in 1998, consisted of five 
women who performed various special operations tasks, such as testing 
antiterrorism measures at critical infrastructure facilities, conducting 
surveillance, and improving facility security. The unit was also involved in 
the FSB’s response to the 2002 Dubrovka Theater hostage crisis in 
Moscow, in which many hostages were women. During the unit’s ten-year 
existence, it received multiple medals. Nevertheless, Spiridonova stated in 
interviews in 2019 and 2020 that the female unit constantly had to prove 
that it was just as good as the men. The unit was disbanded in 2008, after 
Spiridonova’s retirement, and had not been reestablished as of 2020, to 
Spiridonova’s disappointment.®! 

This author witnessed firsthand some senior FSB officers’ views toward 
women serving in positions of responsibility. In 2003, this author 
participated in a US delegation that hosted DVKR officers who visited the 
United States. The visit included a tour of a US naval vessel, including the 
operations department. The officer-of-the-deck was a female US Navy 
lieutenant who briefly described the department’s duties. After the tour, the 
FSB officers discussed among themselves their shock that the US Navy 
would place a woman in such a position, saying the FSB would never allow 
that. These officers all had Soviet-era service, and their views represented 
an older generation; however, they were among the FSB’s leaders at that 
time, and many leaders in the 2020s are still from the same era. The Soviet- 
era generation will soon age out of the service, however, and a younger 


generation hired since the dissolution of the Soviet Union will begin to take 
the lead. It is unclear whether views will change as older KGB-era officers 
retire from the service. 


Summary and Comparison with the United States 


The FSB is sometimes compared with the US Federal Bureau of 
Investigation. In reality, there is no single US department or agency that 
equates to the FSB. The FSB contains the equivalents of numerous US 
intelligence, national security, and criminal investigative organizations far 
beyond the FBI: 


e Office of the Director of National Intelligence—National 
Counterintelligence and Security Center and _ National 
Counterterrorism Center, Intelligence Advanced Research Projects 
Agency 

e Department of Justice—FBI, portions of the Department of Justice’s 
National Security Division and Criminal Division, and portions of 
the Drug Enforcement Administration 

e National Security Agency—SIGINT mission and Information 
Assurance Directorate 

e Central Intelligence Agency—National Resources Division, In-Q- 
Tel 

e Department of Homeland Security—Office of Intelligence and 
Analysis, Cybersecurity and Infrastructure Security Agency, Coast 
Guard, Transportation Security Administration, and portions of 
Customs and Border Protection and the Secret Service 

e Department of Defense—military counterintelligence organizations 
(Naval Criminal Investigative Service, Air Force Office of Special 
Investigations, and Army _ Counterintelligence), US Cyber 
Command, and portions of the US Special Operations Command 

e Environmental Protection Agency—Office of Enforcement and 
Compliance Assurance 

e Portions of the Securities and Exchange Commission 


These responsibilities overlap considerably with those of other Russian 
agencies, often causing duplication and rivalry, such as with the Federal 
Customs Service, Investigative Committee, Federal Drug Control Service, 
and the FSB’s most bitter rival, the MVD. 

This accumulation of authorities into one agency is similar to the reach 
of the KGB during the Soviet era, with two significant differences. First, the 
FSB omits KGB elements that now form separate Russian agencies: 
Russia’s HUMINT agency, the SVR, is not part of the FSB, although the 
FSB does have its own HUMINT capability, operating mainly within the 
former Soviet states; and the senior leadership protection element of the 
KGB is now in the Federal Protective Service. Second, and more important, 
the political nature of the FSB is different from the KGB’s ideological 
foundation. Unlike the KGB, in which membership in the Communist Party 
of the Soviet Union was a requirement, an FSB employee can be dismissed 
for being a member of a political party or another public association 
pursuing political aims or participating in its activities. According to 
Russian Federation law, organizing political party structures within the 
Federal Security Service is prohibited. That does not mean FSB officers 
eschew all political involvement; the FSB is a highly politicized 
organization. It only means that, unlike during the Soviet era, no organized 
political structure drives the FSB’s activities besides loyalty to the 
president. In practice, this means the FSB is freed from ideological 
restraints and operates for the benefit of the president, the power of the 
Russian regime, and FSB officers themselves. This lack of ideological 
inhibition is part of the reason why the FSB is often caught in corruption 
scandals (see chapter 6). 
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Activities—Including Operations, Analysis, and 
Technology Development 


The FSB’s activities span the spectrum of operational, analytic, and science 
and technology areas. These general fields of activity are identified in the 
FSB’s founding law, although the law does not describe them to their full 
extent. The FSB’s activities fall into these broad categories: 


e Counterintelligence 

e Counterterrorism 

¢ Combating crime 

e Intelligence 

e Information security 

e Analysis 

e Science and technology development 


Counterintelligence 


The Russian definition of counterintelligence includes countering foreign 
intelligence services but goes beyond that. It encompasses countering any 
activity that threatens the ruling regime, whether committed by a foreign 
state or a Russian citizen, and whether it poses a threat to classified 
information or just the regime’s chosen narratives. As already noted, the 


FSB’s “chekist mind-set” invariably sees domestic and foreign threats as 
converging. Thus, for the FSB, counterintelligence is a broad activity that 
touches on all aspects of Russian government and society. 

The FSB’s counterintelligence activities mostly divide along service 
boundaries into the areas of counterespionage (First Service), military 
counterintelligence (DVKR), economic counterintelligence (Fourth 
Service), and ideological counterintelligence (Second Service and Fifth 
Service). 


Counterespionage 


The First Service is the FSB’s counterespionage organization, and DKRO is 
the core subelement for this responsibility. DKRO’s central mission is to 
monitor foreign diplomatic representations and prevent espionage. It does 
this through various means, including recruiting foreign service nationals 
working for foreign embassies, surveilling foreign diplomats within Russia, 
and monitoring foreigners’ communications and the communications of 
Russians who interact with them. This activity has led to arrests of foreign 
diplomats in Moscow, whom the FSB claims to have caught “red-handed” 
receiving classified Russian information or participating in unsanctioned 
demonstrations. The governments these diplomats represent unsurprisingly 
claim that the diplomats were doing nothing wrong and were set up for 
arrest. DKRO was heavily involved in these cases regardless of the 
genuineness of the crimes.! 

One method DKRO uses to inhibit foreign embassy operations is to 
harass foreign diplomats in Russia. Arbitrary police stops, physical assaults, 
and break-ins into diplomats’ homes increased dramatically after 2014, 
along with the occasional publication of diplomats’ personal details on state 
TV channels, placing them at risk of harassment.2 The FSB employs 
diplomatic harassment for several reasons: as a tool to retaliate for 
counterintelligence or law enforcement operations against Russian 
diplomats abroad, to identify diplomatically covered intelligence officers, to 
provoke a response that can be used in Russian propaganda messaging, or 
simply to create stress among the diplomatic staff. In general, DKRO’s 
harassment of foreign diplomats is a counterintelligence method that the 


FSB uses to reduce the overall effectiveness of foreign intelligence 
operations in Russia. 

DKRO’s mission also includes monitoring foreign journalists in Russia, 
especially those who write articles that cast Russia in a negative light. This 
mission dates to the Soviet era, when the SCD Tenth Department was 
tasked with monitoring and recruiting foreign journalists inside the Soviet 
Union.? KGB operations included assigning co-opted interpreters to foreign 
journalists, reminiscent of Olga Farmakovskaya, who was tasked with 
monitoring and reporting on the activities of the Canadian journalist Peter 
Worthington in the 1960s.4 The KGB also used technical surveillance to 
intercept journalists’ communications and human provocations to catch 
journalists and coerce them into cooperation.° 

DKRO inherited those KGB missions. Today, the SKR may cooperate 
with the FSB’s Center for Support Programs, which targets foreign 
journalists for disinformation purposes. In 2006, the FSB initiated an 
operation targeting a US television news team that was investigating the 
fallout from the 2002 Dubrovka Theater hostage crisis in Moscow. 
Journalists contacted over 100 surviving hostages and asked about their 
health, with nearly all indicating health challenges probably resulting from 
the incapacitating gas that FSB special forces used during the crisis. The 
FSB monitored the journalists’ investigation and compiled a report based 
partially on a human source the FSB had recruited inside the US company’s 
Moscow bureau. The FSB assessed that the company planned to release the 
article just as Putin was to host the Group of Eight’s Summit for the first 
time in Russia, intending to embarrass Putin internationally. An American 
journalist involved in the investigation claimed no such intent. The initial 
title of the FSB report, possibly compiled by analysts in the FSB Fifth 
Service, was a bland statement about the plans of foreign correspondents. 
After FSB director Patrushev reviewed the report, the title changed to 
“Anti-Russian Activities,” and the FSB then provided the report to Putin, 
who reacted by asking what counteractions the FSB planned to take.® 

This incident provides several insights into FSB counterintelligence 
operations. First, the FSB reportedly recruits sources inside the offices of 
foreign journalists’ organizations. Second, the FSB interprets any activity 
by a foreign organization in the most nefarious way possible, even when no 


such intent exists. Both characteristics are direct holdovers from the Soviet 
era, when, according to the retired FSB officer Valentin Klimenko, the KGB 
regularly overestimated the size, capabilities, and intent of the CIA in the 
Soviet Union. The KGB identified any diplomat, cultural center employee, 
or journalist working in the USSR who contacted a dissident, a refusenik, or 
anyone who might provide a negative report about the Soviet Union as a 
CIA officer. The KGB eventually learned that real CIA officers avoided 
such contacts to avert unwanted attention, but the FSB has forgotten that 
lesson and has resurrected tactics based on chekist interpretations.’ 

DKRO also conducts intelligence monitoring of migrants living in the 
Russian Federation, claiming that spies, saboteurs, and terrorists are among 
them. In 2013, the chief of the First Service’s UKAKD, Aleksandr 
Roshchupkin, told a State Duma hearing that foreign intelligence services 
had embedded officers among illegal immigrants. Roshchupkin stated 
further that foreign nongovernmental organizations and other “destructive 
forces” like them facilitate this threat by pressing the Russian government 
on immigration policies.® 

Hyperbole about the espionage threat is integral to the Russian security 
state. Since at least 2012, Putin has given an annual address at the FSB’s 
Lubyanka headquarters, where he has praised the service for its success in 
catching spies. He usually cites implausible statistics about foreign 
intelligence—affiliated persons whom the FSB neutralized in the previous 
year, including foreign intelligence service staff personnel and their agents. 
The numbers rose each year from 2012, reaching nearly 600 in 2018, and 
only fell in 2020, according to Putin, because of the “demands of the 
current epidemiological situation.”? 

DKRO is likely responsible for many of these alleged arrests, as they 
supposedly involve foreign intelligence officers operating inside Russia. 
Putin makes such outlandish assertions to substantiate Russian claims that 
Russia is increasingly under siege by adversarial foreign powers. The 
numbers send a message to the Russian people to be on constant alert for 
foreign spies and justify the implementation of strict internal security 
measures, including those that restrict the rights of Russians. 

The Kremlin did not publish an equivalent speech in 2022, likely 
because it typically falls in late February or early March, and in 2022 that 


coincided with Russia’s invasion of Ukraine. Putin’s reported dissatisfaction 
with the FSB Fifth Service’s forecasts about prospects for a quick victory in 
Ukraine, and the press of wartime demands may have overshadowed the 
annual event.!? Alternatively, Putin may have proceeded with the speech 
but did not publish it because it contained criticism of the FSB. Either way, 
no Statistics are available for 2021. 

DKRO’s mission of providing counterintelligence support for the 
Ministry of Foreign Affairs (MID) represents another return of a Soviet-era 
mission. DKRO’s predecessor organization in the KGB managed the MID’s 
security department from the 1970s to the end of the Soviet era. The MID, 
which never approved of the KGB presence within its walls, succeeded in 
removing state security in the early 1990s under Andrey Kozyrev. 
Nevertheless, when Yevgeniy Primakov became the minister of foreign 
affairs in 1996, the FSB and SVR returned as a combined security presence. 
DKRO subsequently took the mission, resembling a Soviet-era construct. 

When Russia invaded Ukraine in early 2022, the FSB’s presence inside 
the MID rose in priority. Thirty countries, mostly in Europe, plus the 
European Union, expelled over 470 Russian personnel from Russian 
diplomatic missions between February and April 2022 in response to the 
invasion and revelations of Russian troops’ brutality. Even though most of 
the expelled personnel were intelligence officers, not diplomats, their 
expulsion left a hostile operating environment for the remaining personnel 
across Europe and negatively affected morale within the Russian MID. 
According to Agentura.ru, DKRO closely monitors the moods and morale 
of MID personnel, looking for signs of anti-Russian sentiment.!! The FSB’s 
emphasis on MID personnel likely rose even further in May 2022, when 
Boris Bondarev, a Russian diplomat serving in the Russian Mission to the 
United Nations in Geneva, resigned in protest over Russia’s invasion of 
Ukraine.!* Such an act would be the very reason why DKRO monitors MID 
personnel. 

The First Service, particularly DKRO, also plays a role in organizing 
security for major sporting events, such as the 2014 Olympic games, the 
2017 FIFA Confederations Cup, and the 2018 World Cup. DKRO deputy 
chief Aleksey Lavrishchev has built a long résumé representing the FSB in 
planning for such events. He was the senior FSB representative on the 2015 


interagency working group that oversaw the preliminary draw for the 2018 
World Cup, and he then served on the coordinating committee for the World 
Cup.!° Lavrishchev was included in a list of Russian officials who received 
commendations for supporting the security of energy supplies during the 
Sochi Olympics, which also included three other DKRO officers: Sergey 
Bondarev, Yevgeniy Gromkov, and Aleksandr Gurtopov, along with the 
then—First Service chief, Oleg Syromolotov and his deputy, Konstantin 
Sevastyanov.!* Sevastyanov also served as a member of the construction 
coordinating committee for the Sochi Olympics.!° 

Lavrishchev was the FSB’s public spokesman for explaining the 
security posture for several major sporting events, including the Olympics 
and the Confederations Cup.!® His public statements addressed physical 
security measures. However, DKRO was likely involved in these events 
because they attracted large foreign audiences to Russia. 

Counterespionage resources also cover the FSB itself. In December 
2016, TsIB was thrust into the Russian press when several of its officers 
were atrested for state treason in a complex case involving an internal 
settling of scores and perceptions of foreign intelligence threats. According 
to the Russian press, Colonel Sergey Mikhailov, a directorate chief in TsIB, 
was arrested for receiving money from a US intelligence service to supply 
information about Russian computer criminals. A month later, a manager 
from the Russian computer security company Kaspersky Laboratories, 
Ruslan Stoyanov, was also arrested, along with Mikhailov’s FSB 
subordinate, Dmitriy Dokuchayev, and the Internet entrepreneur Georgiy 
Fomchenkov. 

The case involves an allegation from 2011 that Mikhailov allegedly 
used a series of cut-outs to pass operational information about a young 
Russian entrepreneur, Pavel Vrublevskiy, the founder of a Russian online 
credit card payment processing company, Chronopay, to the US Federal 
Bureau of Investigation (FBI). US law enforcement was investigating 
Vrublevskiy for possible criminal violations involving mass spamming. 
Vrublevskiy had been at odds with TsIB for several years, partially because 
of his connection with mass spamming and partially because the FSB 
maintained a liaison relationship with the FBI that eventually led to 
Vrublevskiy’s 2013 arrest in Russia. Mikhailov, according to one hyperbolic 


description, “controlled all Internet-business in the country” and “in many 
ways informally determines the policies in the fields of cybersecurity and 
Internet commerce.”!’ Those powers put him in conflict with Vrublevskiy, 
who was pushing to increase market control of online commerce in Russia. 

Mikhailov’s liaison with the FBI also allegedly included reports that 
Vrublevskiy had organized a distributed denial-of-service attack on the 
computers of the Russian airline Aeroflot after the company had refused to 
adopt an online booking system connected to Chronopay. He also 
reportedly passed information about Roman Seleznev, a Russian criminal 
arrested in 2014 for trafficking stolen credit cards. Seleznev received a 
fourteen-year prison sentence in the United States in 2017.!®° Mikhailov and 
the other FSB officers arrested in 2016 and 2017 were also allegedly 
suspected of providing the FBI information about Russian hackers who 
penetrated US Democratic National Committee computer servers in 2016.19 
That case brought the FSB into conflict with the GRU (the Main 
Directorate of the General Staff of the Armed Forces of the Russian 
Federation, formerly the Main Intelligence Directorate) because the 2016 
information Mikhailov allegedly passed to the FBI may have included 
information about GRU hacking activity. 

TsIB, which is responsible for investigating criminal hacking activity, 
allegedly employed hackers for its own intelligence collection. The conflict 
with the GRU reportedly went even deeper. According to the Dossier 
Center, the FSB used the services of a hacking group called “Shaltay 
Boltay” (Russian for “Humpty Dumpty”), also known as Anonymous 
International, to break into servers around the world. Shaltay Boltay was 
notorious for hacking the email accounts of prominent Russian business and 
political figures and publishing embarrassing information. One of Shaltay 
Boltay’s victims in 2015 was Kseniya Bolshakova, the secretary to Roman 
Filimonov, who led the Russian Ministry of Defense (MOD) Construction 
Department. TsIB allegedly ordered the hack and inadvertently discovered 
that Bolshakova’s email contained classified information. Upon finding that 
information, the hackers were instructed to publicize the breach to 
embarrass MOD officials as well as the chief of the FSB’s own DVKR, 
General Colonel Aleksandr Bezverkhniy, who retired soon after the 
incident. MOD officials, up to the minister, Sergey Shoigu himself, 


demanded an investigation, leading to the GRU’s examination of FSB 
interference in MOD activities. Sergey Mikhailov, who was arrested for 
State treason in December 2016, was reportedly one FSB official who was 
knowledgeable of Shaltay Boltay’s FSB-sponsored activities.2° After the 
arrests of Mikhailov and Dokuchayev, then chief of TsIB, Andrey 
Gerasimov, was dismissed under a cloud and sent into retirement. Sergey 
Skorokhodov, his deputy, replaced him later in 2017. Mikhailov was 
sentenced in 2019 to twenty-two years in prison for high treason, and 
Stoyanov from Kaspersky Laboratories received a fourteen-year sentence. 


Military Counterintelligence 


DVKR is the FSB’s entity tasked with preventing foreign penetrations of 
the Russian military and ensuring the loyalty of Russian forces. To 
accomplish those tasks, DVKR places officers in military units to recruit 
agents who report on their fellow service members and keep the FSB 
informed of activities that fall in any of DVKR’s mission areas. The KGB 
Third Chief Directorate was renowned for using provocation agents to 
stimulate anti-Soviet statements from soldiers or to dispatch double agents 
into foreign counterintelligence services. Those long-tested methods 
continue today. 

In 2000, soon after Putin’s was elected president, Putin signed a 
directive “On FSB Directorates in Military Forces” that gave FSB military 
counterintelligence officers authority over counterintelligence, information 
security, and counterterrorism within the military, along with fighting 
organized crime connected to the military, extending the historical role that 
State security plays in providing security for the armed forces. As Putin was 
returning to the presidency in 2012 after having served a term as prime 
minister, he emphasized his view of corruption within the military in an op- 
ed published under his name in the journal Foreign Policy: “Be resolute in 
eliminating corruption from the defense industry and the armed forces, 
ensuring that punishment for those who fall foul of the law is inevitable. 
Corruption in the national security sector is essentially treason.”2! DVKR’s 
counterintelligence mission includes eliminating that “treasonous” 
corruption. The 2000 directive gave DVKR authority to investigate illegal 
narcotics trade; organized crime and corruption; illicit trade in arms, 


ammunition, explosives, and flammable substances; illegal military 
formations, criminal groups, and individuals that threaten to change the 
constitutional order of the Russian Federation by force; and countering 
threats to seize power in the country. These missions have clear overlaps 
with other FSB elements as well as with the MVD and Rosgvardiya.*2 

Since 2015, the chief of DVKR has been Nikolay Yuryev. He replaced 
Aleksandr Bezverkhniy, who had served in that position since 2002, the 
longest-serving military counterintelligence chief in Soviet/Russian history. 
In 2010, an interview with Bezverkhniy appeared in the FSB’s journal, 
FSB: For and Against, titled, “An Army Without Intelligence Is Blind and 
Without Counterintelligence is Defenseless.” In the interview, Bezverkhniy 
stated that DVKR pays special attention to Russian forces’ military 
readiness and morale/psychological condition. In Russian terms, this means 
loyalty to the Russian state. In his 2010 interview, Bezverkhniy claimed that 
the CIA and other NATO countries’ intelligence services were the primary 
threats to Russia’s military. He said, “Russian-American cooperation 
developed successfully at the highest levels had not so far led to a reduction 
in the activities of American special services toward damaging Russia’s 
security. Despite the openness of Russia’s leadership and the Military 
Forces on questions of military doctrine, reforms, and the rearming of our 
military, American intelligence tries to obtain information that Russian law 
classifies as state secrets.”2° Ironically, Bezverkhniy made his statement at a 
time when other topics, such as transnational terrorism and wars in Iraq and 
Afghanistan, absorbed a much greater portion of US intelligence resources 
than Russia did, and US political leaders were trying in vain to persuade 
Russian leaders that the US actions did not threaten Russia.** 

It also came at a time when publicly announced espionage convictions 
in Russia did not show a predominance of US-related cases. In 2010, the 
Russian government press service RIA Novosti published a list of 
espionage cases between 1993 and 2009 involving thirty-seven people. 
DVKR likely predominated in eighteen cases in which either the accused 
was a military member or the alleged topic involved a military organization 
or technology. No single foreign country—even the United States—stood 
out as dominating the cases; the foreign intelligence services allegedly 


involved were from China, Georgia, Germany, Lithuania, Poland, Sweden, 
the United Kingdom, and the United States.?° 

In 2020, the Russian news site Novaya Gazeta published another similar 
list inventorying espionage and state treason convictions of 129 people 
from 1997 to 2020. The list mostly overlapped the 2010 article, with the 
two combined totaling 135 people convicted of espionage between 1993 
and 2020. The country with the greatest number of people convicted was 
Georgia, with 24, many of whom were private citizens accused of providing 
low-level observations of Russian troop movements immediately before or 
during the 2008 Russian invasion of Georgia. Those included 6 civilian 
women who received four-to-twelve-year sentences for allegedly texting 
public observations about Russian forces to a friend. Second in number of 
cases was Russia’s military ally China, with 23 convicted spies, most of 
whom were accused of targeting military technologies. The United States 
was third, with 21 people convicted, including FSB officers like Colonel 
Sergey Mikhailov and his colleagues, who had a declared liaison relation 
with US counterparts. Other NATO countries made up another 27 of the 
alleged spies, reportedly involving Belgium, Estonia, Germany, Latvia, 
Lithuania, Norway, Poland, and the United Kingdom. Ukraine also began to 
appear on the list in 2015.2° 

Over 70 percent of 135 espionage convictions between 1993 and 2020 
were military-related cases, of which only 30 percent allegedly involved a 
NATO country. Nevertheless, for Bezverkhniy and other FSB leaders, the 
United States and NATO were still the “main enemy,” as they had been 
during the Cold War. Bezverkhniy added Georgia to his list of enemies in 
his 2010 interview, less than two years after Russian forces invaded 
Georgia. FSB leaders seldom openly mention China as a threat, despite the 
frequency of China-related espionage cases. 


Economic Counterintelligence 


The Fourth Service is responsible for counterintelligence activities in 
economic sectors, such as banking and finance, transportation, and industry. 
Although the FSB calls this counterintelligence, it is more akin to fighting 
financial crime. That mission is the heir to a long Soviet history of fighting 
corruption within the Russian system. 


A KGB defector, Petr Deryabin, cited a KGB aphorism in his 1959 
book The Secret World that described the evolving priorities of Soviet 
intelligence using the image of a god: “In the Yezhovshchina, the god of 
State security sat in the political section. During the period of 
collectivization, god sat in the economic section. During the war, god was 
in intelligence and, after the war, in counterintelligence.”?” During the 
period of collectivization in the early 1930s, the Stalinist government 
centralized all economic activity in the country under the government and 
reformed the Soviet economy from agrarian to industrial. Economic 
counterintelligence focused at that time on pursuing anyone who opposed 
harsh collectivization policies. 

In 2005 and 2006, the Fourth Service sponsored the publication of a 
two-volume set of books titled Lubyanka: Providing the State’s Economic 
Security that tells a history of economic counterintelligence, beginning with 
the VChK, whose expanded name in 1918 represented the economic aspect 
of state security: the All-Russian Extraordinary Commission for Combating 
Counter-Revolution, Profiteering, and Corruption. The Economic 
Directorate in the early Soviet era posted its personnel across Soviet 
government agencies to monitor fraud, embezzlement, and other economic 
crimes. As early as 1923, a Soviet government resolution defined the 
Economic Department’s mission as “fighting against economic 
counterrevolution, economic espionage, and other official and economic 
crimes.” Apart from counterrevolution, this description continues to define 
the Fourth Service’s activities today.2? The books offer a detailed 
description of Soviet state security investigations into organized crime, 
industrial espionage, government corruption, narcotics — trafficking, 
contraband, financial crimes, and crimes involving precious metals and 
minerals, both by domestic actors and foreigners. 

During the Soviet era, people viewed as traitors were often accused of 
economic crimes. When a Soviet embassy learned of a defection, for 
example, it reflexively claimed that the defector had stolen or embezzled 
money and thus should be returned to face Soviet criminal charges. 
Vladislav Krasnov, in his 1985 book on Soviet defectors, noted that stealing 
money or property was the most common accusation Soviet authorities 
made when demanding the return of a defector. However, official Soviet 


court indictments against defectors included theft in only a small percentage 
of cases, indicating that the claim of an economic crime was usually only a 
superficial attempt to besmirch the defector’s name and demand 
extradition.?9 

The FSB’s task today is even more complex than the KGB’s. During the 
Soviet era, most international financial transfers went through the Soviet 
central government bank, Vnesheconombank. With the dissolution of the 
Soviet Union, private businesses and a private banking system emerged, 
bringing a significant increase in Russia’s integration into the global 
market. That created both economic opportunities and risks. The financial 
crisis of the 1990s, which was partially caused by the unregulated 
privatization of state-owned enterprises leading to the emergence of 
oligarchs in Russia, led to a more complex economic environment ripe for 
corruption. 

The FSB occasionally cites foreign threats to Russia’s economy, but 
most subjects of Fourth Service counterintelligence investigations are 
Russians. For example, the FSB has several times weighed in on the 
proposed privatization of government-owned corporations, not just by 
foreigners but by Russians as well. These actions likely had input from the 
Fourth Service. In 2002, the FSB publicly opposed the privatization of the 
national railroad network, claiming that such a move would put a 
strategically important sector at the mercy of shareholders. Press at the time 
called it an unprecedented interference of the state security organs in the 
national economic reform process.°° The FSB also halted the privatization 
of the state-owned company Rosnano in 2018. The CEO of Rosnano, 
Anatoliy Chubais, had proposed publicly selling shares in the company in 
2016. However, with influence from the FSB, a judge declared that 
proactive work by law enforcement agencies had prevented multiple cases 
of corruption that saved the country millions of rubles, and that the 
proposed share price would be significantly less than the company’s market 
value.?! In 2014, the Russian State Duma proposed legislation that would 
give the FSB the responsibility to check evaluation data for shares offered 
in the privatization of state-owned companies and to use operational 
measures to investigate prospective buyers.°2 The draft legislation would 


place the FSB in a position of determining who can and cannot buy shares 
in privatized companies, similar to what it did in the Rosnano privatization. 


Ideological Counterintelligence 


Suppressing dissent and domestic antiregime activities has been an essential 
element of Soviet internal security since the foundation of Soviet rule. 
Today, the FSB has a range of intelligence and law enforcement tools 
available to suppress internal dissent among Russian citizens, including: 


e Tax laws 

e Terrorism laws 

e Laws against extremism/terrorism, organized crime, money 
laundering, and narcotics trafficking 

e Laws that forbid inciting hatred or publicly insulting an authorized 
representative in connection with fulfilling his responsibilities 


From the beginning of Putin’s tenure as president, he has steadily 
increased internal security services’ power to monitor dissent and prevent it 
from gaining strength inside Russia. Soldatov and Borogan cite an 
interview with UZKS’s first director, Gennadiy Zotov, when the Second 
Service was established: “‘Internal sedition’ has always been more terrible 
for Russia than any military invasion.”°° Zotov joined the KGB in 1969 and 
spent part of his career in the Fifth Directorate. At the same time, UZKS 
often assumes nefarious foreign connections in the people it investigates. 

Internal sedition can take many forms, from both left-wing and right- 
wing extremist groups, which the UZKS targeted early in the Putin regime, 
to any broader definition of political opposition. The Fifth Service’s 
UBTPE became publicly visible in 2001 with the arrest of Eduard Limonov, 
a shock writer and founder of the National Bolshevik Party (NBP), an 
extreme political party that espoused elements of Bolshevism and National 
Socialism. He was arrested for weapons charges and attempting to 
overthrow the Russian government. Although the court dropped the latter 
more egregious charge, he still spent four years in prison. In the process, the 
UBTPE reportedly physically beat Limonov’s supporters.°* The UBTPE 


also operated against the Marxist movement, the “Vanguard of Red Youth,” 
and other fringe right-wing and left-wing groups. 

Not all FSB officers were so enthusiastic about pursuing extreme 
political groups, and some even sympathized with them. According to the 
Dossier Center, an FSB officer in Barnaul in the Altai Kray coerced an NBP 
member to cooperate with the FSB. But at the same time, the FSB officer 
admitted that he was a secret NBP supporter and offered to protect the party 
member. The party member reported the contact to the local prosecutor’s 
office, and the FSB officer was demoted. In another case, the FSB 
deliberately provoked violence between right-wing skinheads and members 
of the NBP in the early 2000s, with FSB-hired thugs posing as NBP 
members attacking skinheads, leading to skinhead retaliation against the 
NBP, even though the attackers were not actual NBP members.°*° 

The Russian investigative journalist Roman Anin asserted that the 
UBTPE’s reputation is ambiguous: On one side, UBTPE officers risk their 
lives combating terrorist groups and hunting down neo-Nazis. But the same 
officers also engage in physical harm of dissidents.*° The FSB’s ten-year 
investigation of the political oppositionist Aleksey Navalny serves as an 
example of the type of operation in which UBTPE engages. Navalny’s case 
fell under Directorate K of the Economic Security Service for several years. 
However, when Directorate K lost interest in the case— because it did not 
offer opportunities to extort any money—the case was transferred to the 
UBTPE, which pursued it as an extremism investigation. According to 
Anin, more FSB effort has been expended on Navalny than is usually 
expended on the most dangerous terrorist. UBTPE likely handled the case 
in 2020, when Navalny was poisoned with the highly toxic chemical 
weapon Novichok but survived. 

Protecting the Russian constitution, the mission of the Second Service’s 
UZKS, predominantly means neutralizing opposition to the Putin regime. In 
2010, UZKS chief Aleksey Zhalo reportedly initiated an investigation 
against Aleksandr Belov, a political activist in Russia who opposes Putin, 
accusing Belov of “organizing unrest against authority.”°’ However, much 
of today’s effort dates from Putin’s 2012 reelection and the public 
opposition to his running again for president. The year 2012 was a 
watershed for Russia’s response to internal dissent. The previous year, Putin 


announced he would run for president after one term as prime minister, in 
what some called a “castling” move.°® Many Russians saw this as an 
unconstitutional usurpation of power since Putin had already served two 
terms as president from 2000 to 2008. Thousands demonstrated against his 
return to the presidency, chanting “For honest elections,” although his 
reelection was a foregone conclusion.*” 

From December 2011 to May 2012, Russian police arrested hundreds of 
anti-Putin protesters. Putin’s new term as president emboldened him to 
crack down on dissent, and the Russian security services have followed that 
political imperative since then. In June 2012, the Russian State Duma 
passed amendments allowing judges to treat a single-person protest as an 
unsanctioned assembly if they detect a “common intent and organization.”“? 
The 2012 protests were led by two prominent oppositionists, Boris Nemtsov 
and Aleksey Navalny, both of whom were subsequently targeted for 
assassination, Nemtsov successfully in 2015, and Navalny unsuccessfully in 
2020. The assassination operations were likely organized by the UBTPE, 
with support from the Science and Technology Service.*! 

An example of the tactics that the Second Service uses to root out 
dissent was revealed in the case of the online chat group called the Club of 
Plant Lovers. The group was set up in 2017 by friends to discuss hobbies, 
university studies, and occasionally politics. After a few weeks, another 
member, Ruslan Danilov, joined the group and began to insert anti-Putin 
dialogue into the chat group. However, Danilov’s rhetoric was not sincere; 
he was an FSB agent provocateur inserted to draw out antiregime 
sentiments from the other members. The operation transformed what began 
as a group of friends into what the FSB called an “extremist society.” Seven 
members of the chat group were arrested, convicted, and sentenced to six or 
seven years in prison.*4 

Adjunct to pursuing dissidents is the mission to monitor nontraditional 
religious groups. UKZS appears to have resurrected the Soviet-era mission 
of monitoring religious groups in Russia that fell under the KGB’s Fifth 
Directorate. However, unlike during the Soviet era, the Russian government 
distinguishes between approved, government-sponsored _ religious 
organizations and those it considers “extremist.” Several categories of 
activity can earn a religious group the label “extremist”: religious-based 


terrorism, especially emanating from the North Caucasus region; foreign, 
especially Western, connections; and religious competition with the state- 
sponsored Russian Orthodox Church. Religions that fall into any of those 
categories are subject to FSB scrutiny. 

The FSB operates aggressively against certain religions that are 
considered “extremist.” The journalist Kseniya Kirillova writes that the 
FSB actively works with and infiltrates agents into groups that have 
connections abroad, such as the Jehovah’s Witnesses and Scientologists, 
both of which the Russian government has banned.*? In July 2019, FSB 
officers raided a Jehovah’s Witness service in Sevastopol, seizing so-called 
extremist literature. At the same time, the FSB identified a Jehovah’s 
Witness congregation in northwest Moscow, which led to a massive, 
country-wide operation to capture Jehovah’s Witnesses, arresting group 
leaders and congregants and charging them with belonging to an 
“extremist” organization.44 The FSB also often announces arrests of 
Islamist extremists, usually claiming that the arrestees have ties to Central 
Asian and Middle Eastern states.*° The FSB finds religious connections in 
unexpected places; some in the Russian government with FSB ties even 
blame religious sects in Ukraine for being behind the Euromaidan 
movement and threatening the Donbas region.*® Conversely, the FSB 
pursues those who allegedly show disrespect for representatives of religions 
and their beliefs, likely focusing on opposition to the Russian Orthodox 
Church.*’” Although the FSB’s religious operations look different today than 
they did during the Soviet era, they continue in various forms. 


Combating Terrorism 


Several FSB services play a role in antiterrorism planning and 
counterterrorism operations inside the Russian Federation and extending 
beyond its borders. Since 2016, the FSB has shared this mission with the 
Rosgvardiya, which inherited quick reaction units from the MVD in 2016. 
Additionally, both the SVR and GRU have responsibilities for collecting 
intelligence about terrorism that threatens Russia, and GRU Spetsnaz forces 
conduct counterterrorism operations, creating overlap and competition 
between Russia’s intelligence and security agencies. 


Countering terrorism is the primary mission of Second Service. The 
Special Purpose Center (TsSN) is the core FSB counterterrorism element. 
TsSN’s Alfa and Vympel groups are often on the front line of that battle, 
although their tactics have occasionally come into question. Alfa teams 
have handled multiple hostage incidents in the post-Soviet era. Alfa 
reportedly freed 347 passengers from a hijacked flight traveling from the 
city of Mineralnye Vody in southern Russia to Moscow in 1992, and in 
1995 freed South Korean tourists whom a terrorist had taken captive in 
Moscow. 

The unit was especially active in the North Caucasus during the 
Chechen wars, including storming a hospital in Budennovsk, Stavropol 
Kray, in 1995, where Chechen terrorists had taken over 1,000 hostages.*® 
The Alfa response to the Budennovsk hostage crisis led to the deaths of 
over 200 people, including 130 hostages. Alfa later became famous for its 
participation in the Dubrovka Theater hostage crisis in Moscow in 2002 and 
the Beslan, North Ossetia, hostage crisis in 2004, both of which also 
resulted in the deaths of hostages. More recently, Alfa has participated in 
Russian military operations in Ukraine, particularly in clearing and 
detention operations. At least four Alfa officers were reported killed in 
Ukraine between February and August 2022.*° From 1998 to 2008, Alfa 
also contained the FSB’s only female special operations unit, which 
conducted antiterrorism inspections and tested the security of critical 
infrastructure facilities.°° 

Vympel’s post-Soviet public missions have included conducting 
counterterrorist operations at strategic facilities and locations with a high 
risk of ecological damage, interdicting terrorist operations against Russian 
citizens abroad, and actions to defend the constitutional order of Russia. 
Like, Alfa, Vympel was also involved in the Dubrovka and Beslan hostage 
crises, for which Vympel personnel received military decorations, including 
the Hero of the Russian Federation Medal (see chapter 6). 

Many of Vympel’s counterterrorism missions have occurred in the 
North Caucasus, where it has targeted and “liquidated” numerous terrorists 
and separatist militants. Vympel has also renewed the KGB’s mission of 
conducting assassinations outside Russia, particularly targeting Chechens. 
Putin reemphasized this FSB mission publicly in reaction to a June 2006 


incident in which five Russian diplomats were killed or kidnapped in 
Baghdad. That event precipitated a Russian law on countering terrorism that 
gives the FSB authorization to conduct assassinations: “It is lawful to 
deprive the life of a person who commits a terrorist act and to cause harm to 
the health or property of such a person or other legally protected interests of 
the individual, society, or the state in suppression of a terrorist act or the 
implementation of other measures to combat terrorism by actions prescribed 
or permitted by Russian Federation legislation.”°! 

FSB director Patrushev responded to Putin’s emphasis: “We should 
work so that not a single terrorist who commits a crime will avoid 
responsibility,” and that such missions “fit into the logic of what we do.”°? 
This represents a return to the historical purpose of Vympel—to conduct 
covert operations abroad. 

A joint Bellingcat-Der Spiegel investigation determined that the 
assassins who organized the killing of the Chechen-Georgian militant 
Zelimkhan (“Tornike”) Khangoshvili on August 23, 2019, in Berlin were 
trained and received direct support, including cover documentation, from 
former and current Vympel officers.°? The German court that convicted 
Vadim Krasikov, Khangoshvili’s alleged assassin, who was carrying a 
French passport in the name Vadim Sokolov, ruled in December 2021 that 
“state organs of the government of the Russian Federation took the decision 
to liquidate Tornike Khangoshvili in Berlin” and labeled the act “state 
terrorism.”°* Khangoshvili was just one in a series of Chechen-affiliated 
individuals targeted for assassination, numbering as many as twenty-one 
since 2004.°° Another Chechen political activist and blogger, Mamikhan 
Umarov, was killed in Austria in 2020. In June 2022, a Russian went on 
trial in Germany for attempting to kill a Chechen oppositionist, Mokhmad 
Abdurakhmanov, in 2020, on orders from pro-Putin Chechen president 
Ramzan Kadyrov.°® Several FSB-sponsored external assassinations of 
Chechens were reportedly done with support from Kadyrov’s allies. 

The Fourth Service also participates in antiterrorism activities. 
Occasionally, the Fourth Service’s Directorate T, which covers the 
transportation sector, conducts exercises to test the thoroughness of police 
activities around transportation nodes, such as airports and train stations. 
The test might include leaving a package or a backpack unattended and then 


measuring how long it takes for police to notice it. If the police do not 
detect the fake bomb, the test may even lead to calls to fire and medical 
response teams and the evacuation of passengers.°” 


Combating Crime 


The FSB’s countercrime mission is often an offshoot from economic 
counterintelligence. The Russian government, particularly the FSB, uses the 
enforcement of financial crime laws as a lever to inhibit the activities of 
foreign powers and domestic opposition groups inside Russia. Russian 
national security leaders have expressed a suspicion similar to Soviet-era 
leaders that foreign powers are intent on destroying the Russian economy. 
The definition of counterintelligence as not just catching spies but also 
preventing anyone, foreign or domestic, from countering the regime’s 
power extends into the economic realm. 

These operations often fall to Fourth Service directorates. Directorate 
P’s officers have been involved in several high-profile corruption 
investigations. For example, an investigation of employees in a Rostec- 
affiliated plant that manufactured MiG-29 aircraft discovered that from 
2017 to 2019, the employees stole turbine blades, fuel lines, and other parts 
and sold them to undisclosed buyers. The thefts reportedly resulted in 
nearly 18 million rubles in damages.°® Directorate P’s officers may have 
also been involved in the arrest in 2020 of Ivan Safronov, a military 
journalist whom the director of Roskosmos, Dmitriy Rogozin, had hired as 
a special assistant. Safronov was charged with treason for passing what the 
FSB deemed to be state secrets to foreign associates, including a Czech 
journalist, Martin Latys, and possibly to a political researcher in Germany, 
Demuri Voronin.°? While there are many questions surrounding Safronov’s 
case, the involvement of the FSB is certain. Directorate P’s officers also 
arrested another Rostec employee in April 2022 for threatening to derail a 
valuable contract for medical equipment unless the company paid him a 
bribe. The arrested individual, Aleksey Repkin, had previously worked for 
the FSB.° 

Other cases demonstrate likely Directorate P tactics and targets. In 
December 2021, the Russian press reported that the FSB had warned a 


former employee of a defense firm in the Russian Udmurtia region against 
committing treason. According to FSB revelations, the employee planned to 
offer his services to an unspecified US government agency. The FSB 
approached the person and issued a warning but did not otherwise punish 
him. Although it is unclear what the person was planning to do or whether 
any US government agency was actually involved, it does indicate that the 
FSB detected something that officers perceived as threatening while 
monitoring his communications, part of what during the Soviet era were 
called “prophylactic” measures.°! Directorate P may have also participated 
in a 2019 investigation into fraud by employees of a defense facility in the 
Lipetsk region who bought old, Soviet-era military equipment using money 
received from federal contracts, cleaned up the equipment, and resold it as 
new. A fellow employee called the case “sabotage and wrecking,” language 
reminiscent of the Soviet era.°4 

The Fourth Service’s Department K is the FSB’s element for regulating 
the banking and finance sector, fulfilling a role similar to the US Securities 
and Exchange Commission. As_ such, it conducts economic 
counterintelligence investigations that frequently lead to criminal 
prosecutions. According to the Dossier Center, under Bortnikov’s 
leadership since 2008, the Fourth Service also became one of the key 
players in hiding corrupt money, laundering it, and exfiltrating it out of the 
country. 

Directorate K has gained a reputation for being the place to work if an 
FSB officer desires to get rich. Regulating the banking industry provides 
many opportunities to skim or extort money from the subjects of 
investigations. Because money laundering is common in Russian banks, 
Russian bank regulators can readily claim grounds for pressing their corrupt 
demands. Directorate K is where Kirill Cherkalin and two former Fourth 
Service colleagues worked when they were arrested in 2019. According to a 
source of the investigative journalist site The Bell, commercially minded 
FSB officers like Cherkalin rose to power in the early 2000s at the same 
time as Russia’s money laundering business was booming. The source 
explained, “If you realize it’s useless to fight something, you have to lead 
it.” Department K came to lead the very criminal enterprises it was 
supposed to be investigating.®° 


Directorate K reportedly competes with Directorate M for that lucrative 
business.°4 Directorate K provides what in Russian is called “Kppiwa” (top 
cover) to some corrupt bankers to protect them from prosecution while 
demanding a cut of the money they handle. A former FSB officer, Janosh 
Neumann (real name Aleksey Artamonov), was serving in Department K 
when he chose to defect from Russia. He describes Directorate K as the hub 
of money laundering in the Russian government.®° 

The Sixth Service of the FSB Internal Security Directorate (USB)— 
colloquially known as “Sechin’s spetsnaz”—has also become prominent for 
using economic crime laws in interagency rivalries. The Sixth Service 
provides significant economic opportunities by protecting approved illicit 
activities and sharing the proceeds. According to the Dossier Center, the 
leaders of the Sixth Service enjoy personal access to Putin and Sechin, 
bypassing their FSB chain of command. In 2016, the FSB arrested Russian 
minister of the economy Alexei Ulyukayev and accused him of trying to 
extort $2 million from Sechin’s Rosneft to approve its purchase of the state- 
owned oil company Bashneft. When Ulyukayev was arrested, the director 
of security for Rosneft was FSB general Oleg Feoktistov, a close confidant 
of Sechin’s, who had recently transferred from a job as first deputy director 
of the USB. The case likely resulted from infighting between Sechin, an 
economic hard-liner, and Ulyukayev, an economic liberal. Sechin won the 
battle—Ulyukayev received an eight-year prison sentence in 2017. 

The Sixth Service was connected to the arrests of several other high- 
ranking Russian government officials, including the governor of the Kirov 
Oblast, Nikita Beliy, and Vladivostok mayor Igor Pushkarev.°® The Sixth 
Service’s fingerprints were also on the 2014 arrest of General Denis 
Sugrubov, the chief of the MVD Anticorruption and Economic Crimes 
Directorate. According to the Dossier Center, Sugrubov’s arrest resulted 
from an FSB operation led by Feoktistov to provoke MVD employees. A 
Dossier Center source who claimed direct involvement in the events stated 
that the operation against Sugrobov began because the general possessed 
compromising evidence about corruption by Sixth Service employees. The 
source claimed that the provocation was intended to recast the shadow onto 
the MVD rather than the FSB.°” Sugrubov received a twenty-two-year 
prison sentence for abuse of office and creating a criminal group.®® 


Intelligence 


The FSB has both human and technical intelligence and covert influence 
missions. These activities occur in three tiers: inside Russia, in former 
Soviet states, and further abroad. 


HUMINT and Covert Operations 


In 2002, Andrei Soldatov revealed that the FSB had a clandestine foreign 
intelligence capability in the former Soviet states, where the FSB maintains 
primacy among Russian intelligence and security services. The capability 
initially fell under the Directorate for Coordination of Operational 
Information, now called the Fifth Service’s Operational Information 
Department (ORU).°’ The FSB initially established a foreign intelligence 
function during Putin’s tenure as FSB director in 1998, and it was 
institutionalized in law in 2003.” Putin’s urgency to strengthen FSB 
intelligence capabilities within the former Soviet states grew in the early 
2000s, when pro-Moscow governments fell in three former Soviet states, in 
what came to be called “color revolutions”: the 2003 Rose Revolution in 
Georgia, 2004 Orange Revolution in Ukraine, and 2005 Tulip Revolution in 
Kyrgyzstan. The Russian leadership viewed those events not as spontaneous 
manifestations of popular dissatisfaction with autocratic leaders but as 
foreign (American in particular) covert regime-change operations. That 
interpretation gave Russian leaders, Putin especially, the impression that the 
United States was out to get them. The creation of a foreign intelligence 
capability within the former Soviet states provides both a warming 
mechanism for threats to Russia and a platform from which to manipulate 
the governments in states surrounding Russia. 

ORU is directly involved in source handling, and one of its most famous 
officers was lauded for collecting clear and accurate information about the 
political situation in the North Caucasus. In 2007, Alikhan Kalimatov, a 
native of Ingushetia, was awarded the Hero of the Russian Federation 
Medal, albeit posthumously. He joined the FSB in 2000 after working in 
Ingush Republic politics during the 1990s. He ran sources within political 
circles in Ingushetia; however, he was killed in 2007 in an ambush while 
sitting in his car.”! 


The First Service’s DKRO also reportedly conducts FSB-sponsored 
clandestine operations in the former Soviet space. According to Yuriy 
Shulipa, a Russian-Ukrainian legal analyst, DKRO employs specially 
trained action agents for what Shulipa calls “sharp chekist measures” 
(“ocmpbie uekucmcKue Meponpusmua”; OChM), which _ include 
assassinations and kidnappings. DKRO conducts the planning and agent 
handling and works through the rezident from the FSB Fifth Service in the 
target country. The First Service’s Directorate for Coordination of Analysis 
and Counterintelligence Activities (UKAKD) coordinates OChM missions 
across FSB directorates. ’2 

Several incidents in Ukraine support Shulipa’s analysis. On April 14, 
2020, Ukrainian major general Valeriy Shaytanov was arrested for 
maintaining contact with the FSB. He was reportedly recruited by a DKRO 
officer and was a source of information for the FSB to support the 
assassinations of two Ukrainian intelligence officers, Maksim Shapoval and 
Aleksandr Kharaberyush. Kharaberyush was killed in March 2017, when a 
car bomb exploded in the Ukrainian city of Mariupol, and Shapoval died in 
a car bomb attack in Kyiv in June 2017. Shaytanov’s reporting also 
supported an FSB-sponsored attempt on the life of Chechen militants Adam 
Osmayev and his wife Amina Akuyeva in 2017 in Ukraine; the Russian 
government accused Osmayev of planning to assassinate Putin.’° 

Other countries have also accused FSB officers of interfering in their 
internal affairs. In 2017, Moldovan officials accused the FSB of laundering 
$22.3 billion through the Moldovan financial system between 2011 and 
2014.4 The Estonian government connected the FSB to eleven individuals 
convicted of espionage in Estonia between 2012 and 2018.” Lithuanian 
police arrested an FSB-connected person in May 2015, claiming that the 
individual’s tasking was to penetrate the ruling circles of the Lithuanian 
government and manipulate policy decisions.”® 

Historically, Soviet Border Guards also had missions that extended 
beyond border protection to collecting intelligence up to 12 kilometers 
across the border. Former Border Guard Service chief Andrey Nikolayev 
discussed the Border Guards’ intelligence and counterintelligence mission 
in the 1990s, saying, “the border cannot be protected otherwise.”’” The 
mission of running agents and conducting other clandestine activities in the 


close-border region to identify smugglers—or, at times, to facilitate 
smuggling operations—and to obtain warning of potential terrorist actions 
likely continues. According to the Latvian State Security Service, Latvian 
nationals are useful to Russian intelligence services such as the FSB 
because they are relatively easy to recruit based on threats of criminal 
charges, and their arrest does not cause significant damage to Russia’s 
intelligence interests in Latvia.”® 

Russian border guards have been involved in several controversial 
cross-border situations in the past decade. The Estonia-Russia border has 
been particularly tense.”? On September 5, 2014, Russian officers crossed 
into Estonian territory and captured an Estonian officer, Eston Kohver, who 
was investigating Russian smugglers. The capture occurred just two days 
after US president Barack Obama visited Estonia. A Russian court 
convicted Kohver of espionage the next year, a charge the Estonian 
government vehemently denied. A few weeks after Kohver’s capture, FSB 
maritime border guard vessels seized a Lithuanian fishing boat sailing in 
what Lithuania asserts were international waters off Russia’s northern 
coast.29 Then, in November 2018, Russian Border Guard forces fired upon 
and captured three Ukrainian naval ships, claiming they had entered 
Russian territorial waters in the Azov Sea. Ukraine denied that its vessels 
entered Russian territory and swapped them the following year for two 
individuals, including a Russian suspected of involvement in the 2014 
shootdown of Malaysian Airlines Flight MH17 over Ukraine.®! 


Technical Operations 


The FSB has nearly unfettered access to Russia’s domestic communications 
environment through the System of Operational-Investigative Measures 
(SORM). According to Agentura.ru, the originator of SORM was FSB 
general colonel Andrey Bykov, who served as the chief of KGB’s OTU and 
then deputy director of the FSB and its predecessors from 1992 to 1996.°? 
SORM was initially implemented in 1995 and has been updated several 
times. SORM requires Russian voice and Internet communication providers 
to install devices on their networks that allow the FSB to track all electronic 
traffic. According to the 1995 law governing the FSB, “Conducting 
counterintelligence measures restricting the rights of citizens to the secrecy 


of correspondence, telephone conversations, postal, telegraphic and other 
communications transmitted on electrical and telecommunications networks 
shall be permitted only on the grounds of a ruling by a judge and under the 
procedure provided for in Russian Federation legislation.”®° The laws 
available to the FSB to justify such “restrictions of civil rights” are 
numerous, and the close relationship between the FSB and the Russian 
judiciary removes obstacles from the FSB’s path for obtaining such 
authorizations. Intercepting Russian citizens’ communications is one of the 
areas for which FSB officials were granted expanded authority in 2007.°4 

Multiple investigative organizations inside Russia have access to SORM 
data: the FSB, including the Border Guard Service; Russia’s Tax Police 
within the MVD; the Federal Protective Service and its subelements; the 
Kremlin Regiment and the Presidential Security Service; and parliamentary 
security services. The FSB also offers communications-monitoring 
capabilities to former Soviet states, which often use Russia-based 
communications lines. 

As Internet technology has advanced, SORM’s rules have adapted. A 
2016 law, called the Yarovaya law, named for State Duma sponsor Irina 
Yarovaya, requires Internet providers, social media, and messaging services 
to store user data for three years and to grant authorities access to encrypted 
communications. Rights activists call it Russia’s “big brother law.”®° Data 
storage requirements needed to satisfy the law are immense, and companies 
are required to cover the cost themselves. The volume of storage required to 
maintain the resulting data has forced the delay of the law’s 
implementation.®® Storage requirements increased further during the 
COVID-19 pandemic in 2020, when all smartphones sold in Russia were 
required to preinstall Russian-made, government-approved applications that 
include search, the Global Positioning System, social networking, personal 
digital assistants, and public service and payment apps. 

The FSB’s foreign collection operations extend beyond the Russian 
Federation in the form of computer-network threat actors, including one 
known in the West as Venomous Bear, aka Turla, which is affiliated with 
the FSB’s Center 16.8” Turla has been traced to numerous foreign computer 
intrusion operations, often directed against government and military targets. 
The first recorded operation involved the malware Agent.btz, which 


infected US Department of Defense computers in 2008.°° Turlarelated 
malware was also connected to intrusions into the Swiss defense firm 
RUAG between 2014 and 2016 and targeted a Swiss defense company 
again in 2017.89 Other attacks have targeted foreign ministries and 
ministries of defense in various other countries. The US Department of 
Justice’s (DOJ) announcement regarding the disabling of “Snake” malware 
attributed the long-running operation to Turla.% 

In the 2000s, Center 16 has engaged heavily in computer-based 
collection. In August 2021, a US federal grand jury indicted three Center 16 
officers for computer fraud and abuse, wire fraud, aggravated identity theft, 
and causing damage to the property of an energy facility. The indictment 
alleges that, between 2012 and 2017, the officers, working in a hacking 
group known variously in the West as “Dragonfly,” “Berzerk Bear,” 
“Energetic Bear,” and “Crouching Yeti,” broke into computer networks of 
companies and organizations in the global oil and gas firms, utility and 
electrical grid companies, nuclear power plants, renewable energy 
companies, consulting and engineering groups, and advanced technology 
firms, specifically targeting supervisory control and data acquisition 
(SCADA) systems.?! According to the US and UK governments, Center 16 
has conducted similar operations against critical information technology 
systems and infrastructure in Europe, the Americas, and Asia (figure 3.1).92 
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Fraud; Computer Fraud —- Unauthorized Access to Obtain Information from Protected 
Computers; Aggravated Identity Theft; Aiding and Abetting 
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On August 26, 2021, a grand jury sitting in the United States District of Kansas indicted three Russian Federal 
Security Service (FSB) officers for their alleged involvement in computer intrusion, wire fraud, and aggravated 
identity theft offenses. These officers were members of Center 16, an FSB component also known as Military 

Unit 71330, and were part of a team within Center 16 known by cybersecurity researchers as “Dragonfly,” “Energetic 
Bear," and "Crouching Yeti." As alleged in the indictment, the three FSB officers, Pavel Aleksandrovich Akulov, Mikhail 
Mikhailovich Gavrilov, and Marat Valeryevich Tyukov, knowingly and intentionally conspired with each other, and with 
persons known and unknown, to obtain and maintain unauthorized persistent access (“hacking”) to victim computer 
networks, belonging to companies and other entities in the global energy sector, including their power generation 
facilities, thereby enabling the Russian government to disrupt and damage such systems, if it wished. The defendants 
and their coconspirators targeted hundreds of American and international energy sector companies. Also targeted 
were over 380 foreign companies based in 135 countries including Albania, Australia, Belgium, Brazil, Canada, 

China, Croatia, Denmark, Finland, France, Germany, Hungary, India, Ireland, Italy, the Netherlands, Norway, 
Pakistan, Singapore, Slovakia, South Africa, South Korea, Spain, Sweden, Switzerland, and the United Kingdom. 
These companies included global oil and gas firms, utility and electrical grid companies, nuclear power plants, 
renewable energy companies, consulting and engineering groups, and advanced technology firms. 
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Figure 3.1 FBI “wanted” poster for indicted Center 16 officers 


Source: Federal Bureau of Investigation. 


In 2017, the US DOJ indicted two FSB TSsIB officers and two Russian 
hackers for stealing information about at least 500 million Yahoo email 


accounts in 2014, giving them access to the accounts of Russian journalists, 
US and Russian government officials, and private-sector employees of 
financial, transportation, and other companies. One of the indicted TsIB 
officers was Dmitriy Dokuchayev, who was later arrested in connection 
with the Sergey Mikhailov case (see above). According to the DOJ 
indictment, the FSB officers “protected, directed, facilitated and paid 
criminal hackers.”?? One of the hackers, Aleksey Belan, had been the 
subject of US criminal indictments since 2012 and was named one of the 
FBI’s Cyber Most Wanted criminals in November 2013. Nevertheless, TsIB 
officers continued to use him for operational purposes after that 
designation. TsIB reportedly also targets Ukrainian political, law 
enforcement, and military entities.°* 


Border Protection 


The Border Guard Service (PS) is both a military and a law enforcement 
organization that enforces the Russian Federation’s laws regarding border 
crossing and immigration. Its personnel have military status and conduct 
military, intelligence, counterintelligence, and operational-investigative 
missions related to Russia’s borders. PS facilities are spread along Russia’s 
60,000-kilometer border, of which over 20,000 is on land. PS has forty-two 
border directorates that cover routine border protection duties, and sixteen 
Border Services located in areas of particular border scrutiny, particularly in 
the North Caucasus region, Crimea, and along the border with China. In 
May 2020, the chief of PS, Vladimir Kulishov, who also is a first deputy 
FSB director, claimed that 6,000 illegal immigrants attempted to enter 
Russia each day, most from Southeast Asia, Central Asia, the Middle East, 
Ukraine, and Moldova.2° The veracity of this statement cannot be 
confirmed (figure 3.2). 
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Figure 3.2. FSB Border Guard locations 


Source: “FSB,” Dossier Center. 


The PS Border Control Department (DPK) staffs passport control 
positions at Russia’s borders. According to General Lieutenant Rafael 
Daerbayev, first deputy chief of the DPK, over 77 million people entered 
through Russian border control points in 2018, most of whom were Russian 
citizens. Border guard offices detained over 65,000 for insufficient 
documents and denied about 38,000 people entry into the country. The FSB 
arrested nearly 1,000 people for illegally entering the country in 2018, a 
minor increase from the previous year.?° 


Safeguarding Information Security 


The FSB’s counterintelligence role includes protecting Russia’s government 
and private-sector computer networks from foreign penetration. That 
consists of both cryptology missions and computer intrusion detection and 
mitigation. TsIB’s declared mission is to combat computer-based crimes 
and illegal hacking activity. In January 2013, Putin instructed the FSB to 
create a system for detecting, preventing, and eliminating the consequences 
of computer attacks on information technology resources inside Russia and 


in Russian diplomatic missions and consular offices abroad. TsIB runs that 
system, which is known by its Russian acronym GosSOPKA (State System 
for Detecting, Warning, and Liquidating the Consequences of Computer 
Attacks—IocydapcmeeHHaa cucmema oOHapy2tceHuA, npedynpescdeHuA U 
fukeudauuu nociedcmeuu KomnbiomepHbix amak). The Russian government 
integrated GosSOPKA into the broader Russian policy for protecting the 
critical information infrastructure in 2017.97 

TsIB officials are heavily involved in interagency and civil Internet 
security policymaking bodies. The former TsIB chief, Andrey Gerasimov, 
reportedly sat on several policy boards, including the supervisory board of 
the League for a Safe Internet, a Russian body created by Putin-allied 
businessman Konstantin Malofeyev that claims to prevent the spread of 
dangerous information over the web. Gerasimov also sat on the executive 
committee of the Association of Documentary Telecommunications, which 
bills itself as a catalyst for achieving the needs of citizens, businesses, and 
state authorities in information communication technologies and 
information security technologies. Until his arrest, TsIB officer Sergey 
Mikhailov was a member of the information security group of the Russian 
Association of Electronic Communications, and TsIB officers serve as 
adjunct professors in information security academic programs in Russian 
universities.9° 

The Eighth Center is involved in developing information assurance 
technologies and cryptographic systems and in proposing information 
assurance policies. For example, in 2017, the FSB proposed legislation on 
protecting critical infrastructure elements from information attacks. FSB 
spokespersons have often given grand statistics about the number of 
cyberattacks directed against the Russian government’s Intermet sites, 
simultaneously proclaiming that the FSB’s defenses are successfully 
protecting against them. In 2004, then—FSB director Nikolay Patrushev 
claimed that Russian government Internet sites experienced over 730,000 
attacks during 2003, 100,000 of which were directed at the Russian 
president’s website. He added, however, that the FSB’s defenses 
successfully neutralized all the attacks.2? In June 2006, Eighth Service 
director Viktor Gorbachev declared that hackers, particularly Americans 
and Chinese, were continually trying to penetrate Russian government 


websites. He claimed, however, that the security resources that the FSB had 
participated in creating repulsed every attack.!°° In January 2017, Eighth 
Center spokesperson Nikolay Murashov announced that Russia’s 
information infrastructure had absorbed about 70 million computer attacks 
in a year, the majority of which came from abroad. He said critical 
infrastructure objects like the national rail service and Gazprom are well 
equipped to defend against the attacks; however, he admitted that many 
smaller organizations are not prepared.!! 


Analysis and Data Processing 


Although the KGB did not embrace analysis, the FSB appears to have done 
so. The Fifth Service has a strategic analytic mission to provide analytic 
support directly to Putin, likely via the Security Council, the secretary of 
which is former FSB director Nikolay Patrushev. Fifth Service analysis is 
not usually publicly visible, although it gained notoriety in 2022 for 
supplying Putin with erroneous information about the prospects for a quick 
victory in a Russian invasion of Ukraine. Fifth Service chief Sergey Beseda 
and his deputy were reportedly placed on house arrest, although the Russian 
government denied the report.!92 At the same time, Ukrainian government 
officials reported that “about eight” Russian generals were fired for 
providing faulty intelligence.!°? Although not specified in the media 
reporting, the erroneous assessment probably came from Fifth Service’s 
Information-Analysis Directorate. 

In addition to the Fifth Service’s strategic analysis, other FSB services 
have organic analytic elements that support service-specific operations. The 
First Service, for example, has the Directorate for Coordination of Analysis 
and Counterintelligence Activities (UKAKD), and the Second Service has 
the Organizational-Operational Directorate. The PS’s Border Protection 
Department and Coast Guard Department each have an Analysis and 
Coordination Department. The NTS has the Organizational Analysis 
Directorate. These elements likely provide direct investigative, targeting, 
and operational support. 

As noted in its name, UKAKD is also responsible for analyzing foreign 
intelligence activities. In March 2012, the Russian TV channel NTV ran a 
documentary titled The Anatomy of a Protest, which asserted that 


unspecified foreign intelligence services sponsored anti-Putin protests in 
Russia in late 2011. Aleksey Navalny, a prominent organizer of the 
demonstrations, requested that the Russian government comment directly 
on the allegations in the documentary. After a ten-month investigation, the 
FSB responded that there was no evidence that the protests had received 
foreign funding. The FSB organizations specifically cited as being involved 
in arriving at that conclusion were DKRO, TsIB, and UKAKD.!°% 

UKAKD may also be involved in labeling Russian citizens “foreign 
agents,” according to a BBC report. In June 2021, the FSB published a draft 
order that identified sixty-one types of military and military-technical 
information that, if a Russian citizen were to seek to obtain them, would 
land them on a list of foreign agents.!°° The FSB published the order for 
public comment. However, according to the BBC’s Telegram channel, the 
public’s ability to access and comment on the draft order was severely 
limited. UKAKD was the point of contact for an independent anticorruption 
review of the document.!0° 

The First Service’s UIOORD has a data management role that supports 
analytic efforts. A court case in 2021 demonstrated an instance of the 
UIOORD connection to a decision to bar a person from entering Russia. In 
November 2021, Yelena Vidmanova, a resident of the unrecognized 
Donetsk People’s Republic, was turned away at the border of Russia. When 
she approached the border, her data were transmitted to UIOORD. She took 
UIOORD to court, complaining that she had received no information about 
the reason for being refused. The court hearing concluded that UIOORD 
does not have the authority to make immigration decisions but is only a 
record-keeping entity that is consulted when questions arise. Thus, the court 
denied the plaintiff’s complaint.!°7 

A job announcement for an analyst working in the Radio 
Counterintelligence Directorate (Directorate R) posted on a Russian online 
job site in 2004 provided a partial indication of the unit’s analytic 
responsibilities. The job announcement sought candidates with these skills: 


e Collection, processing, and systematization of large volumes of 
information (including in foreign languages), and work with 
databases; 


e Work with geographic information systems (based on MapInfo); 

e Preparation of analytical reports for management and interested 
departments; 

e Making proposals to the management of the department for 
optimizing work processes and upgrading software; 

e English-Russian and Japanese-Russian translation of technical 
literature and instructions for electronic devices; and 

e Performance of operational tasks on business travel within Russia 
and abroad (two weeks to six months).!08 


Science and Technology Development 


Several FSB elements, especially in the NTS, conduct science and 
technology development to support the FSB’s operational missions. The 
NTS’s Tenth Center, for example, has functions that include: 


e Development and production of transportation security technologies, 
including technical systems, detection systems, and intelligent video 
surveillance; 

e Development of radiation control devices and gas analytical and 
chemical devices; and 

e Development of hardware and software detection devices and 
algorithms for detecting dangerous situations. 


The Tenth Center also tests electronic devices and software that enters 
the supply chain for military and civilian uses in Russia. It is probably the 
element mentioned in 2018 by the US National Counterintelligence and 
Security Center that was responsible for an increased demand for source 
code reviews for foreign technology being sold in Russia.!9 

The Eleventh Center’s two scientific research institutes are devoted 
wholly to developing technologies for the FSB. NII-1 researches 
technologies related to FSB counterintelligence, counterterrorism, and 
border control missions. In the early 2000s, NII-1 collaborated on a project 
for the Border Guard Service to develop an automated reader for passports 
and visas.!!° In 2012, the federally funded Biysk Institute for Problems of 


Chemical-Energy Technologies in the Altai Kray, part of the Siberian 
Branch of the Russian Academy of Sciences, received a two-year, 29- 
million-ruble contract from NII-1 to develop methods for “remote detection 
of traces of nitrogen-containing explosives on clothing and human skin, the 
surface of hand luggage and luggage in conditions of heavy passenger 
traffic.” In 2018, a junior scientist at the Biysk Institute defended her 
dissertation on the same topic, and an FSB officer affiliated with NII-1 was 
on her defense committee.!!! 

NII-2 began at least as early as 2011 to contract with Russian scientific 
research organizations to develop chemical substances. In September 2011, 
the FSB contracted with the Biysk Institute for unspecified “chemical 
products not included in other groups.” In 2013, NII-2 opened another two- 
year contract for research and experimental developments in the field of 
chemical sciences. The last contract with the Biysk Institute ended in 2016, 
and was to produce proprietary medical chemicals under the code name 
“Tourist-14.”!!* NII-2 became prominent in 2020 and 2021, when the 
investigative journalism publications The Insider and Bellingcat revealed 
that the institute had cooperated with the FSB Second Service in supplying 
poisons used against the Russian oppositionists Aleksey Navalny and 
Vladimir Kara-Murza, along with several other Russian oppositionists and 
human rights activists between 2014 and 2020.!!° NII-2 was also suspected 
of being the source of polonium-210 used to assassinate Aleksandr 
Litvinenko in 2006.!!4 In these cases, NII-2 operated similarly to several 
Cold War cases of poisonings, such as of Nikolay Khokhlov, who was 
poisoned using radioactive thallium in 1957.!!5 

TsIB also develops new tools for operating in the computer-based 
domain. A 2020 BBC report claims that the FSB ordered the creation of a 
malware application called “Fronton” that is capable of exploiting “smart” 
devices and penetrating the Internet of Things. The BBC cited reporting 
from a leak by the hacker group Digital Revolution, which claims to have 
penetrated the company creating it. Digital Revolution reported that TsIB, 
using its designation “Military Unit 64829,” contracted with a Russian 
company, InformInvestGroup, to develop software that could turn smart 
devices into “zombies” under the control of a remote actor. These zombies 
could then be marshaled together to conduct massive denial-of-service 


attacks. The leaked documents specify that the software should not contain 
any notations in the Russian language or the Cyrillic alphabet to hide the 
FSB’s sponsorship.!!6 


Conclusion 


The FSB’s wide range of functions makes it self-sufficient in identifying, 
investigating, and neutralizing threats to the Russian regime, whether from 
foreign countries, oppositionists inside Russia, or rival Russian government 
agencies. Its elements perform the whole operational cycle, developing 
collection tools, applying them, analyzing the results, and executing 
operations based on them. No other Russian organization compares with the 
FSB in power and scope of activities. 


Notes 


i See, e.g., Hoffman and Pincus, “American Accused”; “US Embassy Diplomat Caught”; 

Ustinova, “Russia Detains Romanian”; Weir, “Russia Arrests US Diplomat”; Neuman, 

“American Paul Whelan”; “Russia: FSB Detains Ukrainian Diplomat”; Ostroukh and Sytas, 

“Estonia Decries Detention.” 

US Department of State, “Department of State Actions”; Mendez and Mendez, Moscow Rules. 

US Department of State, “Moscow”; Richelson, Sword, 28. 

Worthington, “Worthington’s Top Secret Story.” 

Kovacevic, “How KGB Spied.” 

“FSB Against CBS News”; Knobel, “Putin’s Spies.” 

Klimenko, Notes. 

“FSB Has Uncovered an Underground Network.” 

“Conference of the FSB Collegium.” Also see Riehle, Russian Intelligence, 86-88. 

10. “Putin Began Purges.” 

11. “MID under the FSB’s Hood.” 

12. Cumming-Bruce and Troianovski, “Russian Diplomat Resigns.” 

13. Russian Federation, Ministry of Sport, Order 84; “FSB Department of Counterintelligence 
Operations.” 

14. Russian Federation, Ministry of Energy, Order 22. 

15. “Minister of Regional Development Slyunyaev Leads ‘Olympstroy’ Supervisory Committee.” 

16. “Security During the Olympics”; “FSB Reported on the Level of Security.” 

17. “‘Kaspersky Laboratory.’” 

18. Eckel, “In Moscow Treason Trial”; US Department of Justice, “Russian Cyber-Criminal 
Sentenced.” 

19. “Ex-FSB Officer and ‘Kaspersky Laboratory’ Manager Convicted.” 

20.  “‘Shaltai-Boltai’ and Colonel Mikhailov.” 

21. Putin, “Being Strong.” 


Se ae ee 


22, 
23% 
24. 
22% 
26. 
2h. 
28. 
29. 
30. 
31. 
oe. 
3a. 
34. 
ooh 
36. 
of, 
38. 
ao, 
AO. 
41. 
42. 
43. 
44. 
45. 


46. 
47. 
48. 
49. 


50. 
oll, 
es 
atoll 
34. 
55. 
56. 
57. 
58. 
oo. 
60. 
61. 
62. 
63. 
64. 
65. 
66. 


“Military Counterintelligence Department.” 

Arshanskiy, “An Army Without Intelligence,” 10. 

“Idea of US Threat to Russia”; “US Fails to Persuade Russia.” 

“Those Convicted in Russia.” 

“List of Russians Convicted.” 

Deriabin and Gibney, Secret World, 63. 

Stavitskiy, Lubyanka, vol. 1, 21. 

Krasnov, Soviet Defectors, 88. 

“Unprecedented Instance.” 

“Putin Stopped the Privatization.” 

“FSB Will Check Participants.” 

Soldatov and Borogan, New Nobility, 56—citing Sokut, “Defense of Identity.” 
Genzlinger, “Eduard Limonov.” 

“Service for Defense of the Constitutional Order.” 

Anin, “Who Arranged the Hunt?” 

FSB, Belov List.” 

Jahn, “Castling of Presidential Functions.” 

Vinogradov, “‘For Honest Elections’ Movement.” 

Gabowitsch, Protest, 11. 

Barry and Schwirtz, “Arrests.” 

Higgins, “Chat Group.” 

Kirillova, “‘For Faith.’” 

“FSB Officers Revealed”; “FSB Conducted a Massive Special Operation.’” 

See, e.g., “FSB Rendered Harmless a Group”; “FSB Stopped the Activities of Religious 
Extremists,” Izvestia; “FSB Stopped the Activities of Religious Extremists,” News.ru. 
“Political Significance”; Kirillova, “‘For Faith.’” 

Gerts, “FSB Detains a Sevastopol Resident.” 

“Guys from Alfa.” 

Ivshina, “Cargo 200”; Litvrinm, Twitter post; Donetsk DNR News, “Eternal Glory”; “Senior 
Officer of the FSB Center for Special Operations Liquidated.” 

Afonskiy, “Where a Man Doesn’t Go.” 

Russian Federation, Federal Law 35-FZ. 

“Patrushev: Special Services.” 

“«V? For “Vympel.’” 

Escritt, “German Court.” 

Soldatov and Borogan, New Nobility, 200-208. 

“Russian Accused.” 

“Economic Security Service.” 

Balashov, “Criminal Group.” 

“Military Journalist”; “German in the Safronov Case.” 

Trifonov, “Medical Equipment.” 

““Warned Against State Treason.’” 

Baranets, “Why Did the FSB Descend Upon Defense Factories?” 

“Rise and Fall of an FSB-Run Money-Laundering Empire.” 

“Economic Security Service.” 

Hammond, “Becoming a Russian Intelligence Officer.” 

Kudryavtseva and Mikhailov, “Sechin’s Spetsnaz”; “Russian Ex-Minister Ulyukayev Gets 
Eight Years”; Nikolskaya and Korsunskaya, “Russian Ex-Minister Ulyukayev Jailed.” 


67. “Internal Affairs Directorate.” 

68. “Russia’s Former Anticorruption Police Chief Sentenced.” 

69. Soldatov, “How Many Intelligence Services Do We Have?” 

70. Russian Federation, Federal Law 86-FZ. 

71. “Kalimatov Alikhan Maksharipovich.” 

72. Shulipa, How Putin Kills, 172-74. 

73. “Ambush Wounds ‘Anti-Putin Plotter.’” 

74. Williams, “Moldova Sees Russian Plot.” 

75.  Juurvee and Perling, Russia’s Espionage. 

76. “Spy from the Russian FSB Detained.” 

77. Yegorov and Bulavinov, “Andrey Nikolayev.” 

78. Latvian State Security Service, Annual Report. 

79. Chapple and Alliksaar, “Some Shall Pass.” 

80. Higgins, “Tensions Surge”; Feldschreiber, “Russia Convicts Estonian Border Guard.” 

81. Osborn and Polityuk, “Russia Fires on and Seizes Ukrainian Ships”; Lapin et al., “Film 
Director.” 

82. “FSB Center 12.” 

83. Russian Federation, Federal Law 86-FZ. 

84. Russian Federation, Order 465. 

85. “Russia’s ‘Big Brother’ Law.” 

86. Goode, “Russia and Digital Surveillance.” 

87. Osborne, “Russian APT Turla.” 

88. Barnes, “Pentagon Computer Networks Attacked.” 

89. Chirgwin, “Swiss CERT Publishes Reveals Details”; “Swiss Defence Ministry Foils 
Cyberattack.” 

90. US Department of Justice, “Justice Department Announces Court-Authorized Disruption.” 

91. US Department of Justice, “Four Russian Government Employees Charged.” 

92. US Cybersecurity and Infrastructure Security Agency, “Russian State-Sponsored and Criminal 
Cyber Threats.” 

93. US Department of Justice, “US Charges Russian FSB Officers.” 

94. Crowdstrike, 2019 Global Threat Report, 36. 

95. Shashkov, “Chief of the Border Guard Service.” 

96. “FSB Border Guard Service.” 

97. Russian Federation, Federal Law 187-FZ. 

98. “Internet Got a New Guardian.” 

99. “Chekists Repulsed about 100 Thousand Attacks.” 

100. “Hackers Try to Break into Ministry’s Sites.” 

101. “FSB Reports of 70 Million Cyberattacks.” 

102. Soldatov and Borogan, “Putin Began Purges.” 

103. Pleasance, “Russia Has Fired ‘About Eight’ Generals.” 

104. Makutina, “FSB Did Not Find ‘State Department Cookies.’” 

105. Pushkarskaya, “‘Even the Cook.’” 

106. BBC News Russian Service Telegram Channel. 

107. Meshchanskiy Regional Court. 

108. “Analyst with Knowledge.” 

109. US National Counterintelligence and Security Center, Foreign Economic Espionage, 14. 

110. Zhukov and Kuteynikov, “Automation.” 

111. “‘Services to Society as a Whole.’” The dissertation is by Kuzovnikova, “Development.” 


112. 
it, 


114. 
115. 
116. 


2a} 


“«Services to Society as a Whole. 
“Laboratory”; “Journalist, Activist, and ‘Patriot’”; “Countersanctions”; “Russian Poet Dmitry 
Bykov Targeted.” 

Barabanov and Voronov, “Who Killed Litvinenko and Why.” 

Reevell, “Before Navalny.” 

Soshnikov, “‘Turn Off the Internet.’” 


4 


Leaders 


According to the FSB’s establishing statute, “The activity of federal 
security service organs shall be directed by the President of the Russian 
Federation.” Thus, the president is the primary decision-maker for Russia’s 
state security, with authority delegated to subordinate leaders.! 

The FSB leadership that receives this delegation consists of a director, 
two first deputy directors, and two deputy directors. The FSB director 
answers to the president and is a member of the Security Council, giving 
the FSB both influence on Vladimir Putin’s perceptions and direct guidance 
from him about how to mitigate threats. One of the first deputies is also the 
chief of the Border Guard Service, while one of the deputies leads the 
National Counterterrorism Center. 

The current FSB leadership structure has been in place since 2004, 
when it was changed significantly by a presidential directive that 
streamlined the FSB and reduced the number of director-level positions.’ 
Before 2004, the FSB leadership consisted of a director, three first deputy 
directors, a state secretary, a deputy director over the Inspection Directorate, 
and six deputy directors over major departments, totaling eleven director- 
level officials. 

The 2004 presidential directive reduced the number and elevated the 
FSB director to ministerial status, also granting the first deputy directors 
and deputy directors status equivalent to first deputy ministers and deputy 
ministers. This returns the FSB to a position of ministry within the Russian 


government. State security has held ministerial status through most of the 
Soviet and post-Soviet eras. Feliks Dzerzhinskiy, the first Bolshevik state 
security director, was initially a close adviser to Lenin, and thus held 
practically ministerial status, although he did not receive the formal title 
“people’s commissar” (the Bolshevik equivalent to a government minister) 
until 1923. After the dissolution of the VChK in 1922, the State Political 
Directorate (GPU) that replaced it was reduced bureaucratically and 
subordinated to the People’s Commissariat of Internal Affairs (NKVD). 
However, in 1923, when the Union of Soviet Socialist Republics was 
created, the GPU was renamed the Unified State Political Directorate 
(OGPU) and raised to a status equivalent to a ministry. The OGPU was 
demoted bureaucratically again in 1934 and made the Main Directorate of 
State Security (GUGB) within the NKVD. State security was raised to 
“people’s commissariat” status in 1943, and then changed its name from 
“people’s commissariat” to “ministry” in 1946, along with all Soviet 
ministries. State security briefly merged with the MVD in March 1953 in 
the wake of Stalin’s death. However, in May 1954, state security was split 
from the MVD and again reduced bureaucratically to a state committee, 
becoming the KGB, the name by which it was known for the rest of the 
Soviet era. 

Initially, the KGB director was subordinate to the Council of Ministers, 
without ministerial status; however, KGB director Andropov became a full 
member of the Politburo of the Soviet Communist Party in 1973 and was 
promoted to ministerial status in 1978. The KGB director remained a 
minister up to the disestablishment of the KGB in 1991. Yeltsin ordered in 
December 1991 that the MVD and state security organs be merged into the 
Ministry of Security and Internal Affairs, returning to the construct that had 
existed several times during the Soviet era. However, the early post-Soviet 
environment had changed, and the Russian Constitutional Court ruled the 
merger unconstitutional. State security and internal security each became 
separate ministries in 1992. That lasted until 1994, when former KGB 
elements split further into border guards, signals intelligence, and 
counterintelligence, none of which had ministerial status. The 2004 
reorganization returned the FSB director to ministerial status once again. 

This fluctuation between parity with and subordination to the MVD 
created a rivalry between the two functions that remains today. State 


security officers view themselves as superior in education and training to 
the MVD police, and the MVD views state security officers as placing 
themselves above the law. Yeltsin’s choice of MVD officers Vadim Bakatin 
and Sergey Stepashin to run state security organs in early post-Soviet 
Russia aggravated that rivalry. But a state security officer returned to the 
helm in 1995, and all directors since have had a KGB background. 

Despite the passage of over thirty years since the dissolution of the 
Soviet Union and the disestablishment of the KGB, most senior-level 
leaders began their careers in the KGB. This means that many were born in 
the 1950s, placing them now in their sixties or seventies. Their careers often 
date to the 1970s, as Putin’s did, or the early 1980s. For them, the ascension 
of Andropov to the Politburo while still the sitting KGB director and then to 
the position of general secretary of the Communist Party of the Soviet 
Union was a proud moment when a state security officer—a chekist—was 
ruling the country. Even though Andropov did not begin his career as a 
chekist, seventeen years at the helm of the KGB granted him the privilege 
of that label. 


The Current FSB Director 


At the time of writing, the FSB director is Aleksandr Vasilyevich Bortnikov, 
who was born in 1951. Putin named Bortnikov FSB director in 2008, and he 
is the longest-serving officer in that position. Bortnikov is a firm believer in 
the value of the chekist spirit, and he presented his chekist perspective in an 
interview to commemorate the 100th anniversary of the VChK in 2017. 
When asked whether it bothered him that FSB officers in Russia were often 
called “chekists,” Bortnikov answered, “It doesn’t bother me at all.... The 
history, experience, and traditions that are reflected in the name are not 
limited only to the period of the Cheka’s existence or, as you said, ‘the 
punishing sword of the revolution.’ It is much wider. And denying the word 
‘chekist’ is like consigning generations of our predecessors to oblivion.°” 
Bortnikov began his career in 1975, assigned as a counterintelligence 
officer in Leningrad, where he was a direct colleague of Putin. He likely 
later benefited from Putin’s position as deputy mayor of Leningrad / Saint 
Petersburg, ending his time there as FSB chief of the Leningrad Oblast. He 


moved to Moscow in 2004 to lead the Fourth Service. Since then, 
Bortnikov has gained a reputation for being a Russian hard-liner. After the 
February 21, 2022, Russian State Duma vote recognizing the independence 
of the Luhansk and Donetsk “people’s republic,” Bortnikov stated three 
days before Russian troops invaded Ukraine: 


For several years now, the Lugansk and Donetsk People’s Republics 
and the citizens of those republics have been watching with hope and 
asking the Russian Federation to protect them in their hope to work, 
raise their children, and live in peace. I am absolutely convinced that it 
is necessary to realize their right and protect them. I am convinced that 
the adoption of a decision on the recognition of these republics will 
precisely contribute to this. We will realize this hope unambiguously.* 


Since Russia’s invasion of Ukraine, Bortnikov has claimed that the FSB 
has caught various groups of so-called Ukrainian neo-Nazi terrorists on 
Russian territory, claiming that the FSB has captured explosives, weapons, 
and planners of terrorist acts.? Allegations of Ukrainian terrorism ramped 
up considerably after Russia’s invasion began, with FSB leaders calling for 
“modern forms and methods of prophylactic work,” or in other words, 
giving the FSB greater authorities.® 


Past Directors 


Bortnikov is the seventh and by far the longest-serving FSB director. His 
predecessors came from various backgrounds, with the earlier directors 
chosen for their connections to Boris Yeltsin and the later directors for their 
loyalty to Vladimir Putin. 

General Lieutenant Sergei Vadimovich Stepashin was appointed 
director of the FSK in 1994, just two months after that organization was 
established. He was serving in that position when the organization was 
renamed the FSB in April 1995. His career had been in the MVD, not the 
KGB. Stepashin was an associate of Yeltsin, and he led the State 
Commission to Investigate the Activities of the Committee for State 
Security and the State Committee for the State of Emergency, which was 


responsible for investigating the August 1991 coup. He resigned less than 
two weeks after the Budennovsk hostage crisis and after less than four 
months as FSB director. 

General of the Army Mikhail Ivanovich Barsukov replaced Stepashin in 
July 1995. He had spent his career in Kremlin security, reaching the 
position of deputy commandant of the Kremlin during the Soviet era and 
then as commandant after the August 1991 coup attempt. In 1992, he was 
appointed director of the Main Directorate of Security (GUO), the successor 
to the KGB’s Ninth Directorate, which was responsible for senior leader 
security—the GUO later was subsumed into the Federal Protective Service 
(FSO). In that position, Barsukov led Yeltsin’s personal security service. 
According to Agentura.ru, Barsukov came to the position of FSB director 
with a plan, approved by Yeltsin, to resurrect an organization that contained 
all the powers of the former KGB, although that plan did not materialize 
under Barsukov. He did, however, make changes to the organization, 
including bringing the Alfa special operations unit back to the FSB from the 
MVD. Barsukov was removed under a cloud in June 1996 after less than a 
year as FSB director in response to the so-called Xerox affair, in which 
election officials were caught leaving the White House in Moscow carrying 
a box filled with money that was supposed to support Yeltsin’s 1996 
presidential campaign.’ 

Barsukov was replaced in June 1996 by General Nikolay Dmitryevich 
Kovalev, who was born in 1949 and served in the KGB from 1974. He 
reportedly worked in the Fifth Service of the Moscow regional KGB office, 
which was the regional affiliate of the Fifth Directorate responsible for 
ideological counterintelligence. He deployed to Afghanistan for 
counterintelligence and security duties from 1987 to 1989, when he also 
conducted negotiations with Afghan mujaheddin. He worked in the 
Moscow region until 1994, finishing there as the deputy director of the 
regional FSK office. He was named deputy director of the FSK in 1994. He 
is famous for his claim that the FSB uncovered and surveilled nearly four 
hundred foreign intelligence officers in Russia in 1995 and 1996 and that 
Soviet/Russian state security organizations had not arrested so many spies 
since the time of World War II, when Germany sent agents into the Soviet 
Union.® 


Kovalev was the FSB director during several key moments in Russian 
security history. The Russia-Chechnya Peace Treaty was signed during his 
tenure in May 1997, temporarily ending hostilities in Chechnya and leading 
to the removal of federal forces, including most FSB personnel, from the 
republic.’ Kovalev participated in resolving a hostage situation in Moscow 
in December 1997, in which a Swedish diplomat and his wife were taken 
captive and held for ransom. One FSB officer, Anatoliy Savelev, was 
posthumously awarded the Hero of the Russian Federation Medal for his 
service during the crisis by allowing himself to be exchanged for the 
Swedish diplomat. He then reportedly died of a heart attack, although 
rumors circulated in the Russian press that sniper bullets intended for the 
kidnappers hit Savalev and killed him.!° The case raised more controversy 
when the mother of the claimed terrorist wrote an open letter to a Russian 
newspaper describing FSB investigators’ mishandling of the case.!! 

Kovalev was replaced by an unusual choice of an FSB director: former 
KGB lieutenant colonel Vladimir Vladimirovich Putin. Putin was born in 
1952 and joined the KGB in 1975, serving his first decade in the Second 
Chief Directorate in Leningrad and then moving to the First Chief 
Directorate and to an assignment in Dresden, East Germany, where he was 
working when the Berlin Wall fell in October 1989. He left the KGB in 
1990 to join Anatoliy Sobchak in the office of the mayor of Leningrad, later 
Saint Petersburg, eventually becoming Sobchak’s deputy. 

Hill and Gaddy assess that the chaotic 1990s in Russia, and in particular 
the government crisis of October 1993, during which Yeltsin ordered tanks 
to fire on the parliament building, profoundly affected Putin.!2 Russia’s 
defeat at the hands of Chechen forces in 1996 also left a mark on Putin, as 
did bilateral treaties that the Yeltsin administration signed with individual 
regions of the Russian Federation intending to prevent Russia from splitting 
into multiple pieces as the Soviet Union had.!° Before his appointment as 
FSB director, Putin had served as Yeltsin’s point man for relations with 
Russia’s regions, giving him a front-row seat on the deteriorating center— 
periphery relationship with the regions. In that position, Putin came to 
Yeltsin’s attention for his political abilities and loyalty to Yeltsin. While 
previous FSB directors had become enmeshed in politics, none before Putin 
was more involved in the president’s inner planning. That was to remain 


after Putin became president himself and vaulted the FSB into political 
prominence. 

Yeltsin made a surprise announcement in July 1998 that he was 
removing Kovalev and replacing him with Putin, who was forty-five years 
old. Putin immediately announced that he planned to strengthen the FSB. 
Prime Minister Sergey Kiriyenko stated that Putin’s primary task would be 
to concentrate on domestic economic espionage and illegal capital flight.!¢ 
Putin tried to downplay his relative lack of rank by saying that he and 
Kovalev had both entered the KGB as junior operational officers at about 
the same time, Kovalev in Moscow and Putin in Leningrad.!° He did not 
mention that he was the first—and still the only—FSB director to have 
never reached the rank of general. In November 1998, Yeltsin appointed 
Putin as a permanent member of the Security Council of Russia, elevating 
the FSB into the center of national security decision-making.!® 

On November 20, 1998, Russian State Duma member Galina 
Starovoytova was shot and killed in the entryway to her apartment. As FSB 
director, Putin had a direct role in leading the investigation into her murder. 
A month after the incident, Putin publicly blamed Starovoytova’s friends 
and relatives for impeding the investigation; her supporters held the FSB 
responsible.!” Although the two hitmen responsible for shooting her were 
prosecuted, the parties that ordered her murder have never been identified. 
Starovoytova’s strong opposition to restoring KGB-like power to the 
Russian security services likely played a role in the FSB’s lack of urgency 
to solve the murder. 

Putin distinguished himself by protecting the Yeltsin “family,” which 
included his daughter and several other close political operatives, from 
being investigated for corruption. In April 1999, Putin removed FSB 
officers who were pursuing corruption investigations, including the chief of 
the Economic Security Directorate, Aleksey Pushkarenko, and the chief of 
the Directorate for Counterintelligence Support to Strategic Sites (later 
called Directorate T), Igor Dedyukhin.!® Putin’s loyalty to Yeltsin and his 
sheltering of Yeltsin’s supporters from corruption allegations contrasted 
with the actions of Viktor Barannikov, Yeltsin’s minister of security from 
1992 to 1993. Barannikov, who had sided with Yeltsin during the events of 
1991, refused to throw his unmitigated support behind Yeltsin during the 


1993 political crisis in Moscow. Barannikov reportedly passed information 
about corruption among Yeltsin’s political faction to rivals in the Supreme 
Soviet, leading to Barannikov’s dismissal in July 1993.'° Putin used his 
insider skills six years later to protect Yeltsin’s faction, leading to political 
promotion. 

Putin’s tenure as FSB director lasted just over a year. Yeltsin rewarded 
his loyalty in August 1999 by appointing him prime minister after Sergey 
Stepashin had served in that position for only three months. In Putin’s place 
as FSB director, Yeltsin chose Nikolay Platonovich Patrushev. Patrushev 
was the FSB’s fifth director in its five years, which had followed four years 
of state security instability before the creation of the FSB. Patrushev’s 
appointment as director, and equally importantly, Putin’s appointment as 
prime minister and subsequent election as president, introduced a period of 
stability in the FSB that had not existed in Russian state security since the 
dissolution of the Soviet Union. 

Patrushev is a year older than Putin. They joined the KGB at nearly the 
same time and worked together in Leningrad in the 1970s and 1980s, where 
they reportedly became close friends. Unlike Putin, Patrushev did not leave 
State security at the end of the Soviet era but remained throughout the 
1990s. He came to Moscow in 1994 as chief of the FSK Directorate of 
Internal Security. In October 1998, Patrushev was appointed chief of the 
Directorate for Economic Security and deputy director of the FSB. In April 
1999, he became FSB first deputy director under Putin, then director in July 
1999. 

Patrushev’s time as FSB director began with a series of bombings that 
destroyed apartment buildings in Moscow and Volgodonsk in Russia and 
Buynaksk in Dagestan in September 1999, killing over three hundred 
people. The FSB quickly blamed the explosions on Chechen terrorists; 
however, circumstances surrounding the explosions, as well as the 
conspiratorial nature of the Yeltsin regime overall, gave birth to other 
explanations, some focusing on the FSB as the possible culprit. 

The Russian government’s treatment of the September 1999 attacks did 
little to ease suspicion and conspiracy theories. Investigators detained and 
interrogated hundreds of Chechen nationals living in Moscow; however, the 
individuals arrested or sought for the attacks were Karachais, Uzbeks, and 


Dagestanis, not Chechens.?° The Russian government has never allowed a 
complete, independent investigation into the bombings. When a State Duma 
member, Sergey Kovalev, attempted to conduct an investigation, the FSB 
refused to cooperate.?! Patrushev’s handling of the incident raised further 
questions. The day after the second bombing in Moscow and the third 
bombing in three weeks, local police caught a group of FSB officers in 
Ryazan carrying suspicious sacks that the police identified as explosives. 
The police arrested the officers, but Patrushev’s response was to claim that 
the sacks contained nothing but sugar, and that the event was a security 
training exercise; there was no actual threat of an explosion. The next day, 
Russian forces invaded Chechnya. That event added to conspiracy theories 
that the bombings were the work of the FSB designed as a pretext to launch 
an invasion of Chechnya. 

Multiple authors have attempted to untangle the truth regarding the 
September 1999 bombings.22 When Yuriy Felshtinskiy and Aleksandr 
Litvinenko published a book that blamed the FSB for launching the attacks 
as a false flag operation, Moscow banned the book and included it on a 
federal list of extremist literature. An August 2001 Novaya Gazeta article 
by Felshtinskiy and Litvinenko previewing the book began with the 
sentence, “The era of the ‘honest chekist,’ whom even academic Sakharov 
mentioned as the least corrupt representatives of the special services, has 
ended.”2? The American journalist David Satter, whose book Darkness at 
Dawn chronicles Russia’s descent into a criminal state, wrote, “I’m 
absolutely sure that the FSB is responsible for the explosions of buildings in 
Moscow, Buynaksk, Volgodonsk, and an attempt to blow up a building in 
Ryazan. I think that those terrorist attacks were planned by people around 
Yeltsin—most likely Berezovsky, and Putin became the prime minister 
because he was ready to take part in it.” The American political scientist 
John Dunlop also concluded, based on an investigation of the circumstances 
surrounding the incidents, that the FSB was responsible.2° Others, however, 
including the US diplomat Strobe Talbott and the journalists Andrey 
Soldatov and Irina Borogan, dismiss conspiracy theories placing 
responsibility on the FSB. Soldatov and Borogan blame the FSB’s repeated 
refusals to cooperate with investigations of the incident on paranoia and a 
“crisis of confidence” in the FSB rather than complicity.2° Talbott called the 


reigniting of conflict in and emerging from Chechnya a “gruesome bit of 
luck” for Putin, but that there is no evidence to support a conspiracy 
theory.2” Aimen Dean, a British MI6 agent who penetrated al-Qaeda, also 
claimed to have learned from Chechen jihadists that the bombings were 
perpetrated by the Islamic Emirate as revenge for Russian military excesses 
in the Caucasus.° 

Whether the September 1999 bombings were the work of the FSB to 
create conditions needed to attack Chechnya and restart a war, the FSB’s 
handling of the investigation gave the impression that it was. As Dunlop 
stated, “The modus operandi of Yeltsin and his entourage led more or less 
ineluctably to the growth of various conspiracies.”*? Patrushev’s evasive 
public treatment of the incidents did not help. The attacks were a direct 
factor in launching Putin’s popularity. Putin responded to the attacks using a 
crude Russian phrase, “We will pursue them everywhere. Excuse me for 
saying so: We’ll catch them in the toilet. We’ll wipe them out in the 
outhouse.”2° This phrase gave Putin a down-to-earth, plain-speaking 
reputation that Russians, who were coming to the end of a chaotic, 
humiliating decade, saw as necessary and reassuring. 

The FSB took a more aggressive posture during Patrushev’s tenure, 
expanding its external operations, including foreign intelligence collection 
and assassinations of traitors and Chechen militant leaders. The FSB 
returned more closely to its KGB heritage with the dissolution of the Border 
Guard Service and FAPSI in 2003, their functions folding into the FSB. 
Between 2004 and 2020, at least twenty-one Chechens were the targets of 
Russian assassinations, either with direct FSB participation or through FSB 
support to hitmen associated with Moscow-sponsored Chechen president 
Ramzan Kadyrov.*! 

A few months after the Russian State Duma adopted a 2006 law 
authorizing assassinations (see above), Patrushev himself was likely behind 
the assassination of Aleksandr Litvinenko in London. Litvinenko’s 
unrelenting anti-Putin campaign abroad, including his book accusing the 
FSB of complicity in the September 1999 terrorist attacks in Russia, had 
transformed him from a nuisance into a threat. As noted previously in this 
book, the radioactive polonium used to kill Litvinenko is reported to have 
come from a research institute affiliated with the FSB Science and 


Technology Service. Litvinenko began his career in the MVD internal 
troops and was recruited as a KGB Third Chief Directorate secret 
collaborator to report on disloyalty within those troops. He joined the KGB 
formally in 1986 and became a military counterintelligence officer in 1991. 
By the late 1990s, he began to complain about corruption within the FSB, 
and he emigrated to the United Kingdom in 2000. During the British 
investigation into Litvinenko’s November 2006 assassination, his wife 
Marina testified that he was aware of connections between the FSB in Saint 
Petersburg and the Tambov organized crime group, which was involved 
with smuggling heroin from Afghanistan into Russia. According to his 
wife, Litvinenko was convinced that Putin and Patrushev were both 
colluding with that criminal activity. The British investigation concluded 
that “the FSB operation to kill Mr Litvinenko was probably approved by Mr 
Patrushev and also by President Putin.”°? 

Patrushev lasted over eight years as FSB director, until May 2008, when 
he was named the secretary of the Security Council, keeping him in Putin’s 
inner circle. He was replaced by Bortnikov, another close associate of 
Putin’s from the Leningrad KGB days. 


Senior FSB Leaders 


The current senior leaders of the FSB come from a broad spectrum of state 
security experience. Senior leaders include those at the director / deputy 
director level and those who lead major FSB services. Even at the level of 
senior directors, there are some about which little is known publicly. For 
example, the birthdate, employment date, and rank of Anatoliy 
Anatolyevich Sablin, the director of the Social Welfare Service (SSBO), are 
not publicly available. Nevertheless, trends emerge from the available 
information. 

Eight of the sixteen most senior FSB leaders are confirmed to have 
begun their state security careers in the Soviet-era KGB, while four others 
for whom the date of their entry into state security is not publicly known are 
old enough to have worked in the KGB. Only two are confirmed to have 
begun their state security career after the dissolution of the Soviet Union, 
one of which, Sergey Borisovich Korolev, is closely connected to the 


Leningrad / Saint Petersburg clan. They are a mix of longtime professionals 
in their field, such as special operations or military counterintelligence, 
along with Leningrad / Saint Petersburg clan members who have benefited 
from Putin’s patronage; at least six of the sixteen began their careers in 
Leningrad. 

Another noticeable trend is that almost all have Russian ethnic 
surnames—it is rare for a representative of a non-Russian ethnic group to 
reach a senior FSB center position. While it is not as unknown for a non- 
Russian ethnic officer to be appointed a regional FSB directorate chief— 
surnames such as Ibragimov, a Tatar name, are seen occasionally—it is still 
uncommon. All senior FSB officials are male—there has never been a 
female FSB director-level official. 

Table 4.1 gives brief biographies of the FSB Headquarters senior 
leaders. First deputy FSB director Sergey Borisovich Korolev is one of the 
exceptions to Soviet-era service. He is relatively young among the senior 
FSB leadership. He was born in 1962 and tumed sixty in July 2022. 
Korolev followed a career unlike most other senior FSB officers. He 
worked for a private security company beginning in 1993 and remained 
there during the chaos of the 1990s. He came late to federal service, joining 
the FSB in 2000 in Directorate M, then an element of the Fourth Service. 
While in that position, he reportedly became enmeshed with organized 
criminals, the Makozov Group, while also feuding with local Saint 
Petersburg police. Based on those controversies, he was removed from the 
FSB in 2004 and assigned to the Federal Tax Service, where the director 
was Anatoliy Serdyukov. Serdyukov is reportedly a friend of Korolev’s 
family; he is the son-in-law of Korolev’s father’s hunting partner, Viktor 
Zubkov, who served as Putin’s prime minister in 2007-8, and then as first 
deputy prime minister during Putin’s brief tenure as prime minister from 
2008 to 2012.°° Serdyukov worked as minister of defense alongside 
Zubkov beginning in February 2007, and Korolev followed him there to 
become a special assistant with the portfolio of the GRU. Korolev moved 
back to the FSB in late 2011 or early 2012 to serve as the director of the 
FSB’s Internal Security Directorate, where he oversaw high-profile 
corruption cases.°* In July 2016, he was named as director of the Fourth 
Service. Then, in February 2021, Putin named Korolev the first deputy FSB 


director and promoted him to full general. He was fifty-eight years of age at 
the time. 

Vladimir Grigoryevich Kulishov was appointed chief of the Border 
Guard Service and first deputy FSB director in March 2013 and promoted 
to full general. Kulishov was born in 1957. He initially studied as a civil 
aviation engineer in Kyiv and worked in an aircraft factory until he entered 
the KGB Higher School, from which he graduated in 1982. Little is known 
of his career from 1982 to 2000; however, he was awarded medals that 
possibly provide some clues. He wears the medal “For Services in 
Counterintelligence” and the badge “Honored Counterintelligence Officer,” 
as well as the badge “For Polar Service.” He moved to FSB Headquarters in 
2000. For a brief period in 2003 and 2004, he was the chief of the FSB 
directorate for the Saratov Oblast, and then he returned to FSB 
Headquarters to be the first deputy chief of the Directorate for the Fight 
Against Terrorism in the FSB Second Service. He served for another brief 
period as the chief of the FSB Directorate for the Chechen Republic, and 
then in 2008 as deputy director of the FSB and chief of the National 
Antiterrorist Committee. He was in that position when he was named the 
chief of the Border Guard Service at the age of fifty-five. 


Table 4.1 
Senior FSB Leadership as of May 2022 


Birth State 


Name Position Year Security Background 
Aleksandr Vasilyevich Bortnikov FSB director 1951 1975 Began in Leningrad 
Sergey Borisovich Korolev First deputy FSB director 1962 2000 Background in Leningrad; private security 
company before joining FSB 
Vladimir Grigoryevich Kulishoy First deputy FSB director and chief of Border 1957 1982 
Guard Service 
Aleksandr Nikolayevich Kupryazhkin — State secretary 1957 1983 
Igor Gennadyevich Sirotkin Deputy FSB director, chief of the National Antiterrorism 1960 1983 Began in Leningrad 
Committee apparatus 
Vladislav Vladimirovich Menshchikov — Director, First Service, Counterintelligence (SKR) 1959 1983 Began in Leningrad; left state security to 
go into banking in 1997; returned in 
2014 
Aleksey Semenovich Sedov Director, Second Service, Service for Defense of the 1954 1980 Began in Leningrad 
Constitution and Fight against Terrorism (SZKSiBT) 
Nikolay Petrovich Yuryev Director, Military Counterintelligence (DVKR) Early ” Background in strategic rocket forces 
1960s? 
Sergey Sergeyevich Alpatov Director, Fourth Service, Economic Security Service (SEB) 1959 7? 
Sergey Orestovich Beseda Director, Fifth Service, Service for Operational 1954 7? 
Information and International Relations 
Service (SOLiMS) 
Yevgeniy Nikolayevich Lovyrev Director, Sixth Service, Organizational Personnel Service 1953 1992 
(SOKR) 
Mikhail Vasilyevich Shekin Director, Seventh Service, Support Service (SOD) 1958 ” 
Eduard Vladimirovich Chemovoltsev Director, Science and Technology Service (NTS) 1970? 7? 
Vladimir Vladimirovich Kryuchkoy Director, Control Service (KS) 1955 1977 Began in Leningrad 
Anatoliy Anatolyevich Sablin Director, Social Welfare Service (SSBO) 7? 7 
Aleksandr Yevgenyevich Tikhonov Director, Special Operations 1952 1974 Background in special operations 
Center (TSSN) 


Colonel General Aleksandr Nikolayevich Kupryazhkin serves as the 
FSB state secretary. He was born in 1957 and joined the KGB in 1983. As a 
state secretary, Kupryazhkin is a special assistant to the director and a point 
of contact with other federal agencies. Kupryazhkin formerly led the FSB 
Internal Security Directorate, from which it was rumored that he was fired 
in 2006 because of his alleged participation in a case involving a large 
shipment of Chinese contraband that was shipped into Russia (see chapter 
6). The rumor was never confirmed, and rather than being fired, he was 
promoted. He was named an assistant director of the FSB in July 2011. His 
replacement as chief of the Internal Security Directorate was Sergey 
Korolev, now first deputy FSB director.*° Kupryazhkin was appointed to his 
current position in July 2018. 

Colonel General Igor Gennadyevich Sirotkin was appointed deputy FSB 
director and chief of the National Antiterrorism Committee secretariat in 
2015. He was born in 1960 in Leningrad, joined the KGB in 1983, and 
spent his career in Leningrad / Saint Petersburg. Few specifics are available 
about Sirotkin’s career, except that before his promotion to an FSB 
headquarters position, he was the assistant chief of the FSB directorate for 


Saint Petersburg and the Leningrad Oblast.°° In his current position, he 
represents Russia at international forums related to countering terrorism.°” 

Colonel General Vladislav Vladimirovich Menshchikov has run the 
FSB First Service since 2015. He was born in 1959 and trained as a 
mechanical engineer. He joined the KGB in 1983, serving in Leningrad / 
Saint Petersburg until 1995. Like many KGB officers, Menshchikov left the 
State security service in the 1990s. In 1995, he took a job in the Russian 
Central Bank in Saint Petersburg, and from 1997 to 2000, he worked in the 
Saint Petersburg regional office of the Federal Commission on the 
Securities Market. He then served as the general director of the Russian 
Agency for the State Reserves from 2000 to 2003. He left the government 
banking field in 2003 and entered a private business, working from 2003 
until 2014 as the general director of the Russian defense contracting 
company Almaz-Antey, which manufactures antiaircraft weapons, including 
the highly touted S-400 antiaircraft system. During his time at Antaz-Antey, 
he had time to complete a dissertation to become a candidate of technical 
sciences, the Western equivalent of a PhD, in 2006. His dissertation was 
directly related to his work. It was titled “Development of Organizational 
and Economic Methods for Managing a Military-Industrial Company in a 
Market Economy: Based on the Experience of Joint Stock Company Air 
Defense Corporation Almaz-Antey.” He went on to earn a doctorate in 
economic sciences in 2009, completing the dissertation titled “Formation 
and Development of Backbone Integrated Structures of the Defense 
Industry: Based on the Experience of the Radio-Electronic Complex.” He 
subsequently published both his dissertations as books.°® Menshchikov’s 
ties to the Saint Petersburg KGB clan eventually brought him back into 
State security. In 2014, Putin brought Menshchikov into the presidential 
administration to lead the Directorate for Special Programs (GUSP), where 
he worked with another Saint Petersburg KGB officer, Sergey Borisovich 
Ivanov. The GUSP is the heir of the KGB Fifteenth Directorate and 
administers senior leader emergency shelter sites around Russia. Then, in 
2015, Putin appointed Menshchikov to be the chief of the FSB First 
Service.°9 

Colonel General Aleksey Semenovich Sedov has led the FSB Second 
Service since 2006. He was born in 1954 and graduated from the Saint 


Petersburg State University of Aerospace Instrumentation. He joined the 
KGB in 1980, working in Leningrad as an operational-technical officer. He 
later worked in the antismuggling unit of the Saint Petersburg KGB office. 
He worked in state security until 1992, when he left to join the Federal Tax 
Police Service, where he worked in various capacities in Saint Petersburg 
and Moscow until 2003, when the Tax Service was disestablished and most 
of its functions were transferred to the newly formed State Drug Control 
Service. Sedov was appointed assistant director of the Main Directorate of 
the State Drug Control Service in the Northwest Federal District, which 
includes Saint Petersburg. He was promoted to be the agency’s assistant 
director in 2004. He joined the FSB in 2006, when he was appointed to his 
current position.*? Sedov’s name was in the Moscow news in 2009, when 
he and his family were injured in a car crash while riding in an FSB-owned 
Mercedes Benz. Sedov’s vehicle attempted to skirt around a traffic jam by 
turning on its flashing lights and swerving into oncoming traffic when it 
collided with another car. When his vehicle encountered the traffic jam, 
Sedov reportedly told the driver that he had to urgently get to the Olympic 
Sports Complex; the urgency was apparently related to an Elton John 
concert that evening at that venue. Sedov’s accident was one of a series of 
similar incidents involving FSB drivers around the same time.*! 

Colonel General Nikolay Petrovich Yuryev has led the FSB Military 
Counterintelligence Department (DVKR) since 2015. Few details are 
available about Yuryev’s life and career. He reportedly graduated in 1982 
from the Radio Technical Department of the Rostov Higher Command- 
Engineering Military Academy for Missile Forces (RVVKIU RV), likely 
placing his birthdate in the early 1960s.42 His daughter, Aleksandra 
Nikolayevna Yuryeva, was born in 1983 in Mirniy, Archangelsk Oblast. 
Mirniy is a closed town associated with the nearby Plesetsk Cosmodrome, 
which served as an intercontinental ballistic missile launch site during the 
Soviet era. Yuryev’s stationing there the year after graduation is consistent 
with his education at a missile forces academy. At what point in his career 
he joined state security is not publicly available. His public statements are 
mostly limited to extolling the greatness of military counterintelligence. In 
2018, he claimed publicly that, over a five-year period, DVKR had 
prevented four terrorist attacks against Russian forces and had neutralized 


the activities of twenty-five terrorist and extremist groups.*? Most public 
mentions of him report his attendance at the openings of memorials to 
Soviet-era state security personnel.** The topic for which he is best known, 
however, is an investigative report published in 2020 describing the lavish 
lifestyle of Yuryev’s daughter Aleksandra, her plush apartment, her multiple 
luxury cars, and her expensive vacations. The report, published on the 
Russian investigative journalist site The Insider, claims that her lifestyle 
well exceeds her and her father’s combined salaries.*° 

Colonel General Sergey Sergeyevich Alpatov is the interim director of 
the FSB Fourth Service. Before filling this position, he had a career in 
anticorruption. He was born in 1959, but information about his initial state 
security employment is unavailable. He had previously served in the FSB 
Internal Security Directorate until 2013. From then until 2018, he was the 
director of Directorate M. He made a public name for himself as a 
corruption fighter in Directorate M in 2016 when he was associated with 
the arrests of officials from the MVD and the Federal Drug Control Service. 
In 2018, he was appointed as a first deputy director of the Fourth Service.*® 
Then, in March 2021, he was named interim chief, after Sergey Korolev 
was promoted to the position of first deputy FSB director.*’ It is unclear 
how long Alpatov will remain in an interim position; however, Kommersant 
speculated at the time of his appointment that his promotion to Fourth 
Service director was only a matter of time.*® Dossier Center identified what 
it claims is a luxurious 150-million-ruble (over $2 million) mansion located 
in an elite neighborhood on the outer Moscow ring road, registered with 
Alpatov’s wife in a shallow cover name. The couple have reportedly owned 
the mansion since 2001.49 

Colonel General Sergey Orestovich Beseda is the chief of the FSB Fifth 
Service. He was born in 1954. The date that he entered into state security 
duty is not publicly available; however, a report on a Russian nationalist 
website cited Beseda as saying that he had worked in Cuba in the late 
1990s.°° At some point, according to Soldatov and Borogan, he worked in a 
section that supervised the Russian Presidential Administration.°! He joined 
the directorate where he now works in 2003, when he was assigned as the 
deputy department chief, then chief of the Operational Information 
Coordination Directorate of the FSB Analysis Forecasting and Strategic 


Planning Department (DAPSP). In 2004, he was named the first deputy 
chief of the Fifth Service and the chief of DAPSP. In 2009, he was 
promoted to service chief. In that position, he traveled throughout the 
former Soviet space developing intelligence relationships and undermining 
those of other countries to prevent what Russia perceived as “color 
revolutions.” 

Beseda traveled to Kyiv in February 2014 during the Maidan 
Revolution and requested a meeting with Viktor Yanukovich, although he 
was reportedly not received. The Ukrainian government subsequently sent a 
diplomatic note to the Russian government asking to question Beseda about 
his activities during the event, which resulted in 130 dead and over 1,100 
injured. The Russian government claimed that he was there to oversee the 
security of the Russian Embassy and refused the request to question him.° 
Beseda was placed on a US and European Union sanctions list in 2014.°° 
Ukrainian reporting subsequently claimed that Beseda commanded the 
security services of the self-proclaimed “Luhansk People’s Republic” and 
“Donetsk People’s Republic.” Beseda became even more prominent in 
March 2022, when Soldatov and Borogan claimed that he had been arrested 
for incompetence in his directorate’s forecasts regarding an armed invasion 
of Ukraine and also for embezzling money from the funds set aside for 
supporting the invasion of Ukraine.°* They report that he was initially 
placed under house arrest, and then he was remanded to the Lefortovo 
CIZO in Moscow.°° However, the Russian Investigative Committee denied 
reports that Beseda had been arrested, and Beseda reportedly spoke at the 
funeral of the former KGB chief of analysis, Nikolay Leonov, in late April 
2022.°© Soldatov interpreted that report and public appearance as an 
indication that the FSB was trying to cover up the public revelations of 
Beseda’s arrest.°” 

Colonel General Yevgeniy Nikolayevich Lovyrev is the chief of the 
Sixth Service, the Organizational Personnel Service (SOKR). He previously 
served as an FSB deputy director from 2001 to 2004, when the number of 
deputy directors was reduced. He was born in 1953 and graduated from the 
Moscow Aviation Institute in 1976, but he did not begin his state security 
career until 1992. He was assigned to his current position in 1999, making 
him one of the longest-serving senior officers in the FSB. He is the chief 


personnel officer for the FSB, and he travels around the country in that role 
introducing newly appointed officers to new leadership positions.°® He led 
the FSB’s management of mercenaries fighting in the Donbas region of 
Ukraine in 2014, according to Ukrainian reporting.°? He simultaneously 
serves as president of the Dinamo women’s volleyball club and chairman of 
the regional public sports organization Dinamo-24. He is also a member of 
the presidium of the National Civil Committee on Cooperation with Law 
Enforcement, Legislative, and Judicial Agencies.©° Soldatov and Borogan 
reported that Lovyrev was among several senior FSB officers who received 
a free plot of land in the prestigious Gorkiy-2 neighborhood west of 
Moscow in 2003-4. The land was valued at about $2.5 million.®! Lovyrev’s 
son, Dmitriy, is a partner in a high-powered Moscow law firm.® 

Colonel General Mikhail Vasilyevich Shekin leads the FSB Activity 
Support Service (SOD), where he is known as the FSB’s “3aexo3” (supply 
manager). He was born in 1958; the date he entered state security duty is 
not publicly available. He has been in his current position since 2007.°° He 
controls all purchases that the FSB makes across all functions, giving him 
access to large amounts of money. He is among a group of twelve FSB 
officers who own a patent on a method for marking and identifying a 
material object. The patent was registered in 2007 by the FSB Criminal 
Forensics Institute, indicating that may be where Shekin was before his 
current position.°* Shekin is also involved in sponsoring a Russian 
volleyball club. He is the president of the observer committee of the All- 
Russian Federation of Volleyball (VFV) and president of the Dinamo 
volleyball sports club.®° One of his daughters, Yuliya Tikhomirova, owns a 
sports resort called VolleyGrad in Anape on the Black Sea coast, which 
serves as the training location for Russian national volleyball teams. His 
other daughter, Anastasiya Zadorina, a fashion designer, owns a company 
that supplies the uniforms for Russia’s Olympics team.°° Zadorina 
circulates among the rich and powerful of Moscow, including reportedly 
traveling in March 2022 to Dubai with Kirill Shamalov, the ex-husband of 
Putin’s daughter Katerina Tikhonova, to celebrate his birthday.°’ 

Colonel General Eduard Vladimirovich Chernovoltsev, director of the 
FSB Science and Technology Service (NTS), has been in his position since 
2019. He replaced Andrey Fetisov, who was removed partially due to his 


age—seventy years—and partially in reaction to the arrests of FSB officers 
for corruption. Chernovoltsev started being named to Russian government 
commissions in 2019.°° Little is known about his background; he may have 
been born in 1970, making him one of the youngest senior officers in the 
FSB. That age would also indicate that his career in state security likely 
began after the dissolution of the Soviet Union. He provided an 
introductory statement for the InfoForum information technology security 
conference, scheduled for June 2022, which the organizers posted on the 
conference website. The statement was written sometime after February 24, 
2022, as it referenced Western sanctions levied against Russia.”? 

Colonel General Vladimir Vladimirovich Kryuchkov leads the FSB 
Control Service. He was born in 1955 and became a KGB officer in 1977 
after graduating from the KGB Academy. Although his patronymic 
suggests a possible relationship with Vladimir Aleksandrovich Kryuchkov, 
the last director of the KGB, there are no publicly available data confirming 
a family connection. Vladimir Vladimirovich Kryuchkov was reportedly 
among a group of state security officers from Leningrad / Saint Petersburg 
who spent their leisure time together. That group, including Kryuchkov’s 
relative Viktor Ivanov, who led the Federal Drug Control Service from 2008 
to 2016, reportedly moved to Moscow gradually after Vladimir Putin made 
his name there.”! Kryuchkov began working in Leningrad in 1982, rising 
from a line officer to the director of the Economic Security Service of the 
Saint Petersburg FSB directorate.’? In 2002, he was appointed chief of the 
FSB directorate for the Lipetsk Oblast, south of Moscow. He was in that 
position less than two years.’? Kryuchkov moved to Moscow in 2004, when 
he was appointed the director of Department M, where he was reportedly 
involved in money laundering; Directorate M became increasingly corrupt 
under his leadership.’* That activity included sheltering corrupt officials in 
the ministries for which Directorate M was responsible and taking a cut of 
the proceeds, while taking bribes to protect corrupt banks from federal 
prosecutors.’° He was appointed to his current position in 2010. 

Anatoliy Anatolyevich Sablin is the chief of the FSB Social Welfare 
Service (SSBO), which is responsible for equipping and running FSB 
health, recreation, and welfare facilities. Little is known about Sablin’s 
background. He has led the SSBO since about March 2019. In that position, 


he is listed as the owner of the Federal State Public Enterprise “Social 
Welfare Service,” which is an incorporated entity that provides services for 
the FSB.’© In 2010, a person named Anatoliy Anatolyevich Sablin 
liquidated his ownership of a company called the Interregional Inspection 
of the Federal Tax Service for the Altai Kray.’’ It is unclear whether this is 
the same person; if it is, it might indicate that Sablin had formerly worked 
for the Tax Service. 

Colonel General Aleksandr Yevgenyevich Tikhonov is the chief of the 
FSB Special Purpose Center (TSSN). Tikhonov was born in 1952 and joined 
the Tajikistan Republic KGB in 1974 after graduating from the KGB 
Academy. He is a career special operations officer. In Tajikistan, he was 
involved in responding to various international conflicts, Afghanistan likely 
being prominent among them. He was transferred to KGB headquarters in 
Moscow just before the dissolution of the Soviet Union, and he remained at 
headquarters through the period of the MB/FSK and after the FSB was 
established in 1995, where he worked in various counterorganized crime 
organizations. In 1996, he was named first assistant director of the Alfa 
special forces unit. He was named the first (and so far, only) chief of the 
combined FSB TsSN when it was created in October 1998. He was the on- 
scene commander of special troops during the Dubrovka Theater hostage 
crisis in October 2002, for which he was awarded the Hero of the Russian 
Federation Medal—then—-FSB director Patrushev and FSB deputy director 
Vladimir Pronichev were also given the same award, despite the disastrous 
outcome of the hostage crisis.’® He later also commanded the special 
operation response to the Beslan hostage crisis in 2004, which also resulted 
in large numbers of noncombatant fatalities.” 

As noted in these biographies, rumors of corruption among senior FSB 
officers are constant. Their access to large amounts of money, whether 
through their regulation of banks, through the purchases of supplies and 
equipment for the FSB, or through their affiliation with corporations, has 
proven to be tempting for senior officers who enjoy significant power in the 
Russian government system. According to the Dossier Center, the primary 
motive of many FSB officers is to be promoted into a position that offers 
financial benefits. Thus, FSB officers constantly strive for promotion and 
will do whatever is necessary. One subject of an FSB investigation stated 


that when FSB officers interrogated him, they were trying hard to obtain 
evidence of espionage. Espionage is a high-profile allegation that can 
benefit an officer’s career if he can make it stick. The FSB subject, Mikhail 
Savva, stated, referring to his FSB interrogators, “They openly told me that 
I was necessary for their career.”®° The higher the rank and position in the 
FSB, the more financial benefits are available (see chapter 6 for more 
information about FSB corruption). 


Future Leaders 


As senior FSB leaders with KGB backgrounds reach the ends of their 
careers, the FSB will need to look for younger officers who never served 
during the Soviet era to take their places. The next generation of senior 
leaders will likely come either from among regional FSB directorate chiefs, 
or from among the protégés of current senior leaders, such as those from 
Saint Petersburg. 

Regional FSB directors include those who lead _ eighty-one 
geographically designated FSB directorates, usually at the oblast or republic 
level, and nine who lead FSB directorates attached to military districts, fleet 
headquarters, and Strategic Rocket Forces headquarters. Two other FSB 
regional directorates have special assignments, one for the Main Directorate 
of the Russian General Staff (Russia’s military intelligence service) and one 
for special government infrastructure facilities, such as senior leader 
emergency shelters. Two regional directorates, the Kaliningrad Oblast and 
Crimea, double as special military facilities and regional offices: 
Kaliningrad monitors the Baltic Fleet and forces, and the Crimea office is 
responsible for the port at Sevastopol. 

Directors of regional FSB directorates are mostly general majors 
(onestar) or colonels. They are, on average, younger than senior leaders, 
having been born in the late 1960s and 1970s. Most began their state 
security careers in the 1990s, after the dissolution of the Soviet Union. They 
rotate every three to five years, and it is common for a regional director to 
rotate from one region directly to another, and sometimes even to a third, 
never stopping in an FSB headquarters position in between. However, 
several senior leaders also spent time during their careers in regional 


directorships. Patrushev was the FSB chief of the Karelia republic in the 
mid-1990s; Bortnikov was the regional director of the FSB office 
responsible for Saint Petersburg and the Leningrad Oblast in the 1990s; and 
Vladimir Kryuchkov, who leads the FSB Control Service, was the regional 
director of the FSB office in the Lipetsk Oblast in the early 2000s. Other 
future senior FSB leaders could come from among current regional 
directors. 


Notes 


Russian Federation, Federal Law 40-FZ. 

President of Russia, Resolution 870. 

Fronin, “FSB Highlights.” 

“Bortnikov: The Hope of Citizens.” 

“Bortnikov Announced.” 

“Nine Terrorist Crimes.” 

“Barsukov Mikhail Ivanovich.” 

Belov, “Quarter Century.” 

Stanley, “Yeltsin Signs Peace Treaty.” 

10. Topol, “‘Alpha.’” 

11. Kolomytseva, “My Son.” 

12. Hill and Gaddy, Mr. Putin, 25-26. 

13. Hill and Gaddy, 31-32. 

14. Dolgov, “Appointment.” 

15. “New Job.” 

16. “Yeltsin Appoints ‘Permanent’ Members.” 

17. “Russian Security Chief Accuses Murdered MP’s Family”; Kaluzhskaya, “Ten Years.” 
18. Dunlop, Moscow Bombings, 33-34; “Newsline.” 
19. Ebon, KGB, 105-6; Knight, Spies, 65-69. 

20. Steele, “Chechens”; Allenova, “Only One Bomber.” 
21. Eckel, “Two Decades.” 

22. The most prominent was Dunlop, Moscow Bombings. 
23. Felshtinskiy and Litvinenko, “FSB,” which is a preview of their book, Blowing Up Moscow. 
24. Satter, Darkness; Volchek, “‘AIl of Russia.’” 

25. Dunlop, Moscow Bombings. 

26. Soldatov and Borogan, New Nobility, 109-12. 

27. Talbott, Russia Hand, 356-58. 

28. Dean, Nine Lives, 200-201. 

29. Dunlop, Moscow Bombings, 17. 

30. Dixon, “Chechen War.” 

31.  Riehle, Russian Intelligence, 208-9. 

32. UK Government, Litvinenko Inquiry, 15, 246. 

33. “Top Russian FSB Official.” 

34. Vyshenkov, “Main Editor.” 


Se Se ee 


oop 


36. 
CVe 
38. 
39. 
40. 
41. 
42. 


43. 
44. 


45. 
46. 
47. 
48. 
49. 
50. 
ol, 
52. 
ef 
34. 
ooh 
56. 
ais 
58. 


fe F 
60. 


61. 
62. 
63. 
64. 
65. 
66. 
67. 
68. 
69. 
70. 
rae 
v2. 
#3; 
74. 
75. 
76. 
FF 


“Major Staff ‘Purge’”; “Kupryazhkin Aleksandr Nikolayevich”; “Directorate of Internal 
Security.” 

“Sirotkin Igor Gennadyevich”; National Antiterrorism Committee, “Staff.” 

“Deputy Director of the FSB.” 

“Menshchikov Vladislav Vladimirovich.” 

Pertsev, “Vladislav Menshchikov.” 

“Sedov Alexei,” Putin’s List. 

Kudryavtsev, “General’s Family.” 

List of general officers who are alumni of the RVVKIU, 
http://pomctap.narod.ru/RV VKIU_RV/general.htm. 

“FSB Report about the Prevention of Terrorist Acts.” 

Republic of Karelia, “New Memorial”; “Memorial to the Defenders of the Fatherland”; 
“Tribute to the Ancestor’s Deeds.” 

Yezhov, “Russian Federation.” 

Sergeyev, “Corruption Fighter”; “‘FSB Spetsnaz.’” 

“Putin Names First Deputy Director.” 

Sergeyev, “From SEB.” 

“Alpatov of the FSB.” 

Ermolov, “Head of the FSB Fifth Service.” 

Sodatov and Borogan, New Nobility, 212-14. 

Gavrilov, “Ukraine Wants to Question FSB General.” 

“EU Targets Russian Officials.” 

Soldatov and Borogan, “Putin Began Purges.” 

Porter, “Senior Russian Official.” 

“SK Denies Information”; Ermolov, “Head of the FSB Fifth Service.” 

Standish, “Interview.” 

See, e.g., “Colonel G. Drachev Appointed”; “Biography of the New Chief”; and “New Chief, 
Colonel Tataurov.” 

“Russian Mercenaries.” 

“Jlopbipes Esrenuii Huxonaesuy” (Lovyrev Yevgeniy Nikolayevich), Moscow Institute of 
Aviation, https://history.mai.ru/personalities/item.php?id=113822. 

Soldatov and Borogan, New Nobility, 79. 

Sokolova, “Where Does the Money for Expensive ‘Velvet Revolutions’ Come From?” 

“Senior Officers Invited.” 

“Method for Marking.” 

“Birthday of the President”; “Family of the ‘FSB Supply Chief.’” 

“Shekin Mikhail Vasilyevich.” 

Stewart, “Putin’s Billionaire.” 

“Bortnikov to Lose His Right Hand.” 

President of Russia, Resolution N1618-r; Russian Federation, Order 628. 

“Eduard Chernovoltsev.” 

“Economic Security Service.” 

“Kryuchkov Vladimir Vladimirovich.” 

Denisenko, “Native Kursk Leads.” 

“Directorate ‘M,’” Dossier Center. 

“Directorate ‘M.’” 

“Federal State Public Enterprise.” 

“Individual Proprietor.” 


78. “Tikhonov Aleksandr Yevgenyevich”; Soldatov and Borogan, New Nobility, 140, 153. 
79. “Tikhonov Aleksandr.” 
80. “Service for Defense of the Constitutional Order.” 


5 


International Partners 


The FSB is represented outside Russia in numerous countries worldwide for 
two primary purposes: to perform law enforcement and counterterrorism 
liaison to facilitate Russia’s control of its former empire, and to extend the 
FSB’s intelligence collection reach. Some of this foreign presence is 
declared to foreign partners, and some is clandestine. 


Foreign Liaison and Cooperation; Control versus Sharing 


Several FSB elements maintain declared relations with foreign partners. But 
this cooperation has occasionally been met with uneasy reactions from 
“chekists.” When the Soviet Union dissolved, the remnants of the KGB 
opened their doors to cooperative relations with foreign powers to combat 
Russia’s problems: organized crime, unsecure nuclear components, 
terrorism, and counterintelligence. The last KGB director, Vadim Bakatin, 
famously went as far as revealing to US ambassador Robert Strauss the 
existence and locations of KGB listening devices inside the new US 
Embassy building in Moscow as a sign that the Soviet Union was putting 
the past behind it.! Strauss reported that Bakatin made this revelation out of 
a sense of cooperation and goodwill, with “no strings attached.” Bakatin’s 
action encountered harsh criticism within the state security apparatus, 
including allegations of treason.* 


During the 1990s, the FSB’s declared liaison presence grew, with FSB 
officers responsible for formal counterintelligence and law enforcement 
liaison reportedly serving at forty-nine Russian embassies worldwide. The 
first such declared position was in Kazakhstan, and others soon followed in 
other post-Soviet states. FSB embassy-based representations are the rough 
equivalent of FBI legal attaché offices. In most countries, they are usually 
small, often only one or two officers, although in some former Soviet states 
—like Armenia, Kyrgyzstan, and Tajikistan—they are likely much larger. 

The FSB posts officers abroad to certain foreign entities, such as 
Kyrgyzstan, with which Russia has security treaties, and the unrecognized 
breakaway regions of Abkhazia and South Ossetia, as specialists to provide 
“advisory and methodological assistance to their special services and law 
enforcement agencies during operational-investigative and _ special 
activities.”* Additionally, military counterintelligence officers are posted to 
locations where Russian military forces are deployed abroad—including 
Abkhazia, South Ossetia, and Kyrgyzstan, as well as Tajikistan, Armenia, 
Syria, Vietnam, and the unrecognized breakaway region of Transnistria. 
Military counterintelligence officers likely also deploy with Russian 
occupation forces in Ukraine, especially in light of reports of Russian 
troops in Ukraine refusing to fight. 

The FSB runs the Antiterrorist Center of the Commonwealth of 
Independent States (CIS), which on the surface is a venue for CIS states to 
coordinate counterterrorism information and operations, but also serves as a 
mechanism for Moscow to influence the priorities and threat perceptions of 
CIS states’ national security structures. Its director as of early 2022 was 
FSB general colonel Yevgeniy Sysoyev, whose state security career began 
in the KGB and continued into the post-Soviet state security structure. From 
2013 to 2015, Sysoyev was the FSB deputy director and chief of the 
National Antiterrorism Committee; and from 2016 to 2018, he led the 
executive committee of the Shanghai Cooperation Organization (SCO) 
antiterrorism structure.° 

The Border Guard Service has the authority to interact directly with the 
border guard services of other countries, especially with the fourteen 
countries that share land borders with Russia, and with the United States 
and Japan, with which Russia’s maritime claims intersect.® Russian border 


guards are also posted to borders outside Russia in other post-Soviet states. 
From the dissolution of the Soviet Union until 2005, Russian border guards 
protected the border between Tajikistan and Afghanistan. Although Russian 
border guards left Tajikistan in 2005, a border guard advisory group 
remained, and Russian officers continue to train and exercise with 
Tajikistani border guards.’ Russian border guards also provide security on 
Armenia’s border with Iran and Turkey, based on a 1992 agreement signed 
between the two countries.® After the 2020 Azerbaijan-Armenia War, 
Armenia proposed that Russia control the border with Azerbaijan as well, 
although Moscow declined.’ Russia also serves as the border guard service 
for the unrecognized breakaway regions of Abkhazia and South Ossetia.!° 

The purpose for declared FSB officers is to share law enforcement and 
counterterrorism information of mutual interest. At times, that liaison 
presence has led to cooperation with the United States. For a brief period in 
the early 2000s, particularly after the terrorist attacks on September 11, 
2001, DVKR and the US Department of Defense had an intelligence liaison 
relationship through which each shared information about threats to the 
others’ naval vessels during ports of call. Each organization invited the 
other to its capital for threat briefings and cultural activities for several 
years. During one such event in 2004, Rear Admiral Sergey Korenkov, 
deputy to then—DVKR director Aleksandr Bezverkhniy, led a delegation to 
the United States. !! 

Despite Bezverkhniy’s 2010 interview, in which he identified the United 
States and NATO as Russia’s primary threats (see chapter 3), the two sides 
continued to share some threat information. In 2011, the FSB provided the 
US government with information about Tamerlan Tsarnayev, who in 2013 
became known as the Boston Marathon bomber. The FSB’s data led to 
Tsarnayev being added to the US terrorist watch list. However, when 
Tsarnayev traveled to Dagestan in 2012, US officials did not flag him, 
reportedly because of a spelling error in his name.!* In both 2017 and 2019, 
the US government shared counterterrorism information with the Russian 
government that, according to the Russian media, resulted in the FSB 
thwarting planned terrorist attacks in Russia.!° 

Some Americans involved in those efforts echo Bezverkhniy’s 
skepticism about a Russian-US intelligence-sharing relationship. Former 


Central Intelligence Agency (CIA) officer Steven Hall wrote in 2017 that 
Russian law enforcement organizations, including the FSB, “do not find the 
Western approach to intelligence sharing compelling; in fact, they find it 
quaint and perhaps a bit naive. For the Russians, information truly is raw 
power, and sharing it—even inside the Russian government—is viewed first 
and foremost through a political lens.”!4 The FSB’s liaison relationships 
with former Soviet states likely fall within that description of using 
intelligence sharing for power and influence purposes. Hall joined a group 
of other retired CIA officers in 2020 and put it this way, “Each attempt [to 
share intelligence with Russia] failed . . . for the same reason: Putin’s 
Kremlin is not interested in a constructive relationship with the United 
States. Instead, Putin sees himself in a political war with us. And he 
benefits domestically by blaming the United States for all his ills.”!° In 
other words, Putin has a “chekist mind-set.” 

That perspective seemed to be borne out in the 2016 arrest and severe 
sentencing of TsIB officer Colonel Sergey Mikhailov for sharing 
intelligence about computer-based crimes with the United States. Although 
Mikhailov’s arrest was at least partially based on interagency rivalries 
within Russia, it had a dampening effect on intelligence sharing. Amid the 
turmoil between the United States and Russia, Bortnikov, along with the 
SVR and GRU directors, traveled to Washington in early 2018 for 
discussions with their US counterparts; the content of the meetings was not 
made public.!® Bortnikov had previously traveled to Washington in 2015 
for an international conference on countering violent extremism, but the 
presence of all three Russian intelligence chiefs in Washington at the same 
time was highly unusual.!” Then, in January 2022, after the United States 
had experienced months of damaging ransomware attacks against critical 
infrastructure facilities from Russia-based criminal groups, some 
cooperation reemerged, but only after US president Joe Biden warned Putin 
that the United States would take action against cybercriminals if Russia did 
not.!® Amid tension over Russia’s build-up of troops on Ukraine’s border, 
the FSB loudly proclaimed in January 2022 that it had arrested fourteen 
people associated with a ramsomware group in Russia and seized millions of 
dollars in assets.!9 


FSB officers have also traveled to various former Soviet states as 
clandestine Russian government representatives. Ukrainian security 
officials reported that FSB officers arrived in Kyiv in December 2013, at 
the invitation of the Yanukovich government, in a plane believed to be 
carrying weapons. As noted above, UKZS chief, General Lieutenant 
Aleksey Zhalo, traveled to Kyiv in January 2014 to meet with then— 
Ukrainian president Yanukovich. Ukrainian press also reported that a group 
of FSB generals—including the Fifth Service chief, Sergey Beseda— 
traveled to Kyiv in the midst of the Maidan unrest in February and March 
2014. Two Fifth Service generals, Oleg Khramov and Operational 
Information Department chief Anatoly Bolyukh, reportedly lost their 
positions after Yanukovich was ousted from Ukraine.?? 


Expanding Intelligence Reach 


Another reason the FSB develops liaison relations with foreign countries is 
to expand its global intelligence collection reach. During the Soviet era, the 
KGB had intelligence liaison relationships with many countries. The KGB 
Sixteenth Directorate, for example, operated a Soviet SIGINT facility at 
Lourdes, Cuba, as well as other ground-based SIGINT facilities in Soviet- 
allied countries, including Vietnam, South Yemen, Burma, Mongolia, and 
Nicaragua, along with Afghanistan while Soviet troops were stationed there 
from 1979 to 1989. Those facilities were transferred to FAPSI in 1993, but 
gradually closed during the 1990s due to Russian funding shortages. When 
the FSB subsumed FAPSI’s SIGINT mission in 2003, the legacy of those 
external SIGINT missions transferred with it. Since 2014, Russian 
commentators have made tangential statements that Lourdes should reopen. 
The Russian government has made no formal announcement of such a plan, 
although it has offered to return military support to Cuba, as was provided 
during the Soviet era.*! 

Putin also visited Vietnam in 2013, during which visit the two countries 
signed agreements that allowed Russian ships to pull into Cam Ran Bay, 
where the KGB’s SIGINT facility had been.?? The public statements did not 
mention the reestablishment of a SIGINT base in Vietnam, but the location 
of Russian ships in Cam Ran Bay provides at least the opportunity for ship- 


borne SIGINT there. Further, Yevgeniy Lovyrev, chief of the FSB Sixth 
Service, and Andrey Fetisov, then—chief of the FSB Science and 
Technology Service, received the Vietnamese Order of Friendship at a 
ceremony in Moscow in December 2017. The award was for unspecified 
“active and effective contributions to strengthening the friendship and 
comprehensive cooperation between the Vietnamese Ministry of Public 
Security” and the FSB.2° The public justification for the award was vague, 
but the two named awardees could indicate FSB training of Vietnamese 
technical intelligence personnel. 

Intelligence sharing with India has also received high-level FSB 
attention. Nikolay Patrushev visited India in September 2021 to discuss 
Afghanistan.2* That followed a March 2017 meeting by Bortnikov, which 
publicly focused on counterterrorism. However, the Indian home minister, 
Rajnath Singh, said after the meeting with Bortnikov that cooperation 
between the two countries should cover bilateral, regional, and international 
issues in military and technical, energy, and economic security sectors and 
disaster management.?° No further details emerged about what technical 
cooperation in international issues might mean. 

Russia’s intelligence relationship with India requires a delicate balance 
with other regional powers, especially China and Pakistan. All three are 
members of the SCO as of 2017, but they retain high levels of suspicion 
toward each other. The stated purpose for the SCO is to deepen economic 
and political cooperation between its members, and it has focused heavily 
on security and counterterrorism cooperation. But the relationships 
undoubtedly go beyond counterterrorism issues. Bortnikov was rumored to 
have taken an unpublicized trip to Pakistan in February 2017, the month 
before his publicized visit to India. The visit was reportedly to discuss 
Russia’s_ participation in the China-Pakistan Economic Corridor.?° 
Bortnikov also traveled to China in June 2019, also possibly related to 
economic cooperation.?” 

How deeply Russia’s and China’s intelligence-sharing relationship goes 
is unclear. While Russia and China synchronize their diplomatic strategies 
and conduct combined military exercises, the FSB has regularly accused 
Russians of espionage on China’s behalf. The FSB’s historical narratives 
remind Russians about times when Russia and China were adversaries, such 


as in 1969, when Soviet border guards fought armed battles with Chinese 
forces. The FSB Border Guard Service places a robust presence on the 
Chinese border. Although FSB leaders seldom publicly mention China as a 
current threat, the FSB may not be entirely in synch with other Russian 
government organizations on the question of trusting China. 


Conclusion 


Although the FSB is primarily an internal security service, it conducts a 
spectrum of activities outside Russia that support its internal missions: 
counterintelligence, counterterrorism, and criminal investigations. Some of 
these external operations are declared to the host country for liaison 
purposes, although for the FSB, intelligence sharing is heavily weighted 
toward information control rather than mutual interests. Other external 
Operations are clandestine, including assassination operations and 
intelligence collection. All ultimately support the FSB’s primary mission of 
securing the Putin regime and enriching FSB personnel themselves. 
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Cultural Representations of the FSB 


The FSB is portrayed in popular media inside Russia in contradictory terms. 
The FSB claims to be the defender of Russians’ rights and security, and 
FSB officers often appear as heroic soldiers on the front lines against 
corruption and foreign intrigues. The FSB values this image, and its public- 
facing priorities can partially be discerned by analyzing the traits of FSB 
officers who have received the highest Russian government award, the Hero 
of the Russian Federation Medal. This award—along with publicity events, 
pro-FSB art and literature, and statements by FSB leaders—treveals the 
FSB’s idealized organizational culture. However, the FSB faces a 
simultaneous reality of increasingly visible corruption and incompetence 
that clashes with that ideal. 

The FSB tries to control its image through a mix of public affairs 
programs. Between 1995 and 2020, for example, 59 FSB officers received 
the Hero of the Russian Federation Medal. Of those, 31 were awarded 
posthumously, a considerably higher proportion than average. Up to May 
2022, 1,141 total individuals had been so awarded, 484 of which were 
posthumous, including 108 World War II-era awardees. During the same 
period, 195 officers from the FSB’s rival organization, the MVD, received 
the Hero of the Russian Federation Medal. 

Fifty of the FSB awards were for counterterrorist operations in the 
North Caucasus. The first post-Soviet state security officer recognized as a 
hero was Captain Sergey Gromov, a military counterintelligence officer 


serving with the 106th Guards Airborne Division. Gromov joined the KGB 
in 1990 and was assigned to Chechnya in November 1994, “fulfilling 
military tasks to restore constitutional law and order in the Chechen 
Republic.” He reportedly requested to remain in Chechnya for a second 
deployment. He was killed by a sniper in February 1995, not long before 
the FSK was renamed the FSB.! 

The first recipients of the Hero of the Russian Federation Medal after 
the FSB’s creation were 4 officers serving in Grozny, Chechnya, 3 of whom 
were posthumous. They were among 90 FSB personnel billeted in a 
building in Grozny on August 6, 1996, the first day of the Battle of Grozny, 
when over 100 Chechen militants surrounded the building and demanded 
their surrender. The FSB personnel refused, and a three-day battle ensued. 
The 4 awardees had all been Soviet-era KGB officers and represented the 
FSB’s need to deploy any officers available for duty in Chechnya. The most 
senior of the awardees was Lieutenant Colonel Aleksandr Alekseyev, who 
had been in the KGB since 1982. He was a personnel officer in the Komi 
Republic when he received orders to deploy to Chechnya.? Major 
Vyacheslav Yevskin had been in the KGB since 1987 and as a military 
counterintelligence officer assigned to the Krasnodar Kray in 1992.° Major 
Sergey Romashin began his career in the army and joined the KGB in 1988 
after graduating from the KGB Academy as a border guard officer. In 1992, 
he reportedly asked his father, KGB general Viktor Romashin, to assist with 
a transfer to the Vympel special operations group. He was serving in that 
unit in Chechnya.* Major Sergey Shavrin began his career in the Army and 
transferred to the KGB in 1987, going straight into Vympel. He had 
completed multiple assignments in Chechnya before he was killed. Of the 4, 
Shavrin was the only one who survived the event.° It is unclear how long 
these officers had served together when they fought for their lives alongside 
each other. According to Romashin’s father, he had phoned home the day 
before the battle to tell his family that he would be returning from 
deployment in the next several days.® 

Indicative of the way that Russia reveres its heroes, Romashkin’s 
secondary school in Yuzhno-Sakhalinsk in the Russian Far East was 
renamed in his honor in 1997.’ A memorial was erected to Yevskin, and a 
street was named after him in the town of Anapa, Krasnodar Kray, in 


August 2016.° Several monuments were raised to Alekseyev; a memorial 
bust was erected and a street and school were renamed in his honor in his 
hometown of Ukhta, Komi Republic, in 1999; and in 2017 he was named an 
“honored citizen of the Komi Republic.’” 

Senior FSB leaders have also received the Hero of the Russian 
Federation Medal, likely to showcase the FSB’s leadership, especially in 
combating terrorism in Chechnya. This occurred in particularly the early 
2000s, when five general officers received the medal in three years. General 
Lieutenant Grigoriy Khoperskov, chief of the FSB office for the Republic of 
Chechnya, in February 2000; FSB director, General Colonel (later Army 
General) Nikolay Patrushev, in March 2000; and Vice Admiral (later 
Admiral) German Ugryumov, chief of the FSB Second Department? in 
December 2000, were all awarded the medal for leading the FSB’s 
counterterrorist war in Chechnya. General Colonel Vladimir Pronichev, 
deputy FSB director, in December 2002, was awarded for his role in leading 
the Dubrovka hostage crisis response. General Colonel Aleksandr 
Tikhonov, TsSN chief, was awarded the medal in January 2003 for leading 
counterterrorist operations. These awards sent a public message that Russia 
was winning the war. However, according to Soldatov and Borogan, 
Ugryumov’s award was, in fact, related not to his leadership in countering 
terrorism but to his performance in his previous position as deputy chief of 
the Military Counterintelligence Directorate, where he supervised the 
investigation of the military journalist Grigioriy Pasko, who reported on 
Russia’s dumping of nuclear waste in the ocean.!? Ugryumov died in 2001, 
and a memorial was erected to him in 2004 in his hometown, Astrakhan, 
and another in the city of Stavropol in 2015. 

Like Ugryumov, medal winners are often honored with statues, 
memorials, and even commemorative postage stamps. Since 2012, over 
fifty recipients of the Hero of the Russian Federation Medal have appeared 
on Russian commemorative postage stamps. Of these, eleven were FSB 
officers, all but one of whom received the medal posthumously. The one 
exception was Ugryumov, who died of natural causes only a year after 
receiving the medal. In the ever-present FSB—MVD competition, eighteen 
MVD officers have appeared on postage stamps. 


TsSN is the most decorated element of the FSB. It is the element that 
actively operates against terrorist threats inside Russia and abroad. TsSN’s 
Alfa and Vympel groups have developed legendary status in Russia for their 
supposed bravery and toughness and have been well rewarded. Ten Alfa 
and thirteen Vympel personnel have received the Hero of the Russian 
Federation Medal, most posthumously. The first commanders of both Alfa 
and Vympel were KGB officers who had previously received the Hero of 
the Soviet Union Medal, and five past Alfa group chiefs were medal 
recipients. Alfa was established by Major Vitaliy Bubenin, who was 
awarded the medal as a border guard officer for service against Chinese 
border violations in 1969. Bubenin was honored in the book Gold Stars of 
“Alfa,” which highlights the threat China posed to the Soviet Union.!! 
Vympel was founded by Captain Second Rank Evald Kozlov, an officer in 
the Eighth Department of Directorate S of the KGB First Chief Directorate. 
He was awarded for leading the operation to assassinate Afghan president 
Hafizullah Amin in December 1979. 

Other FSB officers have been awarded the Hero of the Russian 
Federation Medal for different types of missions. In 2007, a member of the 
Aviation Directorate, Vladimir Pismenniy, was awarded the medal, 
although not for an FSB operational mission. Pismenniy began his career as 
a flight navigator in KGB Border Guard aviation and clocked over 5,000 
flight hours, becoming a navigation instructor when the PS merged with the 
FSB in 2003. In 2006 and 2007, Pismenniy was the navigator for an 
experimental helicopter expedition that flew over 9,000 kilometers from 
South America across Antarctica, testing the FSB’s aviation capabilities in 
extreme weather conditions. The awarding of the medal was for his part in 
the expedition. !2 

These public accolades are an attempt by the Russian government to 
exemplify models of bravery, sacrifice, leadership, and patriotism for 
Russian society. The Russian website Heroes of the Country (Iepou 
Cmpaub!), which lists all known awardees both during and after the Soviet 
era, is dedicated to publicizing the “example of military feats by defenders 
of the Fatherland.”!° Many in Russia receive this publicity with enthusiasm. 

The FSB has done much to trumpet its glories over the years. In 2003, 
DVKR published a book regaling its history, which it counts from 1918. 


The book only briefly mentions the dissolution of the Soviet Union, while 
connecting today’s organization to the heroic exploits of the Soviet era.'4 
That same year, the FSB opened an exhibit within the Central Museum of 
the Armed Forces commemorating the sixtieth anniversary of the creation 
of Smersh.!° Both venues omit less-flattering portions of the organization’s 
history, such as the extreme measures Smersh took during the war to punish 
disloyalty and defeatism. 

Both the Border Guard Directorate and TsSN also operate museums. 
The TsSN museum opened in 2005 and connects current TsSN operations to 
the tsarist era, beginning in the fifteenth century with Ivan IV, “The 
Terrible.” TSSN has done much to foster the reputation of FSB special 
operations personnel as the most capable, strongest, patriotic, and fearsome 
of all Russian forces. Alfa and Vympel have veterans’ organizations that are 
fiercely loyal to the Putin regime and continually heroize FSB special 
operations. The museum furthers that objective. 

Public accolades can also take different forms. Near the end of the 
Soviet era, in an attempt to show a softer, more human side, the KGB 
announced the selection of a “Miss KGB,” a young administrative 
employee named Lieutenant Yekaterina (Katya) Mayorova. In a 1990 
interview with a Western journalist, Mayorova said, “I guess they think I’ ll 
be the new face of the KGB.”!® Mayorova’s award came not long before the 
dissolution of the Soviet Union, and she soon disappeared from public view. 
Post-Soviet services have not held any similar contests, although local FSB 
offices occasionally hold beauty contests on May 8, Russian Mother’s 
Day.!7 

More successful than beauty contests, however, has been an art and 
literature competition that honors artists and writers whose works match the 
narratives the FSB is trying to publicize. This competition also has its roots 
in the Soviet era. In 1978, KGB director Andropov established a 
competition for artistic works that portrayed a positive image of the KGB as 
the protector of the country and the communist ideology. In 2006, Nikolay 
Patrushev, who did much as FSB director to return the organization to the 
form and function of Andropov’s KGB, established a similar competition to 
honor artistic works in the fields of literature (fiction and nonfiction), radio 


and TV programming, music, cinema, acting, and the visual arts. Since 
then, over four hundred people have received FSB awards. 

The awardees include numerous documentary films that cover 
intelligence and state security topics. Many are historical, exploring aspects 
of Soviet-era history like establishing the first Soviet state security service, 
fighting Nazis during World War II, biographies of prominent Soviet KGB 
(and predecessor organizations’) leaders, and catching American spies. 
Others address more recent topics, especially the heroism and patriotism of 
Russian Spetsnaz and Border Guard officers and the dangers of terrorism. 

Visual arts awardees frequently include the sculptors of monuments 
around Russia that commemorate FSB heroes and battles, including forty- 
two statues, monuments, and stellae. One-fourth of those memorials are 
dedicated to border guards, a frequent topic for FSB awardees. For 
example, a third-place prize winner in 2018 was a memorial titled “To the 
Glory of the Defenders of Territorial Integrity, Sovereignty, and Security of 
the Fatherland,” which commemorates border guards in the city of 
Novokuznetsk near the border with Mongolia. A second-place winner in 
2009 was a memorial in the city of Dalnerechinsk near the Russian border 
with China that commemorates the border guards who lost their lives during 
clashes with China in 1969—the same battle for which Vitaliy Bubenin, the 
founder of the KGB’s Alfa group, was awarded the Hero of the Soviet 
Union Medal. 

Cinema and acting awards go to nominees whose works cover a similar 
group of subjects. World War II and its aftermath are frequent themes in 
Russian cinema in general, and state security officers typically appear in 
those movies as the saviors of the country. The 2009 four-part miniseries 
Ordered to Destroy: Operation Chinese Casket portrays a World War II 
Smersh investigator who uncovers a German plot to use a Soviet soldier 
detained in a German prisoner-of-war camp to assassinate Stalin. It is set in 
German-occupied Ukraine after the Soviet Army had recaptured Crimea 
and was preparing to attack Ukraine. A 2013 FSB award winner was the 
film The Cry of the Owl, set in 1957 in a small Soviet town that the German 
Army had occupied during World War II. It begins with an MVD officer 
being injured during a robbery investigation. While the MVD officer was 
unconscious in the hospital, he cried out in his native German, setting off a 
KGB counterintelligence investigation that uncovered German infiltration 


of the MVD using agents left behind in the Soviet Union. The 2017 cinema 
prize winner, Three Days Before Spring, was set during the siege of 
Leningrad. In it, a young state security officer teams with a doctor to 
prevent a major catastrophe. 

Another theme often central to Russian films that show the FSB in 
action is terrorism, particularly Chechen terrorism. The 2018 film Decision 
to Liquidate portrays a 1999 counterterrorism operation targeting a Chechen 
terrorist named Shamil Bazgayev, a thinly veiled cover for the real Chechen 
warlord Shamil Basayev, who masterminded multiple terrorist attacks in 
Russia in the 1990s and early 2000s, and whom the FSB killed in 2006. In 
the film, Bazgayev threatens to use a weapon of mass destruction in an 
attack against a Russian target, but the FSB prevented the attack. In the 
2019 film Captain Hollywood, the FSB investigates a terrorist attack that 
destroyed an apartment building in the city of Volgodonsk. The film’s 
synopsis states that it was based on actual events, referring to the 1999 
bombings of apartment buildings in the cities of Buynaksk, Moscow, and 
Volgodonsk. The film shows the FSB getting to the bottom of the attacks; 
however, as noted in chapter 4 above, those real-world attacks are highly 
controversial. The film appears to be the FSB’s answer to the allegations of 
FSB complicity in those attacks. 

Awards for literature have often focused on the Caucasus, Central Asia, 
and the Far East / China, areas where Soviet and Russian state security 
officers have gained prominence. The Soviet intelligence historian Filip 
Kovacevic assessed that the literature awards reflect an FSB goal of 
“counteract[ing] the existing negative social perceptions of Russian 
intelligence and establish[ing] a favorable narrative framework for its 
present and future activities based on the defense of Russian national 
interests and ‘traditional’ values defined in opposition to Western liberalism 
and consumerism.”!® The same statement could apply to all the other FSB 
arts and literature awardees. 

The FSB awards include several remarkable awardees. Six-year-old 
Aleksandra Kondratyeva, who recorded a song about the glories of the FSB, 
was an honorable mention in 2015.!9 A 2008 literature honorable mention 
was Archpriest Nikolay Pogrebnyak, who published a book titled Defeating 
Evil with Good: Patron Saints of Special Forces. The book states, “Today, 


the spiritual traditions of the Russian army are being revived: cathedrals are 
being built, clergy seek to bring knowledge of the faith and provide prayer 
support to military personnel, those who risk their lives every day to guard 
the peace of their native land.”2° 

Also among honorable mentions are two in Belarus, one in 2007 for a 
museum dedicated to Feliks Dzerzhinsky in the town of Petrilovichi, 
Belarus, where Dzerzhinsky lived as a child.2! The other was a novel called 
Notes of the “Black Colonel,” a spy-versus-spy story from 1950s Germany. 
Its author, retired Belarusian KGB officer Sergey Trakhimenok, was an 
honorable mention for the FSB literature prize in 2012.** Additionally, a 
second-place song award in 2011 went to Liliya Mkrtyan, a Russian border 
guard officer serving Armenia, who was recognized for her song honoring 
her fallen border guard comrades. Two 2012 honorable mentions in the 
visual arts category went to the children of FSB border guard officers in 
middle schools in Gyumri and Armavir, Armenia. 

The FSB awards serve a similar function as, and even accentuate in 
many instances, the Hero of the Russian Federation Medal, providing a 
constant reminder to the Russian population of the glories of state security. 
Few other countries honor their internal security and border guards as often 
and enthusiastically as Russia does. 

It is common to read interviews with serving senior FSB officers who 
support this honored image. During the Soviet era, it was unusual for a 
serving KGB officer to give public interviews. KGB director Vladimir 
Kryuchkov changed that somewhat during the glasnost period by appearing 
publicly. However, in the post-Soviet era, senior FSB officers, like 
Aleksandr Bortnikov, have given multiple interviews, often connected to 
State security anniversaries. The director of the Border Guard Service, 
Vladimir Kulishov, has given multiple media interviews, as has his deputy 
for the Coastal Defense Department. Interviews with various senior FSB 
officers also appear in the FSB’s journal, FSB: For and Against, including 
one featuring the chief of Vympel. These public statements serve two 
purposes: to show senior FSB leaders as real people, and to allow them to 
communicate an FSB message directly to the FSB workforce and the 
public. 


The front covers of many issues of FSB: For and Against feature 
anniversaries. As noted previously in the book, the years 2017 to 2022 
provided numerous opportunities for the FSB to celebrate anniversaries: the 
founding of Soviet state security, military counterintelligence, border 
guards, SIGINT, and general counterintelligence. These anniversaries have 
drawn wide press coverage, interviews, celebrations, unveilings of new 
memorials, and the like. As the Russian government heavily exploits 
history to justify its current actions, these anniversaries are valuable 
moments for the FSB to join in this exploitation. The cover headline of the 
October 2020 issue of FSB: For and Against demonstrated the importance 
of history to the FSB: “Countering the Falsification of History.” 

The historiography of the Russian special services is a combination of 
selected episodes that show officers as the cream of society, the most loyal 
defenders of the fatherland, and the only hope for Russia’s future. These 
episodes thus give Russian state security officers the ability to contrast 
themselves with those who oppose the state, either internally or externally, 
and to place themselves at the forefront of protecting the state from traitors. 
To preserve this history, the FSB and veterans’ organizations sponsor what 
the FSB calls historical research. The Society for the Study of the History 
of Patriotic Special Services, which is associated with the FSB’s Public 
Relations Center, publishes historical essays that analyze pre-Soviet, Soviet, 
and post-Soviet intelligence and state security activities. The FSB has also 
selectively released archival materials that support the FSB’s message.*° 
Numerous Russian authors have published books on Soviet/Russian state 
security history from the tsarist era to the present. The FSB’s website has a 
section for FSB-approved books that support this historiography. 

These public relations tools combine to present the heroic character of 
the FSB officer, biographies of leaders who portray ideal characteristics, 
and connections between the current time and the glorious past, especially 
the time of the VChK and World War II. They portray Russia as under siege 
by foreign countries—often the United States—and terrorists trying to 
wreck the country. They also claim that Russian state security services are 
always victorious; they catch terrorists and spies, protect the Russian 
people, and sometimes even save the MVD. 


Publicity Effects 


The effect of the FSB’s arts awards on the Russian public is difficult to 
gauge. The recognition of so many people—over four hundred as of 2020, 
including youth—broadens the appeal of the awards. However, awardees 
often do not mention the award in public. For example, many of the 
documentary film awardees are available on the Internet, some with over a 
hundred thousand views on YouTube, but few mention that they are FSB 
award winners. That lessens the positive impact of the awards for the FSB. 
Nevertheless, as the award winners invariably portray Russian state security 
officers as the strongest, most patriotic, and self-sacrificing of all Russians, 
an explicit link to the FSB awards may not be necessary. 

FSB-friendly local and national TV and Internet media channels broadly 
cover the heroic stories, unveilings of monuments, museum launchings, and 
the like. Consequently, the Russian public tends to view the FSB as an 
effective, powerful organization. A 2002 survey by the All-Russian Center 
for Studying Public Opinion (VTsIOM) found that 40 percent of Russians 
viewed the FSB as effective in fighting crime, compared with the MVD at 
only 26 percent. One-fourth of Russians felt that an increase in FSB 
influence is good for society, although financially successful respondents 
more often tended to feel the FSB’s influence more personally.** In a 2010 
VTsIOM poll, 44 percent of respondents considered the FSB to be an 
effective organization, the highest rating of any “power” agency.*° In a 
2019 Levada Center poll, Russian respondents placed the FSB as the third 
most influential organization in the Russian government, behind only Putin 
and the Army, although both Putin’s and the FSB’s ratings had fallen since 
2017.2 A survey in 2020 placed the Army as the most trusted Russian 
institution, the president second, and the FSB still third.?7 

Some of the public’s trust in the early 2000s may be related to the lack 
of public information about the FSB, or possibly to indifference about or 
fear of expressing genuine opinions. At the same time as the FSB has 
pushed heroic information about itself, the agency has been publicly 
entangled in multiple corruption cases. However, the lack of media 
coverage and a lack of interest at least partially mitigate the negative impact 
of corruption revelations. When asked in 2007 whether they had heard of 
the “Three Whales” scandal (see below), in which FSB officers were 


accused of contraband and money-laundering activities, 81 percent of 
respondents said they had either never heard of the case or had difficulty 
answering the question, according to a Levada Center survey.7® 

In 2010, the Levada Center asked Russians what they thought about 
proposed legislation that would expand the FSB’s authority. The legislation 
in question was an amendment to the law on the FSB that would return a 
KGB-era practice of issuing prophylactic warnings to suspects whom the 
agency perceived were about to commit a crime. It was intended to increase 
the FSB’s ability to prevent crime, although it would authorize the FSB to 
pursue individuals who had not yet committed any crime. Two-thirds of 
respondents had never heard of the legislation, and 27 percent had heard 
only a little about it. Only 3 percent of Russians claimed to be following it 
closely. After the legislation was explained to respondents, 50 percent 
expressed concern that it would allow the FSB to violate the constitutional 
rights of citizens or that the FSB would use it to suppress opposition and 
independent media.” 

This public lack of knowledge of or interest in the FSB allows the FSB 
to use history to its advantage while ignoring the darker side of Russian 
state security history, including purges, midnight knocks on the door, 
monitoring dissidents and defectors, extraconstitutional measures, 
deception and disinformation, and corruption, for which Soviet/Russian 
State security is notorious. Many Russian citizens know about that past, 
especially older Russians, and content about it is available, but it often 
comes from dissidents and oppositionist media organizations, which the 
FSB can paint as disloyal “foreign agents.” 

The International Memorial Foundation, a Russian human rights 
organization dedicated to providing accurate historical information about 
the Soviet past, has published a series of books based on archival records 
that reveal the darker side of Soviet state security. They include books about 
the Soviet Gulag system of forced labor camps, the structure and evolution 
of state security organizations, details of the Great Purge of the 1930s, early 
Bolshevik suppression of dissent, monitoring foreigners inside the Soviet 
Union, and so on. The Memorial Foundation has been declared a “foreign 
agent,” along with other organizations that openly contradict the FSB’s 
historical narratives, based on a Russian law that so labels organizations 


that receive foreign funding. Russian “foreign agent” laws have broadened 
in scope since their introduction in 2012, initially covering nongovernment 
organizations like the Memorial Foundation and expanding in 2017 to 
media organizations and individual journalists that report unflattering 
information about the FSB. In February 2022, not long after Russia initiated 
its invasion of Ukraine, the Russian Supreme Court ordered the 
International Memorial Foundation to close.?° Many opposition and human 
rights groups face the same fate. 

Foreign agent laws require nongovernmental and media organizations to 
prominently display a banner on their online materials that says, “This 
communication (material) is created and (or) distributed by a foreign media 
organization fulfilling the functions of a foreign agent and (or) by a Russian 
legal entity fulfilling the functions of a foreign agent.” Russians’ reactions 
to this banner are varied. Some view it as an intrusion into their right to 
think for themselves, and it has elicited small protests. Others, however, see 
it as a necessary measure to protect Russian society.°! In 2016, Putin 
instructed the FSB during his annual speech to the FSB collegium to use 
counterintelligence resources to vigorously pursue foreign agents inside 
Russia, equating those who speak out against the Putin regime with foreign 
spies.°? 


Corruption within the FSB 


However, the indifference of the Russian population does not completely 
protect the FSB from scrutiny. Aleksey Navalny, a vocal oppositionist to 
Putin, has produced and disseminated videos that sharply criticize Putin and 
the FSB. Navalny’s videos about corruption draw millions of views, many 
more than FSB-awarded documentary films. A video released in January 
2021, just after Navalny’s arrest upon his return to Russia, showed Putin’s 
palatial mansion and estimated the millions of rubles required to build it.°° 
Navalny describes Putin’s wealth as the biggest theft in the history of 
Russia and he claims that Putin is psychologically ill. In the video, 
Navalny’s team portrays the FSB as complicit in protecting Putin’s theft. 
The team claims to have conducted practically a covert operation to shake 
FSB and other law enforcement surveillance that would have prevented 


them from revealing the true nature of Putin’s wealth. This video received 
over 120 million views worldwide, many of which were likely in Russia, as 
it was initially produced in Russian without subtitles. 

Five other videos produced by Navalny’s supporters had received over 
20 million views each by June 2022.94 One of them, released a month 
before the video about Putin’s palace, directly implicated the FSB in 
organizing and conducting the operation to poison Navalny in 2020. 
Navalny claimed to have posed as an FSB employee and phoned a real FSB 
officer who was involved in the operation. The FSB officer openly 
discussed the operation over the phone and admitted his involvement in it.°° 
This video, which was highly embarrassing for the FSB, was viewed nearly 
30 million times worldwide. 

As noted above, in 2007, most Russians paid little attention to media 
accounts of corruption within the FSB. That has likely gradually changed as 
FSB corruption scandals have broken in the media more often and with 
greater intensity. Navalny’s popular videos are part of this increasing trend. 
The website kompromat.ru also provides searchable access to media reports 
of corruption within the Russian government, with many of those reports 
focusing on FSB officers. The accumulation of those reports has 
undoubtedly had an impact on the FSB’s credibility and popularity. 


The “Tri Kita” (Three Whales) Case 


In 2001, the MVD initiated an investigation into customs fraud involving 
furniture imported into Russia. This was the case that VIsIOM polled 
Russians about in 2007. The furniture was imported at suppressed prices to 
reduce customs fees and was then sold in well-known furniture stores 
chains called “Tri Kita” (Three Whales) and “Grand.” The owner of a 
parent company of Tri Kita was Yevgeniy Zaostrovtsev, a retired KGB 
general and the father of an FSB first deputy director at the time, Colonel 
General Yuriy Zaostrovtsev. 

The fraud resulted in a loss of customs duties of about 50 million rubles 
to the Russian government. However, the connection to the FSB came not 
only in the conduct of the crime but also in conflicts between various 
investigative agencies that followed. The cases pitted the MVD and State 
Customs Committee against the FSB and General Prosecutor’s Office. 


Soon after the MVD opened its case, the MVD learned that Yevgeniy 
Zhukov, Yuriy Zaostrovtsev’s assistant, was attempting to interfere in the 
case. The MVD questioned Zhukov, and just hours later, the General 
Prosecutor’s Office intervened and demanded to take over the investigation, 
claiming that the MVD investigator had exceeded his authority.°° 
Subsequently, the case was closed for “an absence of corpus delicti.” The 
MVD investigator was put on trial, rather than the FSB perpetrators of the 
fraud. The presiding judge received pressure from the General Prosecutor’s 
Office to convict the MVD officer but refused; that judge was subsequently 
dismissed. 

Vladimir Putin inserted himself into the case and appointed an 
independent prosecutor in 2002 at the request of a State Duma investigative 
committee, which included former FSB director Nikolay Kovalev. 
However, after three years, the independent prosecutor had made little 
progress, which sources attributed to resistance from various agencies, 
especially the FSB. Because FSB officers were subjects of the fraud 
allegations and the company involved was connected to a senior FSB 
officer, the FSB had ample reason to obstruct the investigation. Finally, 
after General Prosecutor Vladimir Ustinov was promoted to minister of 
justice, a new general prosecutor reopened the case. In September 2006, 
after five years of investigation, the prosecutor ordered nineteen people 
administratively removed from their positions, including Zaostrovtsev and 
other senior FSB officers.°” 

The Tri Kita case shed light on the FSB’s interference in the 
prosecutorial process, similar to the KGB’s influence during the Soviet era. 
The FSB sheltered its own people from prosecution to prevent corruption 
within the FSB from becoming public. Nevertheless, Zaostrovtsev was 
eventually the highest-ranking FSB leader to suffer for it. Another 
investigation that spun off from the Tri Kita case, called the Chinese 
Contraband Case, showed a similar FSB tactic of manipulating an MVD 
investigation to hide the FSB connection to import violations. 


The Kirill Cherkalin Fraud Cases 


Over the time that elapsed between those cases in the early 2000s and 2019, 
several other FSB corruption cases were revealed in the Russian media. But 


the most publicized FSB corruption case broke in September 2019, when 
FSB colonel Kirill Cherkalin was arrested for taking bribes from bankers 
whose businesses he was responsible for regulating. In the words of a 
Russian journalist, Cherkalin became a “symbol of corruption in the 
FSB.”?® Cherkalin was the chief of the Second Section of Directorate K. 
His section was responsible for combating corruption in the Central Bank of 
Russia and providing counterintelligence support for the credit, financial, 
and banking sectors. He worked with FSB colonel Mikhail Gorbatov, who 
had previously worked in Directorate K but had been transferred to the 
Office of the President for Ensuring the Constitutional Rights of Citizens. 

Gorbatov was acquainted with a businessman associated with the 
“Transportniy” commercial bank, who was looking for someone who could 
help keep the bank out of legal trouble. In 2013, Gorbatov recommended 
the businessman to Cherkalin, who offered to provide “cover” (“kpbiwa’’) 
for the bank for a fee of $50,000 per month. The services that Cherkalin 
rendered for Transportniy included intervening with regulators’ demands 
that the bank increase its reserve by 1.3 billion rubles (about $18.5 million) 
to cover high-risk lenders. The bank’s owner could not come up with the 
money, so he contacted Cherkalin, who convinced the regulator to reduce 
the reserve amount to 522 million rubles (about $7.5 million). 

After Cherkalin’s arrest, he agreed to cooperate with investigators. 
Some analysts have connected his willingness to cooperate with the 
appointment of Sergey Korolev as FSB first deputy director in February 
2021. Cherkalin had committed most of his financial crimes while Korolev 
was his supervisor in the Fourth Service. Cherkalin may have agreed to 
cooperate, hoping that his relationship with Korolev would protect him.°9 
But Cherkalin’s hope was in vain. Gorbatov and Cherkalin both admitted 
their guilt in court. Gorbatov was sentenced to four and a half years in 
prison, lower than the maximum sentence, because he provided testimony 
in the case and because he had served faithfully for over twenty years in the 
FSB, including time in the North Caucasus.*° Cherkalin received an eleven- 
year prison sentence just two months after Korolev assumed his new 
position.*! 

In total, Cherkalin received $850,000 in bribes from Transportniy Bank 
over a year and a half. However, police identified goods estimated at 12 


billion rubles ($185 million) in his possession, including five apartments, 
two dachas, and cash worth 800 million rubles, $72 million, and €8 million. 
Cherkalin had also apparently been involved in other types of 
embezzlement. 

Investigation of Gorbatov led to another FSB colonel from Department 
K, Andrey Vasiliyev, who supported a separate effort to defraud investors. 
Vasilyev was acquainted with Sergey Glyadelkin, the part owner of an 
investment company that was financing the construction of high-cost 
condominiums in prestigious sections of Moscow.*? Vasiliyev had initially 
become acquainted with Glyadelkin in connection with an earlier FSB 
investigation. When Vasiliyev renewed the acquaintance in 2011, he met 
Glyadelkin and two other FSB officers: Cherkalin and the deputy chief of 
Department K, Dmitriy Frolov. They threatened Glyadelkin with freezing 
the project if he did not remove himself from it. They convinced Glyadelkin 
to surrender his portion of the project to the remaining partners, who were 
also connected with FSB officers, with the promise that he would get his 
share when the project was over. However, rather than reimbursing 
Glyadelkin, the FSB officers took the money totaling about 500 million 
rubles for themselves. The investigation into this embezzlement did not 
surface until 2019. 


The FSB Robbery Case 


The Cherkalin case came on the heels of an even more embarrassing 
incident involving FSB officers, including several from the elite Alfa and 
Vympel units. In June 2019, a group of attackers was arrested for robbing a 
corrupt businessman en route to depositing 136 million rubles ($2.2 
million) in cash into a bank. The attackers included offices from Alfa and 
Vympel and Department K. The officers received information about the 
planned deposit from investigative files and organized the robbery to look 
like an FSB raid. However, rather than arresting the businessman, they stole 
the money and divided it among themselves. Arrests initially included 
seven individuals, but the number of FSB suspects rose to fifteen after 
further investigation. One of the suspects from the Fourth Service had 
moved to another department within FSB headquarters but decided to take 
advantage of his insider knowledge to make money. He recruited the others 


into the crime, assuming that, because the businessman had obtained the 
money illegally in the first place, no one would inform the police. The 
police were informed, however, and the plot unraveled only a few weeks 
after the robbery. The perpetrators received from eight to ten years in 
prison.*? The event was highly embarrassing for the FSB, making it appear 
that FSB officers were no better than the common criminals they were 
supposed to be catching. 

These highly publicized cases have increasingly cast the FSB as a 
corrupt organization, undoubtedly making an impact on Russians’ 
perceptions of the organization. However, the FSB still has the power to 
hide its employees’ activities from public visibility. In May 2022, the 
Russian government personnel agency, Gossluzhba, published a list of 
3,228 Russian government officials who had been fired from their jobs 
between July 4, 2018, and May 12, 2022, for “loss of confidence.” The 
people on the list represent numerous government agencies across Russia, 
including regional ministers of health, culture, forestry and agriculture; the 
MVD; the Federal Drug Control Service; municipal officials across the 
country; and many other low-level officials. Not a single FSB case appears 
on the list, despite the publicity that several of the above-noted cases have 
received.“* The list does, however, retain blank placeholders for 22 entries 
removed between December 2021 and May 2022. It cannot be determined 
with certainty that they relate to the FSB, but it is possible. 


Conclusion 


The FSB faces contradictory forces that pull its public reputation in two 
opposite directions. The FSB heroizes its officers by awarding them medals 
and glorifies its activities through arts and literature awards. However, a 
growing awareness of FSB officers’ corruption and greed is beginning to 
counterweigh this reputation. While convoluted corruption cases involving 
esoteric banking laws do not resonate with Russians as much as the FSB’s 
simple patriotic messages, increasingly frequent FSB corruption cases 
provide a counterpoint to the FSB’s portrayal of its officers as the best of 
the best in Russian society. Navalny’s compelling videos have drawn the 
Russian population’s attention to corruption in the Russian government, 


including the FSB. The arrest of FSB Alfa and Vympel group special forces 
officers—the FSB’s elite—for armed robbery compounds this impression. 
In 2016, a Levada Center survey found that 72 percent of Russians felt that 
official corruption was “a typical phenomenon, a manifestation of the 
degradation of Russian authorities,” although that survey was asking about 
FSB arrests of other Russian government officials, not arrests of FSB 
officers themselves.*° 

The FSB has reacted by preventing certain stories from being widely 
broadcast inside Russia, but it has not blocked them entirely, as evidenced 
by the popularity of Navalny’s videos and the opinions of the majority of 
Russians who see corruption as an inherent characteristic of their 
government. The FSB also labels anyone who expresses doubt in the FSB 
as “foreign agents,” and in extreme cases—such as Aleksandr Litvinenko, 
Aleksey Navalny, and others—to target them for assassination. The FSB 
will need to confront this reality of corruption in the future as it faces 
additional pressures from the retirements of influential leaders and 
demographic decline in Russia. 
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Legacy, Impact, and Future 


Since the dawn of the Putin era, the FSB has enjoyed much success in 
neutralizing both real and perceived threats to Russia. Although the FSB is 
not without critics and is subject to the demographic and economic decline 
that the rest of Russia is experiencing, Putin’s patronage ensures that the 
FSB remains a powerful organization in pursuing Putin’s national security 
priorities. 

The FSB has a wide array of capabilities to perform its missions. Like 
the KGB, the FSB’s tentacles reach nearly every corner of the Russian 
government and society. It is the primary inheritor of the KGB’s legacy and 
the fear that accompanies it, which is still a significant factor in Russians’ 
lives. With the addition of modem technology, the FSB is a potent 
organization designed to protect the ruling regime from any real or 
perceived threats. 

In numerous cases, the FSB has used crises in Russia to increase its 
power. In the 1990s, the Russian government bolstered the FSB’s 
counterterrorist authorities after serious terrorist attacks. This included 
expanding the FSB’s counterterrorist structure and the return of special 
operations groups to the FSB, strengthening intemal communications 
monitoring with SORM, creating a foreign intelligence capability, and re- 
creating an “ideological counterintelligence” capability and merging it with 
the fight against terrorists. The reorganization of 2003-4 returned SIGINT 
and border guards to the FSB. In the early 2000s, the FSB was strengthened 


to react to the “color revolutions” in post-Soviet states and to conduct 
assassinations. After mass demonstrations in 2011—12, the FSB was further 
empowered to pursue anti-Putin oppositionists. After Russia’s invasion of 
Ukraine, the FSB requested further “prophylactic” powers to counter so- 
called Ukrainian neo-Nazi groups. Crises have been opportunities for the 
FSB to grow. 

There is a direct descendancy—organizationally, culturally, and in 
personnel—from the KGB to the FSB. Each of the name changes that 
Russian state security has experienced since the dissolution of the Soviet 
Union came due to political decisions geared toward controlling state 
security functions. Eventually, these resources made their way to the FSB. 
However, there will soon be no former KGB officers left. The average age 
of the FSB’s senior leadership is nearing seventy. That generation’s 
departure will require a new generation of Russians raised in the chaos and 
corruption of the 1990s to run the service. 

An indicator of what this might look like appeared in 2016, when a 
group of recent graduates of the FSB Academy paraded through the streets 
of Moscow in expensive Mercedes Benz SUVs, honking their horns and 
cheering and posing for a group photo with their faces—all males—fully 
visible (figure 7.1). The footage of the parade was transformed into a music 
video.! 


Figure 7.1 Photograph of FSB Academy graduates from a 2016 video: Source: “Citizens Bearing 
No Resemblance to FSB Academy Graduates.” 


The video elicited a highly negative reaction from the public and retired 
Russian officers, who considered it a gross violation of professionalism. 
The FSB leadership did not take the stunt well, either. The FSB announced 
a few weeks later that “principled personnel decisions have been taken 
toward the guilty individuals, changing the condition of their service. 
Severe disciplinary measures against the leadership of the academy, 
including the demotion of several leaders [and] their firing, will be taken.” 
While it is unlikely FSB Academy graduates will ever repeat such an 
episode, it is a possible indicator of the caliber of recruits available to the 
FSB over the coming decades. 

Other indicators point to lower skill and education levels among FSB 
officers compared with the Soviet era. KGB veterans have noted the 
difference in quality. According to retired KGB general Aleksandr 
Mikhailov, KGB personnel in the 1970s and 1980s were exceptionally 
professional and well-educated. The KGB hired individuals with whatever 
training was needed: if the agency needed a physicist, it hired one; if a 
chemist was required, it hired a chemist. The bar of professionalism was 
high. Mikhailov lamented, “Today, that is not the case. To be honest, I can’t 
understand how a graduate of the FSB Academy can provide security to a 
nuclear power station if he neither knows the working principles of that 
type of nuclear reactor nor even Ohm’s law. True, that does not apply to the 
informatics and cryptography department. Other institutes envy our 
mathematicians.”? 

A Dossier Center source recounted an incident in which the chief of a 
regional FSB directorate wrote a monthly report and gave it to a local 
journalist, a former Soviet-era KGB officer, for publicity purposes. The 
officer had written the text so poorly that the journalist was forced to 
correct multiple errors before it was publication-ready. When the situation 
became publicly known, the FSB office offered to rehire the journalist into 
the FSB rather than replace the FSB leader who could not write. The 
journalist refused the offer but began to write the reports himself anyway.* 

As the FSB portrays its officers as the best of the best in Russian 
society, incompetence and corruption continue to contradict that image. 
According to a Dossier Center source, if the FSB tried to catch every officer 
who commits extortion, takes bribes, offers brokering services, collects 


debts, or protects small illegal businesses, it would require the resources of 
the entire agency.° While petty local corruption is rampant and affects the 
lives of many Russians, major corruption cases, such as an FSB officer 
caught with hundreds of millions of dollars’ worth of stolen goods in his 
apartment or FSB special forces officers robbing a corrupt banker, take an 
even greater toll on the organization’s reputation. 

The FSB’s handling of terrorism also raises questions. Putin was elected 
president in 2000 based partially on his promise to eliminate terrorism in 
the country. The Russian government claims success in countering 
terrorism and proudly proclaimed in April 2009 that counterterrorism 
operations in Chechnya were complete.® Putin touts this stated success as a 
laudable accomplishment for his legacy, which is one reason domestic 
support for Putin is high. However, major terrorist incidents in Russia did 
not end with the declaration of victory in Chechnya. High-profile attacks 
have since occurred in Moscow, Saint Petersburg, and other Russian cities, 
as well as the crash of an airplane taking Russian vacationers returning to 
Saint Petersburg from the Egyptian Red Sea resort town of Sharm el-Sheikh 
in 2015, which killed all 224 passengers and crew members on board.’ 

The FSB has been able to recast those events to its advantage: according 
to Soldatov, the FSB used the 2015 airplane crash as a reason to lobby for 
greater surveillance and operational powers, such as the authority to use 
violence to prevent a terrorist attack.® In February 2021, Putin declared that 
72 “terrorist crimes” had been thwarted in 2020, up from 57 in 2019, and 
that “in December last year, the last organized bandit group that was 
committing crimes on the territory of the Chechen Republic and Ingushetia 
was destroyed.”? The statement did not mention how those “terrorist 
crimes” relate to the 2009 declaration of victory in Chechnya. The FSB 
plays a leading role in fulfilling Putin’s promise of defeating terrorism, even 
though it mishandled terrorist incidents like the Dobrovka Theater hostage 
crisis, in which at least 170 hostages died, and the Beslan hostage crisis, in 
which over 300 people died, including over 180 children. These events 
were well documented outside Russia, but the journalists who detailed the 
FSB’s counterterrorism mistakes have been silenced inside Russia. 

The FSB’s reported misassessment of a quick victory in Ukraine has 
likely taken a toll on the Russian leadership’s trust in the agency. Western 


media reported that a Fifth Service officer, Igor Kovalenko, an Operational 
Information Department case officer who handled sources inside Ukraine, 
was so confident about Russia’s prospects in Ukraine that he contacted a 
recruited agent in Kyiv a week before the invasion began in February 2022 
and said he had picked out an apartment for himself in Kyiv.'° Western 
journalists also claimed that FSB officers, including Fifth Service director 
Sergey Beseda, were punished for the error that led to a more costly war in 
Ukraine than Putin had anticipated. 

All these trends will affect the FSB’s future and the trust the Russian 
people and leadership places in it. However, the weightiest impact on the 
future will come when Putin someday leaves the scene, even though he acts 
like that will never happen. Putin’s departure could lead to three possible 
scenarios regarding the FSB: a longtime chekist in Putin’s inner circle could 
take charge; a younger chekist could fill the position; or a nonchekist from 
another “power ministry” could take control and push the FSB aside. 

The FSB could become the leading power in Russian society, as when 
Beriya assumed leadership of the Soviet Union in 1953 and unified state 
security and internal affairs into a single agency soon after Stalin’s death, 
placing himself at its head. Yeltsin similarly attempted to unify state 
security and internal affairs in late 1991, but state security at the time had 
been turned into a monster, per Putin’s words, and the merger never 
happened. The environment in Russia is more amenable to such a move 
today than it was in 1953 or 1991, especially if the FSB were to dominate 
the merged entity. Either of the past two FSB directors, Patrushev or 
Bortnikov, could fill the role that Beriya played in 1953. Both are as close 
to Putin as Beriya was to Stalin—both come from Putin’s Leningrad KGB 
circle. Like Beriya, both have fulfilled tasks beyond just directing a state 
security agency. Patrushev has been the secretary of the Security Council 
since 2008, serving as a leading hard-line Putin loyalist in Russia’s 
decision-making. Putin has dispatched Bortnikov, also in_ the 
decisionmaking inner circle, to handle delicate economic relations with 
countries like China and Pakistan. 

If Putin were to die suddenly, as Stalin did, Patrushev and Bortnikov 
could potentially battle each other for the throne. However, both Patrushev 
and Bortnikov turned seventy-one in 2022. Neither has many more years of 


active service left than Putin, who turned seventy in 2022. Other, younger 
leaders may be more likely to pick up the mantle. FSB first deputy director 
Sergey Korolev, for example, is a decade younger than Patrushev or 
Bortnikov and is also a Saint Petersburg native with good connections, 
although there is no indication that he has the stature to replace Putin. 
Either way, the FSB would benefit from either an older or younger chekist 
taking charge of the country. 

Another possibility could be that elites from a different “power 
ministry” could replace Putin. Such a scenario would be to the FSB’s 
detriment. The FSB has made many enemies within the Russian ruling elite, 
just as Beriya did. Analogously, the FSB’s rivals with the Ministry of 
Defense and Ministry of Internal Affairs could persuade other powerful 
elites to subordinate the FSB and prevent a chekist from taking charge, as 
happened with Beriya. 

Although any of these scenarios—an older chekist, a younger chekist, 
or a nonchekist from another “power ministry”—is possible, Putin’s 
departure will likely lead to a power struggle that will make an impact on 
the FSB. Consequently, it is in the FSB’s interest to continue its propaganda 
campaign among the Russian people, keep its tentacles firmly ahold of rival 
Russian agencies, suppress negative information about the agency, stay 
close to Putin, and avoid missteps that might convince him to look 
elsewhere for an agency to handle his priorities. Self-survival will be the 
FSB’s most urgent mission in the future. 
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